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CVE CVE-2006-0496
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-02-01 02:02:00 UTC
Updated 2025-04-03 01:03:51 UTC
Description Cross-site scripting (XSS) vulnerability in Mozilla 1.7.12 and possibly earlier, Mozilla Firefox 1.0.7 and possibly earlier, and

/ |

Risk And Classification

Primary CVSS: v2.0 4.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:N/I:P/A:N
EPSS: 0.108310000 probability, percentile 0.933820000 (date 2026-04-16)
Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language


https://cve.report/
https://cve.report/CVE-2006-0496/mitre
https://cve.report/CVE-2006-0496/nist
https://cve.report/CVE-2006-0496/cve_org
https://cve.report/api/cve/CVE-2006-0496.json
https://cve.report/CVE-2006-0496.pdf

Application Mozilla Firefox 1.0 All All All
Application Mozilla Firefox 1.0.1 All All All
Application Mozilla Firefox 1.0.2 All All All
Application Mozilla Firefox 1.0.3 All All All
Application Mozilla Firefox 1.04 All All All
Application Mozilla Firefox 1.0.5 All All All
Application Mozilla Firefox 1.0.6 All All All
Application Mozilla Firefox 1.0.7 All All All
Application Mozilla Mozilla 1.7 All All All
Application Mozilla Mozilla 1.7 alpha All All
Application Mozilla Mozilla 1.7 beta All All
Application Mozilla Mozilla 1.7 rci All All
Application Mozilla Mozilla 1.7 rc2 All All
Application Mozilla Mozilla 1.7 rc3 All All
Application Mozilla Mozilla 1.71 All All All
Application Mozilla Mozilla 1.7.10 All All All
Application Mozilla Mozilla 1.7.11 All All All
Application Mozilla Mozilla 1.7.12 All All All
Application Mozilla Mozilla 1.7.2 All All All
Application Mozilla Mozilla 1.7.3 All All All
Application Mozilla Mozilla 1.75 All All All
Application Mozilla Mozilla 1.7.6 All All All
Application Mozilla Mozilla 1.7.7 All All All
Application Mozilla Mozilla 1.7.8 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

'[Full-disclosure] -moz-binding CSS property: more XSS fun' - MARC

SecurityTracker.com Archives - Netscape '-moz-binding' Property Validation Flaw Lets Remote Users Conduct Cross-Domain Scripting Attack
Mozilla Firefox XBL -MOZ-BINDING Property Cross-Domain Scripting Vulnerability

Bug 324253 — CVE-2006-0496 Do something about the XSS issues -moz-binding introduces

www.osvdb.org/22924
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li_dev: Discussing The Security Changes

IBM X-Force Exchange

About

Security Tracker.com Archives - Mozilla Firefox '-moz-binding' Property Validation Flaw Lets Remote Users Conduct Cross-Domain Scripting A
Webmail- OVH

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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