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Summary

CVE CVE-2006-0512

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-02-02 11:02:00 UTC

Updated 2025-04-03 01:03:51 UTC

Description PADL MigrationTools 46 creates temporary files insecurely, which allows local users to overwrite arbitrary files via a symlink attack on the temporary files, which are not properly created by (1) migrate_all_online.sh, (2) migrate_all_offline.sh, (3) migrate_all_netinfo_online.sh, (4) migrate_all_netinfo_offline.sh, (5) migrate_all_nis_online.sh, (6) migrate_all_nis_offline.sh, (7) migrate_all_nisplus_online.sh, and (8) migrate_all_nisplus_offline.sh.

Risk And Classification

Primary CVSS: v2.0 2.1 from nvd@nist.gov

AV:L/AC:L/Au:N/C:N/I:P/A:N

EPSS: 0.000700000 probability, percentile 0.214970000 (date 2026-04-16)

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown

AV:L/AC:L/Au:N/C:N/I:P/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Access Vector

Local

Access Complexity

Low

Authentication

None

Confidentiality

None

Integrity

Partial

Availability

None

https://cve.report/
https://cve.report/CVE-2006-0512/mitre
https://cve.report/CVE-2006-0512/nist
https://cve.report/CVE-2006-0512/cve_org
https://cve.report/api/cve/CVE-2006-0512.json
https://cve.report/CVE-2006-0512.pdf


Application Padl Software Migrationtools 46 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source Link

Webmail - OVH af854a3a-2127-422b-91ae-364da2661108 www.vupen.com

Debian update for migrationtools - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108 secunia.com

Debian -- Security Information -- DSA-1187-1 migrationtools af854a3a-2127-422b-91ae-364da2661108 www.debian.org

#338920 - migrationtools: Insecure handling of temporary files - Debian Bug report logs af854a3a-2127-422b-91ae-364da2661108 bugs.debian.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Organization Published Contributor Statement

Mandriva 2006-10-04 Vincent Danen Mandriva has patched the migrationtools since August 2005 to use mktemp so is not vulnerable to this issue.

There are currently no legacy QID mappings associated with this CVE.
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