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Summary

CVE CVE-2006-0515

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-05-09 10:02:00 UTC

Updated 2023-08-11 18:54:00 UTC

Description Cisco PIX/ASA 7.1.x before 7.1(2) and 7.0.x before 7.0(5), PIX 6.3.x before 6.3.5(112), and FWSM 2.3.x before 2.3(4) and 3.x before 3.1(7), when used with Websense/N2H2, allows remote attackers to bypass HTTP access restrictions by splitting the GET method of an HTTP request into multiple packets, which prevents the request from being sent to Websense for inspection, aka bugs CSCsc67612, CSCsc68472, and CSCsd81734.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Adaptive Security Appliance Software 7.0 All All All

Application Cisco Adaptive Security Appliance Software 7.0(4) All All All

Application Cisco Adaptive Security Appliance Software 7.0.1.4 All All All

Application Cisco Adaptive Security Appliance Software 7.0.4.3 All All All

Application Cisco Adaptive Security Appliance Software 7.0\(4\) All All All

Operating System Cisco Adaptive Security Appliance Software 7.0 All All All

Operating System Cisco Adaptive Security Appliance Software 7.0.1.4 All All All

Operating System Cisco Adaptive Security Appliance Software 7.0.4.3 All All All

Operating System Cisco Adaptive Security Appliance Software 7.0\(4\) All All All

Application Cisco Adaptive Security Appliance Software 7.0 All All All

Application Cisco Adaptive Security Appliance Software 7.0.1.4 All All All

Application Cisco Adaptive Security Appliance Software 7.0.4.3 All All All

Application Cisco Adaptive Security Appliance Software 7.0\(4\) All All All

Hardware Cisco Firewall Services Module 2.3 All All All

Hardware Cisco Firewall Services Module 3.1 All All All

Hardware Cisco Firewall Services Module 2.3 All All All

Hardware Cisco Firewall Services Module 3.1 All All All
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Hardware Cisco Firewall Services Module 3.1 All All All

Application Cisco Pix Firewall 6.2.2.111 All All All

Application Cisco Pix Firewall 6.2.3_(110) All All All

Application Cisco Pix Firewall 6.2.3_\(110\) All All All

Application Cisco Pix Firewall 6.3.3_(133) All All All

Application Cisco Pix Firewall 6.3.3_\(133\) All All All

Operating System Cisco Pix Firewall 6.1.5(104) All All All

Operating System Cisco Pix Firewall 6.1.5\(104\) All All All

Application Cisco Pix Firewall 6.2.2.111 All All All

Application Cisco Pix Firewall 6.2.3_\(110\) All All All

Application Cisco Pix Firewall 6.3.3_\(133\) All All All

Operating System Cisco Pix Firewall 6.1.5\(104\) All All All

Operating System Cisco Pix Firewall Software 2.7 All All All

Operating System Cisco Pix Firewall Software 3.0 All All All

Operating System Cisco Pix Firewall Software 3.1 All All All

Operating System Cisco Pix Firewall Software 4.0 All All All

Operating System Cisco Pix Firewall Software 4.1(6) All All All

Operating System Cisco Pix Firewall Software 4.1(6b) All All All

Operating System Cisco Pix Firewall Software 4.1\(6b\) All All All

Operating System Cisco Pix Firewall Software 4.1\(6\) All All All

Operating System Cisco Pix Firewall Software 4.2 All All All

Operating System Cisco Pix Firewall Software 4.2(1) All All All

Operating System Cisco Pix Firewall Software 4.2(2) All All All

Operating System Cisco Pix Firewall Software 4.2(5) All All All

Operating System Cisco Pix Firewall Software 4.2\(1\) All All All

Operating System Cisco Pix Firewall Software 4.2\(2\) All All All

Operating System Cisco Pix Firewall Software 4.2\(5\) All All All

Operating System Cisco Pix Firewall Software 4.3 All All All

Operating System Cisco Pix Firewall Software 4.4 All All All

Operating System Cisco Pix Firewall Software 4.4(4) All All All

Operating System Cisco Pix Firewall Software 4.4(7.202) All All All

Operating System Cisco Pix Firewall Software 4.4(8) All All All

Operating System Cisco Pix Firewall Software 4.4\(4\) All All All

Operating System Cisco Pix Firewall Software 4.4\(7.202\) All All All

Operating System Cisco Pix Firewall Software 4.4\(8\) All All All

Operating System Cisco Pix Firewall Software 5.0 All All All
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Operating System Cisco Pix Firewall Software 5.1 All All All

Operating System Cisco Pix Firewall Software 5.1(4) All All All

Operating System Cisco Pix Firewall Software 5.1(4.206) All All All

Operating System Cisco Pix Firewall Software 5.1\(4.206\) All All All

Operating System Cisco Pix Firewall Software 5.1\(4\) All All All

Operating System Cisco Pix Firewall Software 5.2 All All All

Operating System Cisco Pix Firewall Software 5.2(1) All All All

Operating System Cisco Pix Firewall Software 5.2(2) All All All

Operating System Cisco Pix Firewall Software 5.2(3.210) All All All

Operating System Cisco Pix Firewall Software 5.2(5) All All All

Operating System Cisco Pix Firewall Software 5.2(6) All All All

Operating System Cisco Pix Firewall Software 5.2(7) All All All

Operating System Cisco Pix Firewall Software 5.2(9) All All All

Operating System Cisco Pix Firewall Software 5.2\(1\) All All All

Operating System Cisco Pix Firewall Software 5.2\(2\) All All All

Operating System Cisco Pix Firewall Software 5.2\(3.210\) All All All

Operating System Cisco Pix Firewall Software 5.2\(5\) All All All

Operating System Cisco Pix Firewall Software 5.2\(6\) All All All

Operating System Cisco Pix Firewall Software 5.2\(7\) All All All

Operating System Cisco Pix Firewall Software 5.2\(9\) All All All

Operating System Cisco Pix Firewall Software 5.3 All All All

Operating System Cisco Pix Firewall Software 5.3(1) All All All

Operating System Cisco Pix Firewall Software 5.3(1.200) All All All

Operating System Cisco Pix Firewall Software 5.3(2) All All All

Operating System Cisco Pix Firewall Software 5.3(3) All All All

Operating System Cisco Pix Firewall Software 5.3\(1.200\) All All All

Operating System Cisco Pix Firewall Software 5.3\(1\) All All All

Operating System Cisco Pix Firewall Software 5.3\(2\) All All All

Operating System Cisco Pix Firewall Software 5.3\(3\) All All All

Operating System Cisco Pix Firewall Software 6.0 All All All

Operating System Cisco Pix Firewall Software 6.0(1) All All All

Operating System Cisco Pix Firewall Software 6.0(2) All All All

Operating System Cisco Pix Firewall Software 6.0(3) All All All

Operating System Cisco Pix Firewall Software 6.0(4) All All All

Operating System Cisco Pix Firewall Software 6.0(4.101) All All All

Operating System Cisco Pix Firewall Software 6.0\(1\) All All All
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Operating System Cisco Pix Firewall Software 6.0\(1\) All All All

Operating System Cisco Pix Firewall Software 6.0\(2\) All All All

Operating System Cisco Pix Firewall Software 6.0\(3\) All All All

Operating System Cisco Pix Firewall Software 6.0\(4.101\) All All All

Operating System Cisco Pix Firewall Software 6.0\(4\) All All All

Operating System Cisco Pix Firewall Software 6.1 All All All

Operating System Cisco Pix Firewall Software 6.1(1) All All All

Operating System Cisco Pix Firewall Software 6.1(2) All All All

Operating System Cisco Pix Firewall Software 6.1(3) All All All

Operating System Cisco Pix Firewall Software 6.1(4) All All All

Operating System Cisco Pix Firewall Software 6.1(5) All All All

Operating System Cisco Pix Firewall Software 6.1\(1\) All All All

Operating System Cisco Pix Firewall Software 6.1\(2\) All All All

Operating System Cisco Pix Firewall Software 6.1\(3\) All All All

Operating System Cisco Pix Firewall Software 6.1\(4\) All All All

Operating System Cisco Pix Firewall Software 6.1\(5\) All All All

Operating System Cisco Pix Firewall Software 6.2 All All All

Operating System Cisco Pix Firewall Software 6.2(1) All All All

Operating System Cisco Pix Firewall Software 6.2(2) All All All

Operating System Cisco Pix Firewall Software 6.2(3) All All All

Operating System Cisco Pix Firewall Software 6.2(3.100) All All All

Operating System Cisco Pix Firewall Software 6.2\(1\) All All All

Operating System Cisco Pix Firewall Software 6.2\(2\) All All All

Operating System Cisco Pix Firewall Software 6.2\(3.100\) All All All

Operating System Cisco Pix Firewall Software 6.2\(3\) All All All

Operating System Cisco Pix Firewall Software 6.3 All All All

Operating System Cisco Pix Firewall Software 6.3(1) All All All

Operating System Cisco Pix Firewall Software 6.3(2) All All All

Operating System Cisco Pix Firewall Software 6.3(3) All All All

Operating System Cisco Pix Firewall Software 6.3(3.102) All All All

Operating System Cisco Pix Firewall Software 6.3(3.109) All All All

Operating System Cisco Pix Firewall Software 6.3(5) All All All

Operating System Cisco Pix Firewall Software 6.3\(1\) All All All

Operating System Cisco Pix Firewall Software 6.3\(2\) All All All

Operating System Cisco Pix Firewall Software 6.3\(3.102\) All All All

Operating System Cisco Pix Firewall Software 6.3\(3.109\) All All All
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Operating System Cisco Pix Firewall Software 6.3\(3\) All All All

Operating System Cisco Pix Firewall Software 6.3\(5\) All All All

Operating System Cisco Pix Firewall Software 2.7 All All All

Operating System Cisco Pix Firewall Software 3.0 All All All

Operating System Cisco Pix Firewall Software 3.1 All All All

Operating System Cisco Pix Firewall Software 4.0 All All All

Operating System Cisco Pix Firewall Software 4.1\(6b\) All All All

Operating System Cisco Pix Firewall Software 4.1\(6\) All All All

Operating System Cisco Pix Firewall Software 4.2 All All All

Operating System Cisco Pix Firewall Software 4.2\(1\) All All All

Operating System Cisco Pix Firewall Software 4.2\(2\) All All All

Operating System Cisco Pix Firewall Software 4.2\(5\) All All All

Operating System Cisco Pix Firewall Software 4.3 All All All

Operating System Cisco Pix Firewall Software 4.4 All All All

Operating System Cisco Pix Firewall Software 4.4\(4\) All All All

Operating System Cisco Pix Firewall Software 4.4\(7.202\) All All All

Operating System Cisco Pix Firewall Software 4.4\(8\) All All All

Operating System Cisco Pix Firewall Software 5.0 All All All

Operating System Cisco Pix Firewall Software 5.1 All All All

Operating System Cisco Pix Firewall Software 5.1\(4.206\) All All All

Operating System Cisco Pix Firewall Software 5.1\(4\) All All All

Operating System Cisco Pix Firewall Software 5.2 All All All

Operating System Cisco Pix Firewall Software 5.2\(1\) All All All

Operating System Cisco Pix Firewall Software 5.2\(2\) All All All

Operating System Cisco Pix Firewall Software 5.2\(3.210\) All All All

Operating System Cisco Pix Firewall Software 5.2\(5\) All All All

Operating System Cisco Pix Firewall Software 5.2\(6\) All All All

Operating System Cisco Pix Firewall Software 5.2\(7\) All All All

Operating System Cisco Pix Firewall Software 5.2\(9\) All All All

Operating System Cisco Pix Firewall Software 5.3 All All All

Operating System Cisco Pix Firewall Software 5.3\(1.200\) All All All

Operating System Cisco Pix Firewall Software 5.3\(1\) All All All

Operating System Cisco Pix Firewall Software 5.3\(2\) All All All

Operating System Cisco Pix Firewall Software 5.3\(3\) All All All

Operating System Cisco Pix Firewall Software 6.0 All All All
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Operating System Cisco Pix Firewall Software 6.0\(1\) All All All

Operating System Cisco Pix Firewall Software 6.0\(2\) All All All

Operating System Cisco Pix Firewall Software 6.0\(3\) All All All

Operating System Cisco Pix Firewall Software 6.0\(4.101\) All All All

Operating System Cisco Pix Firewall Software 6.0\(4\) All All All

Operating System Cisco Pix Firewall Software 6.1 All All All

Operating System Cisco Pix Firewall Software 6.1\(1\) All All All

Operating System Cisco Pix Firewall Software 6.1\(2\) All All All

Operating System Cisco Pix Firewall Software 6.1\(3\) All All All

Operating System Cisco Pix Firewall Software 6.1\(4\) All All All

Operating System Cisco Pix Firewall Software 6.1\(5\) All All All

Operating System Cisco Pix Firewall Software 6.2 All All All

Operating System Cisco Pix Firewall Software 6.2\(1\) All All All

Operating System Cisco Pix Firewall Software 6.2\(2\) All All All

Operating System Cisco Pix Firewall Software 6.2\(3.100\) All All All

Operating System Cisco Pix Firewall Software 6.2\(3\) All All All

Operating System Cisco Pix Firewall Software 6.3 All All All

Operating System Cisco Pix Firewall Software 6.3\(1\) All All All

Operating System Cisco Pix Firewall Software 6.3\(2\) All All All

Operating System Cisco Pix Firewall Software 6.3\(3.102\) All All All

Operating System Cisco Pix Firewall Software 6.3\(3.109\) All All All

Operating System Cisco Pix Firewall Software 6.3\(3\) All All All

Operating System Cisco Pix Firewall Software 6.3\(5\) All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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