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CVE CVE-2006-0525
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback
Published 2006-02-02 11:02:00 UTC
Updated 2025-04-03 01:03:51 UTC

Description Multiple Adobe products, including (1) Photoshop CS2, (2) lllustrator CS2, and (3) Adobe Help Center, install a large numbe

/ |

Risk And Classification

Primary CVSS: v2.0 4.6 from nvd@nist.gov

AV:L/AC:L/Au:N/C:P/I:P/A:P
EPSS: 0.002140000 probability, percentile 0.440200000 (date 2026-04-16)
Problem Types: CWE-264 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language


https://cve.report/
https://cve.report/CVE-2006-0525/mitre
https://cve.report/CVE-2006-0525/nist
https://cve.report/CVE-2006-0525/cve_org
https://cve.report/api/cve/CVE-2006-0525.json
https://cve.report/CVE-2006-0525.pdf

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

A AanliAantiannm

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

AAALA

Acrobat

Acrobat

Acrobat

Acrobat

Acrobat

Acrobat

Acrobat

Acrobat

Acrobat

Acrobat

Acrobat

Acrobat

Acrobat

Acrobat

Acrobat

Acrobat

Acrobat

Acrobat

Acrobat Reader

Acrobat Reader

Acrobat Reader

Acrobat Reader

Acrobat Reader

Acrobat Reader

Acrobat Reader

Acrobat Reader

Acrobat Reader

Acrobat Reader

Acrobat Reader

Acrobat Reader

Acrobat Reader

Acrobat Reader

Acrobat Reader

Acrobat Reader

Acrobat Reader

ANAvalhat DAaAAA-

3.0

3.1

4.0

4.0.5

4.0.5a

4.0.5¢

5.0

5.0.10

5.0.5

6.0

6.0.1

6.0.2

6.0.3

6.0.4

7.0

7.01

7.0.2

7.0.3

3.0

4.0

4.0.5

4.0.5a

4.0.5¢

4.5

5.0

5.0.10

5.0.5

5.1

6.0

6.0.1

6.0.2

6.0.3

6.0.4

7.0

7.01

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader

ApPIGAULI AULVE AGIUVAL NEaust ru.e Al Al Al
Application Adobe Acrobat Reader 7.0.3 All All All
Application Adobe Creative Suite 1.0 All All All
Application Adobe Creative Suite 1.3 All All All
Application Adobe Creative Suite 2.0 All All All
Application Adobe lllustrator 10.0 All All All
Application Adobe lllustrator 7.0 All All All
Application Adobe lllustrator 8.0 All All All
Application Adobe lllustrator 9.0 All All All
Application Adobe lllustrator cs All All All
Application Adobe lllustrator cs3 All All All
Application Adobe Indesign cs All All All
Application Adobe Indesign cs3 All All All
Application Adobe Pagemaker 6.5 All All All
Application Adobe Pagemaker 6.5 All plus All
Application Adobe Pagemaker 7.0 All All All
Application Adobe Pagemaker 7.0 All plus All
Application Adobe Photoshop 7.0 All All All
Application Adobe Photoshop 8.0 All All All
Application Adobe Photoshop 9.0.2 All All All
Application Adobe Photoshop le All All All
Application Adobe Premiere 1.5 All pro All
Application Adobe Version Cue 1.0 All All All
Application Adobe Version Cue 1.0.1 All All All
Application Adobe Version Cue gold All mac_o0s_x All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source
404 Not Found af854a3a-
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-
SecurityTracker.com Archives - Adobe lllustrator File/Folder Access Control Error Lets Local Users Gain Elevated Privileges af854a3a-
US-CERT Vulnerability Note VU#953860 af854a3a-
Seciiritv Advisorv: Fila nermissions viilnerabhilitv in Adobe Creative Siite 2 (Windows Mac OS) - Sunnort Knowlednebhase afRR4a3a-
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www.osvdb.org/22908 af854a3a-
SecurityFocus af854a3a-
Adobe Products Insecure Default File Permissions - Advisories - Secunia af854a3a-

SecurityTracker.com Archives - Adobe Creative Suite File/Folder Access Control Error Lets Local Users Gain Elevated Privileges — af854a3a-

IBM X-Force Exchange af854a3a-
Adobe Multiple Local Privilege Escalation Vulnerabilities af854a3a-
SecurityTracker.com Archives - Adobe Photoshop File/Folder Access Control Error Lets Local Users Gain Elevated Privileges af854a3a-
CVE Program record CVE.ORC
NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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