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Certain versions of Evolution from Gnome contain the following
vulnerability:

The cairo library (libcairo), as used in GNOME Evolution and possibly
other products, allows remote attackers to cause a denial of service
(persistent client crash) via an attached text file that contains "Content-
Disposition: inline" in the header, and a very long line in the body,
which causes the client to repeatedly crash until the e-mail message is

manually removed, possibly due to a buffer overflow, as demonstrated using an XML
attachment.
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GNOME Evolution Inline XML File Attachment Buffer
Overflow Vulnerability
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 BID 16408
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 MANDRIVA MDKSA-2006:057
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 SUSE SUSE-SR:2006:007

USN-265-1: cairo/Evolution library vulnerability | Ubuntu
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usn.ubuntu.com

text/html

 UBUNTU USN-265-1

SecurityReason securityreason.com

text/html

 SREASON 610

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Gnome Evolution 2.3.1 All All All

Application Gnome Evolution 2.3.2 All All All

Application Gnome Evolution 2.3.3 All All All

Application Gnome Evolution 2.3.4 All All All

Application Gnome Evolution 2.3.5 All All All

Application Gnome Evolution 2.3.6 All All All

Application Gnome Evolution 2.3.6.1 All All All

Application Gnome Evolution 2.3.7 All All All

Application Gnome Evolution 2.3.1 All All All

Application Gnome Evolution 2.3.2 All All All

Application Gnome Evolution 2.3.3 All All All

Application Gnome Evolution 2.3.4 All All All

Application Gnome Evolution 2.3.5 All All All

Application Gnome Evolution 2.3.6 All All All

Application Gnome Evolution 2.3.6.1 All All All

Application Gnome Evolution 2.3.7 All All All

cpe:2.3:a:gnome:evolution:2.3.1:*:*:*:*:*:*:*:

cpe:2.3:a:gnome:evolution:2.3.2:*:*:*:*:*:*:*:

cpe:2.3:a:gnome:evolution:2.3.3:*:*:*:*:*:*:*:

cpe:2.3:a:gnome:evolution:2.3.4:*:*:*:*:*:*:*:
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No vendor comments have been submitted for this CVE
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