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Summary

CVE CVE-2006-0529

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-02-02 20:06:00 UTC

Updated 2018-10-19 15:45:00 UTC

Description Computer Associates (CA) Message Queuing (CAM / CAFT) before 1.07 Build 220_16 and 1.11 Build 29_20, as used in multiple CA products, allows remote attackers to cause a denial of service via a crafted message to TCP port 4105.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ca Messaging 1.05 All aix All

Application Ca Messaging 1.05 All linux All

Application Ca Messaging 1.05 All solaris All

Application Ca Messaging 1.05 All windows All

Application Ca Messaging 1.07.210.0 All aix All

Application Ca Messaging 1.07.210.0 All solaris All

Application Ca Messaging 1.07.220.0 All solaris All

Application Ca Messaging 1.07.220.0 All windows All

Application Ca Messaging 1.07.220.10 All windows All

Application Ca Messaging 1.07.220.11 All aix All

Application Ca Messaging 1.07.220.11 All hp_ux All

Application Ca Messaging 1.07.220.11 All linux All

Application Ca Messaging 1.07.220.11 All solaris All

Application Ca Messaging 1.07.220.11 All windows All

Application Ca Messaging 1.07.220.13 All aix All

Application Ca Messaging 1.07.220.13 All hp_ux All

Application Ca Messaging 1.07.220.13 All linux All
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Application Ca Messaging 1.07.220.13 All linux All

Application Ca Messaging 1.07.220.13 All solaris All

Application Ca Messaging 1.07.220.13 All windows All

Application Ca Messaging 1.07.220.14 All aix All

Application Ca Messaging 1.07.220.14 All hp_ux All

Application Ca Messaging 1.07.220.14 All linux All

Application Ca Messaging 1.07.220.14 All solaris All

Application Ca Messaging 1.07.220.14 All windows All

Application Ca Messaging 1.07.220.15 All aix All

Application Ca Messaging 1.07.220.15 All hp_ux All

Application Ca Messaging 1.07.220.15 All linux All

Application Ca Messaging 1.07.220.15 All solaris All

Application Ca Messaging 1.07.220.15 All windows All

Application Ca Messaging 1.07.220.3 All windows All

Application Ca Messaging 1.07.220.4 All windows All

Application Ca Messaging 1.07.220.5 All aix All

Application Ca Messaging 1.07.220.5 All hp_ux All

Application Ca Messaging 1.07.220.5 All solaris All

Application Ca Messaging 1.07.220.5 All windows All

Application Ca Messaging 1.07.220.6 All windows All

Application Ca Messaging 1.07.220.7 All aix All

Application Ca Messaging 1.07.220.7 All hp_ux All

Application Ca Messaging 1.07.220.7 All windows All

Application Ca Messaging 1.07.220.8 All aix All

Application Ca Messaging 1.07.220.8 All hp_ux All

Application Ca Messaging 1.07.220.8 All solaris All

Application Ca Messaging 1.07.220.9 All solaris All

Application Ca Messaging 1.07.220.9 All windows All

Application Ca Messaging 1.11.18.0 All hp_ux All

Application Ca Messaging 1.11.19.0 All aix All

Application Ca Messaging 1.11.19.0 All solaris All

Application Ca Messaging 1.11.21 All windows All

Application Ca Messaging 1.11.22 All windows All

Application Ca Messaging 1.11.23 All windows All

Application Ca Messaging 1.11.24 All windows All

Application Ca Messaging 1.11.25 All windows All
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Application Ca Messaging 1.11.26 All windows All

Application Ca Messaging 1.11.26.1 All windows All

Application Ca Messaging 1.11.26.10 All windows All

Application Ca Messaging 1.11.26.2 All windows All

Application Ca Messaging 1.11.26.6 All windows All

Application Ca Messaging 1.11.26.7 All windows All

Application Ca Messaging 1.11.26.8 All windows All

Application Ca Messaging 1.11.26.9 All windows All

Application Ca Messaging 1.11.27.0 All aix All

Application Ca Messaging 1.11.27.0 All hp_ux All

Application Ca Messaging 1.11.27.0 All solaris All

Application Ca Messaging 1.11.27.1 All aix All

Application Ca Messaging 1.11.27.1 All hp_ux All

Application Ca Messaging 1.11.27.1 All solaris All

Application Ca Messaging 1.11.27.1 All windows All

Application Ca Messaging 1.11.27.2 All windows All

Application Ca Messaging 1.11.27.3 All windows All

Application Ca Messaging 1.11.28.0 All linux All

Application Ca Messaging 1.11.29.0 All windows All

Application Ca Messaging 1.11.29.13 All aix All

Application Ca Messaging 1.11.29.13 All hp_ux All

Application Ca Messaging 1.11.29.13 All linux All

Application Ca Messaging 1.11.29.13 All solaris All

Application Ca Messaging 1.11.29.13 All windows All

Application Ca Messaging 1.11.29.14 All aix All

Application Ca Messaging 1.11.29.14 All hp_ux All

Application Ca Messaging 1.11.29.14 All linux All

Application Ca Messaging 1.11.29.14 All solaris All

Application Ca Messaging 1.11.29.14 All windows All

Application Ca Messaging 1.11.29.15 All aix All

Application Ca Messaging 1.11.29.15 All hp_ux All

Application Ca Messaging 1.11.29.15 All linux All

Application Ca Messaging 1.11.29.15 All solaris All

Application Ca Messaging 1.11.29.15 All windows All

Application Ca Messaging 1.11.29.16 All aix All

Application Ca Messaging 1.11.29.16 All hp_ux All
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Application Ca Messaging 1.11.29.16 All hp_ux All

Application Ca Messaging 1.11.29.16 All linux All

Application Ca Messaging 1.11.29.16 All solaris All

Application Ca Messaging 1.11.29.16 All windows All

Application Ca Messaging 1.11.29.17 All aix All

Application Ca Messaging 1.11.29.17 All hp_ux All

Application Ca Messaging 1.11.29.17 All linux All

Application Ca Messaging 1.11.29.17 All solaris All

Application Ca Messaging 1.11.29.17 All windows All

Application Ca Messaging 1.11.29.18 All aix All

Application Ca Messaging 1.11.29.18 All hp_ux All

Application Ca Messaging 1.11.29.18 All linux All

Application Ca Messaging 1.11.29.18 All solaris All

Application Ca Messaging 1.11.29.18 All windows All

Application Ca Messaging 1.11.29.19 All aix All

Application Ca Messaging 1.11.29.19 All hp_ux All

Application Ca Messaging 1.11.29.19 All linux All

Application Ca Messaging 1.11.29.19 All solaris All

Application Ca Messaging 1.11.29.19 All windows All

Application Ca Messaging 1.11.29.2 All aix All

Application Ca Messaging 1.11.29.2 All hp_ux All

Application Ca Messaging 1.11.29.2 All solaris All

Application Ca Messaging 1.11.29.2 All windows All

Application Ca Messaging 1.11.29.3 All aix All

Application Ca Messaging 1.11.29.3 All hp_ux All

Application Ca Messaging 1.11.29.3 All solaris All

Application Ca Messaging 1.11.29.3 All windows All

Application Ca Messaging 1.11.29.4 All aix All

Application Ca Messaging 1.11.29.4 All hp_ux All

Application Ca Messaging 1.11.29.4 All solaris All

Application Ca Messaging 1.11.29.4 All windows All

Application Ca Messaging 1.11.29.5 All aix All

Application Ca Messaging 1.11.29.5 All hp_ux All

Application Ca Messaging 1.11.29.5 All linux All

Application Ca Messaging 1.11.29.5 All solaris All

Application Ca Messaging 1.11.29.5 All windows All
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Application Ca Messaging 1.11.29.6 All windows All

Application Ca Messaging 1.11.29.7 All windows All

Application Ca Messaging 1.11.29.8 All aix All

Application Ca Messaging 1.11.29.8 All hp_ux All

Application Ca Messaging 1.11.29.8 All linux All

Application Ca Messaging 1.11.29.8 All solaris All

Application Ca Messaging 1.11.29.8 All windows All

Application Ca Messaging 1.11.29.9 All aix All

Application Ca Messaging 1.11.29.9 All hp_ux All

Application Ca Messaging 1.11.29.9 All linux All

Application Ca Messaging 1.11.29.9 All solaris All

Application Ca Messaging 1.11.29.9 All windows All

Application Ca Messaging 1.05 All aix All

Application Ca Messaging 1.05 All linux All

Application Ca Messaging 1.05 All solaris All

Application Ca Messaging 1.05 All windows All

Application Ca Messaging 1.07.210.0 All aix All

Application Ca Messaging 1.07.210.0 All solaris All

Application Ca Messaging 1.07.220.0 All solaris All

Application Ca Messaging 1.07.220.0 All windows All

Application Ca Messaging 1.07.220.10 All windows All

Application Ca Messaging 1.07.220.11 All aix All

Application Ca Messaging 1.07.220.11 All hp_ux All

Application Ca Messaging 1.07.220.11 All linux All

Application Ca Messaging 1.07.220.11 All solaris All

Application Ca Messaging 1.07.220.11 All windows All

Application Ca Messaging 1.07.220.13 All aix All

Application Ca Messaging 1.07.220.13 All hp_ux All

Application Ca Messaging 1.07.220.13 All linux All

Application Ca Messaging 1.07.220.13 All solaris All

Application Ca Messaging 1.07.220.13 All windows All

Application Ca Messaging 1.07.220.14 All aix All

Application Ca Messaging 1.07.220.14 All hp_ux All

Application Ca Messaging 1.07.220.14 All linux All

Application Ca Messaging 1.07.220.14 All solaris All
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Application Ca Messaging 1.07.220.14 All windows All

Application Ca Messaging 1.07.220.15 All aix All

Application Ca Messaging 1.07.220.15 All hp_ux All

Application Ca Messaging 1.07.220.15 All linux All

Application Ca Messaging 1.07.220.15 All solaris All

Application Ca Messaging 1.07.220.15 All windows All

Application Ca Messaging 1.07.220.3 All windows All

Application Ca Messaging 1.07.220.4 All windows All

Application Ca Messaging 1.07.220.5 All aix All

Application Ca Messaging 1.07.220.5 All hp_ux All

Application Ca Messaging 1.07.220.5 All solaris All

Application Ca Messaging 1.07.220.5 All windows All

Application Ca Messaging 1.07.220.6 All windows All

Application Ca Messaging 1.07.220.7 All aix All

Application Ca Messaging 1.07.220.7 All hp_ux All

Application Ca Messaging 1.07.220.7 All windows All

Application Ca Messaging 1.07.220.8 All aix All

Application Ca Messaging 1.07.220.8 All hp_ux All

Application Ca Messaging 1.07.220.8 All solaris All

Application Ca Messaging 1.07.220.9 All solaris All

Application Ca Messaging 1.07.220.9 All windows All

Application Ca Messaging 1.11.18.0 All hp_ux All

Application Ca Messaging 1.11.19.0 All aix All

Application Ca Messaging 1.11.19.0 All solaris All

Application Ca Messaging 1.11.21 All windows All

Application Ca Messaging 1.11.22 All windows All

Application Ca Messaging 1.11.23 All windows All

Application Ca Messaging 1.11.24 All windows All

Application Ca Messaging 1.11.25 All windows All

Application Ca Messaging 1.11.26 All windows All

Application Ca Messaging 1.11.26.1 All windows All

Application Ca Messaging 1.11.26.10 All windows All

Application Ca Messaging 1.11.26.2 All windows All

Application Ca Messaging 1.11.26.6 All windows All

Application Ca Messaging 1.11.26.7 All windows All

Application Ca Messaging 1.11.26.8 All windows All
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Application Ca Messaging 1.11.26.8 All windows All

Application Ca Messaging 1.11.26.9 All windows All

Application Ca Messaging 1.11.27.0 All aix All

Application Ca Messaging 1.11.27.0 All hp_ux All

Application Ca Messaging 1.11.27.0 All solaris All

Application Ca Messaging 1.11.27.1 All aix All

Application Ca Messaging 1.11.27.1 All hp_ux All

Application Ca Messaging 1.11.27.1 All solaris All

Application Ca Messaging 1.11.27.1 All windows All

Application Ca Messaging 1.11.27.2 All windows All

Application Ca Messaging 1.11.27.3 All windows All

Application Ca Messaging 1.11.28.0 All linux All

Application Ca Messaging 1.11.29.0 All windows All

Application Ca Messaging 1.11.29.13 All aix All

Application Ca Messaging 1.11.29.13 All hp_ux All

Application Ca Messaging 1.11.29.13 All linux All

Application Ca Messaging 1.11.29.13 All solaris All

Application Ca Messaging 1.11.29.13 All windows All

Application Ca Messaging 1.11.29.14 All aix All

Application Ca Messaging 1.11.29.14 All hp_ux All

Application Ca Messaging 1.11.29.14 All linux All

Application Ca Messaging 1.11.29.14 All solaris All

Application Ca Messaging 1.11.29.14 All windows All

Application Ca Messaging 1.11.29.15 All aix All

Application Ca Messaging 1.11.29.15 All hp_ux All

Application Ca Messaging 1.11.29.15 All linux All

Application Ca Messaging 1.11.29.15 All solaris All

Application Ca Messaging 1.11.29.15 All windows All

Application Ca Messaging 1.11.29.16 All aix All

Application Ca Messaging 1.11.29.16 All hp_ux All

Application Ca Messaging 1.11.29.16 All linux All

Application Ca Messaging 1.11.29.16 All solaris All

Application Ca Messaging 1.11.29.16 All windows All

Application Ca Messaging 1.11.29.17 All aix All

Application Ca Messaging 1.11.29.17 All hp_ux All

Application Ca Messaging 1.11.29.17 All linux All
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Application Ca Messaging 1.11.29.17 All solaris All

Application Ca Messaging 1.11.29.17 All windows All

Application Ca Messaging 1.11.29.18 All aix All

Application Ca Messaging 1.11.29.18 All hp_ux All

Application Ca Messaging 1.11.29.18 All linux All

Application Ca Messaging 1.11.29.18 All solaris All

Application Ca Messaging 1.11.29.18 All windows All

Application Ca Messaging 1.11.29.19 All aix All

Application Ca Messaging 1.11.29.19 All hp_ux All

Application Ca Messaging 1.11.29.19 All linux All

Application Ca Messaging 1.11.29.19 All solaris All

Application Ca Messaging 1.11.29.19 All windows All

Application Ca Messaging 1.11.29.2 All aix All

Application Ca Messaging 1.11.29.2 All hp_ux All

Application Ca Messaging 1.11.29.2 All solaris All

Application Ca Messaging 1.11.29.2 All windows All

Application Ca Messaging 1.11.29.3 All aix All

Application Ca Messaging 1.11.29.3 All hp_ux All

Application Ca Messaging 1.11.29.3 All solaris All

Application Ca Messaging 1.11.29.3 All windows All

Application Ca Messaging 1.11.29.4 All aix All

Application Ca Messaging 1.11.29.4 All hp_ux All

Application Ca Messaging 1.11.29.4 All solaris All

Application Ca Messaging 1.11.29.4 All windows All

Application Ca Messaging 1.11.29.5 All aix All

Application Ca Messaging 1.11.29.5 All hp_ux All

Application Ca Messaging 1.11.29.5 All linux All

Application Ca Messaging 1.11.29.5 All solaris All

Application Ca Messaging 1.11.29.5 All windows All

Application Ca Messaging 1.11.29.6 All windows All

Application Ca Messaging 1.11.29.7 All windows All

Application Ca Messaging 1.11.29.8 All aix All

Application Ca Messaging 1.11.29.8 All hp_ux All

Application Ca Messaging 1.11.29.8 All linux All

Application Ca Messaging 1.11.29.8 All solaris All
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Application Ca Messaging 1.11.29.8 All windows All

Application Ca Messaging 1.11.29.9 All aix All

Application Ca Messaging 1.11.29.9 All hp_ux All

Application Ca Messaging 1.11.29.9 All linux All

Application Ca Messaging 1.11.29.9 All solaris All

Application Ca Messaging 1.11.29.9 All windows All

References

Reference Source Link

21146 OSVDB www.osvdb.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Computer Associates Multiple Message Queuing Denial Of Service Vulnerabilities BID www.securityfocus.com

CA Message Queuing (CAM/CAFT) invalid request and message spoofing denial of service vulnerabilities MISC www3.ca.com

SecurityTracker.com Archives - CA Unicenter TNG Message Queuing Bugs Let Remote Users Deny Service SECTRACK securitytracker.com

supportconnectw.ca.com/public/ca_common_docs/camessagsecurity_notice.asp CONFIRM supportconnectw.ca.com

SecurityFocus BUGTRAQ www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CA Products Message Queuing Denial of Service - Advisories - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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