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Summary

CVE CVE-2006-0548

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-02-04 02:02:00 UTC

Updated 2017-07-20 01:29:00 UTC

Description SQL injection vulnerability in the Oracle Text component of Oracle Database 10g, and possibly earlier versions, might allow remote attackers to execute arbitrary SQL commands via unknown vectors. NOTE: due to the lack of relevant details from the Oracle advisory, a separate CVE is being created since it cannot be conclusively proven that this issue has been addressed by Oracle. 

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Database Server 10.1.0.4.2 r1 All All

Application Oracle Database Server 10.1.0.4.2 r1 All All

References

Reference Source Link

Page not found | Oracle MISC www.oracle.com

Search | Integrigy MISC www.integrigy.com

US-CERT Technical Cyber Security Alert TA06-018A -- Oracle Products Contain Multiple Vulnerabilities CERT www.us-cert.gov

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

VU#150332 - Oracle Text SQL injection vulnerability CERT-VN www.kb.cert.org

www.red-database-security.com/advisory/oracle_cpu_jan_2006.html MISC www.red-database-security.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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