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Summary

CVE CVE-2006-0586

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-02-08 01:02:00 UTC

Updated 2023-11-07 01:58:00 UTC

Description Multiple SQL injection vulnerabilities in Oracle 10g Release 1 before CPU Jan 2006 allow remote attackers to execute arbitrary SQL commands via multiple parameters in (1) ATTACH_JOB, (2) HAS_PRIVS, and (3) OPEN_JOB functions in the SYS.KUPV$FT package; and (4) UPDATE_JOB, (5) ACTIVE_JOB, (6) ATTACH_POSSIBLE, (7) ATTACH_TO_JOB, (8) CREATE_NEW_JOB, (9) DELETE_JOB, (10) DELETE_MASTER_TABLE, (11) DETACH_JOB, (12) GET_JOB_INFO, (13) GET_JOB_QUEUES, (14) GET_SOLE_JOBNAME, (15) MASTER_TBL_LOCK, and (16) VALID_HANDLE functions in the SYS.KUPV$FT_INT package. 

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Application Server 10.1.0.2 All All All

Application Oracle Application Server 10.1.0.3 All All All

Application Oracle Application Server 10.1.0.3.1 All All All

Application Oracle Application Server 10.1.0.4 All All All

Application Oracle Application Server 10.1.2 All All All

Application Oracle Application Server 10.1.2.0.1 All All All

Application Oracle Application Server 10.1.2.0.2 All All All

Application Oracle Application Server 10.1.2.1.0 All All All

Application Oracle Application Server 10.1.0.2 All All All

Application Oracle Application Server 10.1.0.3 All All All

Application Oracle Application Server 10.1.0.3.1 All All All

Application Oracle Application Server 10.1.0.4 All All All

Application Oracle Application Server 10.1.2 All All All

Application Oracle Application Server 10.1.2.0.1 All All All

Application Oracle Application Server 10.1.2.0.2 All All All

Application Oracle Application Server 10.1.2.1.0 All All All

Application Oracle Oracle10g enterprise_10.1.0.2 All All All
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Application Oracle Oracle10g enterprise_10.1.0.2 All All All

Application Oracle Oracle10g enterprise_10.1.0.3 All All All

Application Oracle Oracle10g enterprise_10.1.0.3.1 All All All

Application Oracle Oracle10g enterprise_10.1.0.4 All All All

Application Oracle Oracle10g personal_10.1.0.2 All All All

Application Oracle Oracle10g personal_10.1.0.3 All All All

Application Oracle Oracle10g personal_10.1.0.4 All All All

Application Oracle Oracle10g personal_10.10.3.1 All All All

Application Oracle Oracle10g standard_10.1.0.2 All All All

Application Oracle Oracle10g standard_10.1.0.3 All All All

Application Oracle Oracle10g standard_10.1.0.3.1 All All All

Application Oracle Oracle10g standard_10.1.0.4 All All All

Application Oracle Oracle10g standard_10.1.0.4.2 All All All

Application Oracle Oracle10g standard_10.1.0.5 All All All

Application Oracle Oracle10g enterprise_10.1.0.2 All All All

Application Oracle Oracle10g enterprise_10.1.0.3 All All All

Application Oracle Oracle10g enterprise_10.1.0.3.1 All All All

Application Oracle Oracle10g enterprise_10.1.0.4 All All All

Application Oracle Oracle10g personal_10.1.0.2 All All All

Application Oracle Oracle10g personal_10.1.0.3 All All All

Application Oracle Oracle10g personal_10.1.0.4 All All All

Application Oracle Oracle10g personal_10.10.3.1 All All All

Application Oracle Oracle10g standard_10.1.0.2 All All All

Application Oracle Oracle10g standard_10.1.0.3 All All All

Application Oracle Oracle10g standard_10.1.0.3.1 All All All

Application Oracle Oracle10g standard_10.1.0.4 All All All

Application Oracle Oracle10g standard_10.1.0.4.2 All All All

Application Oracle Oracle10g standard_10.1.0.5 All All All
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www.red-database-security.com/advisory/oracle_sql_injection_kupv$ft_int.html MISC www.red-database-security.com Vendor Advisory

www.red-database-security.com/advisory/oracle_sql_injection_kupv%24ft_int.html www.red-database-security.com

www.red-database-security.com/advisory/oracle_sql_injection_kupv%24ft.html www.red-database-security.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

SecurityFocus BUGTRAQ www.securityfocus.com

22840 OSVDB www.osvdb.org

www.red-database-security.com/advisory/oracle_cpu_jan_2006.html MISC www.red-database-security.com Vendor Advisory

22839 OSVDB www.osvdb.org

SecurityFocus BUGTRAQ www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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