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CVE CVE-2006-0591
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-02-08 01:02:00 UTC
Updated 2025-04-03 01:03:51 UTC
Description The crypt_gensalt functions for BSDI-style extended DES-based and FreeBSD-sytle MD5-based password hashes in crypt.

/ |

Risk And Classification

Primary CVSS: v2.0 1.2 from nvd@nist.gov

AV:L/AC:H/Au:N/C:P/I:N/A:N
EPSS: 0.000910000 probability, percentile 0.256760000 (date 2026-04-16)
Problem Types: CWE-310 | n/a

CVSS v2.0 Breakdown

\ccess Vector
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AV:L/AC:H/Au:N/C:P/I:N/A:N
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language


https://cve.report/
https://cve.report/CVE-2006-0591/mitre
https://cve.report/CVE-2006-0591/nist
https://cve.report/CVE-2006-0591/cve_org
https://cve.report/api/cve/CVE-2006-0591.json
https://cve.report/CVE-2006-0591.pdf

Application Solar Designer Crypt Blowfish

0.4.7 All All

All

Vendor Declared Affected Products

Source Vendor Product

CNA Na N/a

Version

affected n/a

Platforms

Not specified

References

Reference

rhn.redhat.com | Red Hat Support

Repository / Oval Repository

Avaya Products PostgreSQL Multiple Vulnerabilities - Advisories - Secunia
SGI Advanced Linux Environment Multiple Updates - Advisories - Secunia
patches.sgi.com/support/free/security/advisories/20060602-01-U.asc
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

CVS log for Owl/packages/glibc/crypt_blowfish/crypt_gensalt.c

Red Hat update for postgresql - Advisories - Secunia

IBM X-Force Exchange

www.osvdb.org/23005

Secunia - Advisories - Openwall crypt_blowfish Salt Generation Weakness
ASA-2006-113 (RHSA-2006-0526)

SecurityFocus

CVE Program record

NVD vulnerability detail
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Source
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Link
www.redhat.com
oval.cisecurity.org
secunia.com
secunia.com
patches.sgi.com
Www.vupen.com
cvsweb.openwall.ci
secunia.com
exchange.xforce.ib
www.osvdb.org
secunia.com
support.avaya.com
www.securityfocus.

WWW.CVe.org

nvd.nist.gov

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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CVE.report and Source URL Uptime Status status.cve.report


http://cve.report/vendor/solar_designer
http://cve.report/software/solar_designer/crypt_blowfish
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.redhat.com/support/errata/RHSA-2006-0526.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A11502
http://secunia.com/advisories/20653
http://secunia.com/advisories/20782
ftp://patches.sgi.com/support/free/security/advisories/20060602-01-U.asc
http://www.vupen.com/english/advisories/2006/0477
http://cvsweb.openwall.com/cgi/cvsweb.cgi/Owl/packages/glibc/crypt_blowfish/crypt_gensalt.c?only_with_tag=CRYPT_BLOWFISH_1_0
http://secunia.com/advisories/20232
https://exchange.xforce.ibmcloud.com/vulnerabilities/24590
http://www.osvdb.org/23005
http://secunia.com/advisories/18772
http://support.avaya.com/elmodocs2/security/ASA-2006-113.htm
http://www.securityfocus.com/archive/1/424260/100/0/threaded
https://www.cve.org/CVERecord?id=CVE-2006-0591
https://nvd.nist.gov/vuln/detail/CVE-2006-0591
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2006-0591
	Summary
	Risk And Classification
	CVSS v2.0 Breakdown

	NVD Known Affected Configurations (CPE 2.3)
	Vendor Declared Affected Products
	References


