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Summary

CVE CVE-2006-0617

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-02-09 02:02:00 UTC

Updated 2017-07-20 01:29:00 UTC

Description Multiple unspecified vulnerabilities in Sun Java JDK and JRE 5.0 Update 5 and earlier allow remote attackers to bypass Java sandbox security and obtain privileges via unspecified vectors involving the reflection APIs, aka the "fifth, sixth, and seventh issues."

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sun Jdk All update5 All All

Application Sun Jre All update5 All All

References

Reference Source

Webmail- OVH VUPEN

Gentoo Linux Documentation -- Sun JDK/JRE: Applet privilege escalation GENTOO

Secunia - Advisories - Gentoo update for sun-jdk/sun-jre-bin SECUNIA

#102171: Security Vulnerabilities in the Java Runtime Environment may Allow an Untrusted Applet to Elevate its Privileges SUNALERT

docs.info.apple.com/article.html CONFIRM

IBM X-Force Exchange XF

SecurityTracker.com Archives - Sun Java Runtime Environment (JRE) Reflection API Multiple Bugs Let Applets Gain Elevated Privileges SECTRACK

Webmail- OVH VUPEN

Webmail- OVH VUPEN

US-CERT Vulnerability Note VU#759996 CERT-VN

Sun Java JRE "reflection" APIs Sandbox Security Bypass Vulnerabilities - Advisories - Secunia SECUNIA
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NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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