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Summary

CVE CVE-2006-0630

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-02-10 11:02:00 UTC

Updated 2018-10-19 15:45:00 UTC

Description RITLabs The Bat! before 3.0.0.15 displays certain important headers from encapsulated data in message/partial MIME messages, instead of the real headers, which is in violation of RFC2046 header merging rules and allows remote attackers to spoof the origin of e-mail by sending a fragmented message, as demonstrated using spoofed Received: and Message-ID: headers.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ritlabs The Bat 3.0 All All All

Application Ritlabs The Bat 3.0.0.10 All All All

Application Ritlabs The Bat 3.0.0.11 All All All

Application Ritlabs The Bat 3.0.0.12 All All All

Application Ritlabs The Bat 3.0.0.14 All All All

Application Ritlabs The Bat 3.0.0.7 All All All

Application Ritlabs The Bat 3.0.0.8 All All All

Application Ritlabs The Bat 3.0.0.9 All All All

Application Ritlabs The Bat 3.0 All All All

Application Ritlabs The Bat 3.0.0.10 All All All

Application Ritlabs The Bat 3.0.0.11 All All All

Application Ritlabs The Bat 3.0.0.12 All All All

Application Ritlabs The Bat 3.0.0.14 All All All

Application Ritlabs The Bat 3.0.0.7 All All All

Application Ritlabs The Bat 3.0.0.8 All All All

Application Ritlabs The Bat 3.0.0.9 All All All

https://cve.report/
https://cve.report/CVE-2006-0630/mitre
https://cve.report/CVE-2006-0630/nist
https://cve.report/CVE-2006-0630/cve_org
https://cve.report/CVE-2006-0630.pdf
http://cve.report/vendor/ritlabs
http://cve.report/software/ritlabs/the_bat
http://cve.report/vendor/ritlabs
http://cve.report/software/ritlabs/the_bat
http://cve.report/vendor/ritlabs
http://cve.report/software/ritlabs/the_bat
http://cve.report/vendor/ritlabs
http://cve.report/software/ritlabs/the_bat
http://cve.report/vendor/ritlabs
http://cve.report/software/ritlabs/the_bat
http://cve.report/vendor/ritlabs
http://cve.report/software/ritlabs/the_bat
http://cve.report/vendor/ritlabs
http://cve.report/software/ritlabs/the_bat
http://cve.report/vendor/ritlabs
http://cve.report/software/ritlabs/the_bat
http://cve.report/vendor/ritlabs
http://cve.report/software/ritlabs/the_bat
http://cve.report/vendor/ritlabs
http://cve.report/software/ritlabs/the_bat
http://cve.report/vendor/ritlabs
http://cve.report/software/ritlabs/the_bat
http://cve.report/vendor/ritlabs
http://cve.report/software/ritlabs/the_bat
http://cve.report/vendor/ritlabs
http://cve.report/software/ritlabs/the_bat
http://cve.report/vendor/ritlabs
http://cve.report/software/ritlabs/the_bat
http://cve.report/vendor/ritlabs
http://cve.report/software/ritlabs/the_bat
http://cve.report/vendor/ritlabs
http://cve.report/software/ritlabs/the_bat


References

Reference Source Link

Advisories : The Bat! 2.x message headers spoofing MISC www.security.nnov.ru

Ritlabs The Bat! Message Header Spoofing Weakness BID www.securityfocus.com

The Bat! RFC-822 Mail Header Spoofing Weakness - Advisories - Secunia SECUNIA secunia.com

SecurityFocus BUGTRAQ www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

[Full-disclosure] SECURITY.NNOV: The Bat! 2.x message headers spoofing FULLDISC lists.grok.org.uk

0003029: Incorrect reassembling message/partial splitted messages - RITLabs IssueTracker CONFIRM www.ritlabs.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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