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Summary

CVE CVE-2006-0642

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-02-10 11:02:00 UTC

Updated 2018-10-19 15:45:00 UTC

Description Trend Micro ServerProtect 5.58, and possibly InterScan Messaging Security Suite and InterScan Web Security Suite, have a default configuration setting of "Do not scan compressed files when Extracted file count exceeds 500 files," which may be too low in certain circumstances, which allows remote attackers to bypass anti-virus checks by sending compressed archives containing many small files. NOTE: since this is related to a configuration setting that has an operational impact that might vary depending on the environment, and the product is claimed to report a message when the compressed file exceeds specified limits, perhaps this should not be included in CVE.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Trend Micro Interscan Messaging Security Suite All All All All

Application Trend Micro Interscan Messaging Security Suite All All All All

Application Trend Micro Interscan Web Security Suite All All All All

Application Trend Micro Interscan Web Security Suite All All All All

Application Trend Micro Serverprotect 5.58 All emc All

Application Trend Micro Serverprotect 5.58 All emc All

References

Reference Source

IBM X-Force Exchange XF

SecurityFocus BUGTRAQ

.:[ packet storm ]:. - http://packetstormsecurity.org/ MISC

Files ≈ Packet Storm MISC

20060203 Re: Trend Micro ServerProtect version 5.58 can be easily circumvented via the mechanism that limits how many files to scan. BUGTRAQ

SecurityFocus BUGTRAQ

20060205 RE: Trend Micro ServerProtect version 5.58 can be easily circumvented via the mechanism that limits how many files to scan. BUGTRAQ

20060203 Re: Trend Micro ServerProtect version 5.58 can be easily circumvented via the mechanism that limits how many files to scan. BUGTRAQ
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Trend Micro ServerProtect Extracted File Count Exceed Scan Bypass Weakness BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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