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CVE CVE-2006-0709
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
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Risk And Classification

Published 2006-02-15 11:06:00 UTC
Updated 2017-07-20 01:30:00 UTC
Description Buffer overflow in Metamail 2.7-50 allows remote attackers to cause a denial of service (application crash) or possibly execi
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Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition
Application Metamail Corporation Metamail 2.7.50 All All
Application Metamail Corporation Metamail 2.7.50 All All

Language

All

All

References

Reference

Metamail Mail Boundary Handling Buffer Overflow - Advisories - Secunia
Red Hat update for metamail - Advisories - Secunia

Debian update for metamail - Advisories - Secunia

Secunia - Advisories - Gentoo update for metamail

#352482 - metamail: [CVE-2006-0709] crashes with very long boundaries in messages - Debian Bug report logs
Gentoo Linux Documentation -- Metamail: Buffer overflow

IBM X-Force Exchange

Mandriva update for metamail - Advisories - Secunia

Advisories - Mandriva Linux

Security Announcement

Debian -- Security Information -- DSA-995-1 metamail

Webmail - OVH

Source
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SECUNIA
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secunia.con
secunia.con
bugs.debiar
www.gentoc
exchange.x
secunia.con
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SUSE Updates for Multiple Packages - Advisories - Secunia

Support

SecurityTracker.com Archives - Metamail Buffer Overflow Lets Remote Users Deny Service
Metamail Message Processing Remote Buffer Overflow Vulnerability
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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