VE-2 -0741
Published on: 03/06/2006 12:00:00 AM UTC
Last Modified on: 02/13/2023 02:10:36 AM UTC

CVE-2006-0741

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVLACHAUNCENAP Certain versions of Linux Kernel from Linux contain the following
vulnerability:

Linux kernel before 2.6.15.5, when running on Intel processors, allows
local users to cause a denial of service ("endless recursive fault") via
unknown attack vectors related to a "bad elf entry address."

CVE-2006-0741 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: fii25LowW

Access Access Authentication
Vector Complexity

[ HIGH 3
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

USN-263-1: Linux kernel vulnerabilities | Ubuntu security [ usn.ubuntu.com | ® UBUNTU USN-263-1
notices

Linux Kernel ELF File Entry Point Denial of Service D BID 16925

Vulnerability

Red Hat update for kernel - Advisories - Secunia Y SECUNIA 21136
Debian update for kernel-source-2.6.8 - Advisories - Secunia { SECUNIA 20914
Webmail - OVH [ www.vupen.com | @ VUPEN ADV-2006-2554

(D OSVDB 23607



https://cve.report/
https://cve.report/CVE-2006-0741/mitre
https://cve.report/CVE-2006-0741/nist
https://cve.report/CVE-2006-0741/cve_org
https://cve.report/CVE-2006-741.pdf
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://usn.ubuntu.com/263-1/
http://cve.report/bid/16925
https://web.archive.org/web/2006/http://secunia.com/advisories/21136
https://web.archive.org/web/2006/http://secunia.com/advisories/20914
http://www.vupen.com/english/advisories/2006/2554
http://www.osvdb.org/23607

404: File not found

IBM X-Force Exchange

ASA-2006-180 (RHSA-2006-0437)

rhn.redhat.com | Red Hat Support

Red Hat update for kernel - Advisories - Secunia

Avaya Products Linux Kernel Multiple Vulnerabilities -
Advisories - Secunia

Debian -- Security Information -- DSA-1097-1 kernel-source-
2.4.27

Webmail : Solution de messagerie professionnelle -
OVHcloud- OVH

Linux Kernel Local Denial of Service and Information
Disclosure - Advisories - Secunia

Debian update for kernel-source-2.4.27 - Advisories -
Secunia

Advisories - Mandriva Linux

rhn.redhat.com | Red Hat Support

Ubuntu update for kernel - Advisories - Secunia

Advisories - Mandriva Linux

Debian -- Security Information -- DSA-1103-1 kernel-source-
2.6.8

Security Announcement

Avaya Products Linux Kernel Multiple Vulnerabilities -
Advisories - Secunia

ASA-2006-161 (RHSA-2006-0493)

SecurityTracker.com Archives - Linux Kernel 'binfmt_elf.c'
ELF Entry Point Error Lets Local Users Deny Service

Repository / Oval Repository

CAadava tindata fav bavaal AAiAaAvian CAaniinina

Inactive Link'| Not Archived

kernel.org
text/plain
Inactive Link'| Not Archived

exchange.xforce.ibmcloud.com
text/html

support.avaya.com
text/html

www.redhat.com
text/html

web.archive.org
text/html

web.archive.org
text/html

www.debian.org
Depreciated Link
text/html

www.vupen.com
text/html

web.archive.org
text/html

web.archive.org
text/html

www.mandriva.com
text/html

www.redhat.com

text/html

web.archive.org
text/html

www.mandriva.com
text/html

www.debian.org
Depreciated Link
text/html

web.archive.org
text/html
Inactive Link'| Not Archived

web.archive.org
text/html

support.avaya.com

text/html

securitytracker.com

text/html

oval.cisecurity.org
text/html

A CONFIRM
kernel.org/pub/linux/kernel/v2.6/Changelog-
2.6.15.5

€ XF kernel-elf-dos(25001)

) CONFIRM
support.avaya.com/elmodocs2/security/ASA-
2006-180.htm

& REDHAT RHSA-2006:0437

Y{ SECUNIA 20237

{ SECUNIA 21745

(© DEBIAN DSA-1097

> VUPEN ADV-2006-0804

> SECUNIA 19083

> SECUNIA 20671

& MANDRIVA MDKSA-2006:059

& REDHAT RHSA-2006:0493

> SECUNIA 19220

& MANDRIVA MDKSA-2007:025

(@ DEBIAN DSA-1103

ot SUSE SUSE-SA:2006:028

) SECUNIA 21983

2y CONFIRM
support.avaya.com/elmodocs2/security/ASA-
2006-161.htm

Ty SECTRACK 1015724

() OVAL oval:org.mitre.oval:def:10518

¢ CCNILINIA 404Nn0


https://cve.report/CVE-2006-0741/1da9a651
https://exchange.xforce.ibmcloud.com/vulnerabilities/25001
http://support.avaya.com/elmodocs2/security/ASA-2006-180.htm
http://www.redhat.com/support/errata/RHSA-2006-0437.html
https://web.archive.org/web/2006/http://secunia.com/advisories/20237
https://web.archive.org/web/2006/http://secunia.com/advisories/21745
http://www.debian.org/security/2006/dsa-1097
http://www.vupen.com/english/advisories/2006/0804
https://web.archive.org/web/2006/http://secunia.com/advisories/19083
https://web.archive.org/web/2006/http://secunia.com/advisories/20671
http://www.mandriva.com/security/advisories?name=MDKSA-2006:059
http://www.redhat.com/support/errata/RHSA-2006-0493.html
https://web.archive.org/web/2006/http://secunia.com/advisories/19220
http://www.mandriva.com/security/advisories?name=MDKSA-2007:025
http://www.debian.org/security/2006/dsa-1103
https://web.archive.org/web/2006/http://www.novell.com/linux/security/advisories/2006-05-31.html
https://web.archive.org/web/2006/http://secunia.com/advisories/21983
http://support.avaya.com/elmodocs2/security/ASA-2006-161.htm
http://securitytracker.com/id?1015724
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10518

reuvia upudle 1Vl REITIEl = AUVIDUIIED - Otlullid WeED.d ve.org A\ PEVUNIA 1T1U0

text/html

[SECURITY] Fedora Core 4 Update: kernel-2.6.15- & FEDORA FEDORA-2006-131
1.1833_FC4
SUSE update for kernel - Advisories - Secunia ){ SECUNIA 20398

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Linux Linux Kernel 2.6.0 All All All
System

Operating Linux Linux Kernel 2.6.0 test1 All All
System

Operating Linux Linux Kernel 2.6.0 test10 All All
System

Operating Linux Linux Kernel 2.6.0 test11 All All
System

Operating Linux Linux Kernel 2.6.0 test2 All All
System

Operating Linux Linux Kernel 2.6.0 test3 All All
System

Operating Linux Linux Kernel 2.6.0 test4 All All
System

Operating Linux Linux Kernel 2.6.0 tests All All
System

Operating Linux Linux Kernel 2.6.0 test6 All All
System

Operating Linux Linux Kernel 2.6.0 test7 All All
System

Operating Linux Linux Kernel 2.6.0 test8 All All
System

Operating Linux Linux Kernel 2.6.0 test9 All All
System

Operating Linux Linux Kernel 2.6.1 All All All
System

Operating Linux Linux Kernel 2.6.1 rci All All
System

Operating Linux Linux Kernel 2.6.1 rc2 All All

System


https://web.archive.org/web/2006/http://secunia.com/advisories/19108
http://www.redhat.com/archives/fedora-announce-list/2006-March/msg00003.html
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cpe:2.3:0:linux:linux_kernel:2.6.0:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.0:test4

cpe:2.3:0:linux:linux_kernel:2.6.0:test5

cpe:2.3:0:linux:linux kernel:2.6.0:test7

kKK kKK,
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Rk Lk kR k.

cpe:2.3:0:linux:linux_kernel:2.6.0:test8:*:*:*:*:*:*:

kKK kK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test9:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.1: "

Kakuk kR k.

cpe:2.3:0:linux:linux_kernel:2.6.1:rc1:*:

Kk kKRR,

cpe:2.3:0:linux:linux_kernel:2.6.1:rc2:*:*:*:*:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.10:* "™

Lkak kR Lk ak,

cpe:2.3:0:linux:linux_kernel:2.6.10:rc2:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.6.1 1 *:*:*:

dkak ok ak Lk ak,

cpe:2.3:0:linux:linux_kernel:2.6.11:rct """

Skak ok akakak,

cpe:2.3:0:linux:linux_kernel:2.6.11:rc3:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.11:rc4:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.11.1:* " "

cpe:2.3:0:linux:linux_kernel:2.6.11.2:%:* "

cpe:2.3:0:linux:linux_kernel:2.6.11.3:™:" "™

cpe:2.3:0:linux:linux_kernel:2.6.11.4:%:**: "

cpe:2.3:0:linux:linux_kernel:2.6.11.5:%:* "™

cpe:2.3:0:linux:linux_kernel:2.6.11.6:*:*:*:*: "

cpe:2.3:0:linux:linux_kernel:2.6.11.7:%:* ™

skukakkakakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.8:*:*:*: "

Skakakakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.9:*:*

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.6.11_rc1_bk6:*:*:*:*:*:*:*:

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:2.6.12:*:*:*:*:*:*:*:

dkukakk k.

cpe:2.3:0:linux:linux_kernel:2.6.12:rc4: """



cpe:2.3:0:linux:linux_kernel:2.6.12.1:*:*****:*:

cpe:2.3:0:linux:linux_kernel:2.6.12.2:* "™

Skk ok k Lk akak.

cpe:2.3:0:linux:linux_kernel:2.6.12.3:*:*: " ™

cpe:2.3:0:linux:linux_kernel:2.6.12.4:

cpe:2.3:0:linux:linux_kernel:2.6.12.5:*:*:****:*:

Sk ok ak kR akak.

cpe:2.3:0:linux:linux_kernel:2.6.12.6:*:*:*:**:*:*:

dkak ok ak ok ak,

cpe:2.3:0:linux:linux_kernel:2.6.13:rc1:*: "

Lkak ok akakak,

cpe:2.3:0:linux:linux_kernel:2.6.13:rc4:*:***:*:*:

Lkak ok akakak,

cpe:2.3:0:linux:linux_kernel:2.6.13:rc7:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.13.1:%:* "

cpe:2.3:0:linux:linux_kernel:2.6.13.2:%:* "%

cpe:2.3:0:linux:linux_kernel:2.6.13.3:™:* """

cpe:2.3:0:linux:linux_kernel:2.6.13.4:":*:* "

cpe:2.3:0:linux:linux_kernel:2.6.14.2:*:*:*:*:**:*:

Skukakakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.14.3:*:* "™

Skukakukkakuk.

cpe:2.3:0:linux:linux_kernel:2.6.14.4:*:**:***:*:

Ak kKK LKLk Lk,

cpe:2.3:0:linux:linux_kernel:2.6.15:*:*: """

dkukakukkuk.

cpe:2.3:0:linux:linux_kernel:2.6.15:rc1:*:***:*:*:

Skkakukukuk.

cpe:2.3:0:linux:linux_kernel:2.6.15:rc3:*:*:*:*:*:*:

AnnD eaclinniveliniiv barnal:D Q A RiraA - okokakkax.,



Lkk kR akuk.

cpe:2.3:0:linux:linux_kernel:2.6.15:rc6:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.15:rc7:*: "™
cpe:2.3:0:linux:linux_kernel:2.6.3:*:*:* " ::
cpe:2.3:0:linux:linux_kernel:2.6.4:*:*:**:**::

cpe:2.3:0:linux:linux_kernel:2.6.5:*:*:**:**::

cpe:2.3:0:linux:linux_kernel:2.6.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.7:*:*:**:**::

Kk kKR k.

cpe:2.3:0:linux:linux_kernel:2.6.7:rc1:*:*:*:**::

cpe:2.3:0:linux:linux_kernel:2.6.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.8.1:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:* """

kKKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.6.0:test3:*:*:*:*:*:*:

kKKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.6.0:test4:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test6:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test7:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test8:*:*:*:*:*:™:



Kk kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test9:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.1:**:*:*:*:*:*:

Kk kKRR,

cpe:2.3:0:linux:linux_kernel:2.6.1:rc1:*: "

KKk oKk k.

cpe:2.3:0:linux:linux_kernel:2.6.1:rc2:*:*:*:*:*::

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.6.10: "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.6.1 1 "™

LRk kR ok uk,

cpe:2.3:0:linux:linux_kernel:2.6.11:rct "

dkak ok akakak,

cpe:2.3:0:linux:linux_kernel:2.6.11:rc2:*:***:*:*:

dkak ok akakak,

cpe:2.3:0:linux:linux_kernel:2.6.11:rc3:*:***:*:*:

Skakakakakak,

cpe:2.3:0:linux:linux_kernel:2.6.11:rc4:*:*:*:*:*:*:

dkakakakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.1:% " "

cpe:2.3:0:linux:linux_kernel:2.6.11.2:%:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.11.3:":*:*:***::

cpe:2.3:0:linux:linux_kernel:2.6.11.4:%:* "™

cpe:2.3:0:linux:linux_kernel:2.6.11.5:%:* "

cpe:2.3:0:linux:linux_kernel:2.6.11.6:*:*:*:*:*:*:":

cpe:2.3:0:linux:linux_kernel:2.6.11.7:%:* "™

skukakukkakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.8:*:*:*:*:*:*:*":

Skakakkakakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.9:*:*

aKLk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.6.11_rc1_bk6:*:*:*:*:*:*:*:

Ak kKKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.6.12:*:*:*:*:*:*:*:

dkkakukakak.

cpe:2.3:0:linux:linux_kernel:2.6.12:rc1:*: 7 :*:*:

Skk ok ukkak.

cpe:2.3:0:linux:linux_kernel:2.6.12:rc5:*:*:*:*:*:*:



cpe:2.3:0:linux:linux_kernel:2.6.12.1:*:*****:*:

cpe:2.3:0:linux:linux_kernel:2.6.12.2:*:**:*:*:*:*:

Skk ok kkakak.

cpe:2.3:0:linux:linux_kernel:2.6.12.3:*:* "™

Skk ok kkakak.

cpe:2.3:0:linux:linux_kernel:2.6.12.4:*:*:*

cpe:2.3:0:linux:linux_kernel:2.6.12.5:* "

cpe:2.3:0:linux:linux_kernel:2.6.12.6:*:*: " :*:

Lkak kR ok uk,

cpe:2.3:0:linux:linux_kernel:2.6.13:rc1:*:* "

Lkakakakkak,

cpe:2.3:0:linux:linux_kernel:2.6.13:rc4:*:***:*:*:

Lkak ok ak Lk ak,

cpe:2.3:0:linux:linux_kernel:2.6.13:rc6:*:***:*:*:

sk ok ak kR akak.

cpe:2.3:0:linux:linux_kernel:2.6.13.1:* """

cpe:2.3:0:linux:linux_kernel:2.6.13.2:%:* "

cpe:2.3:0:linux:linux_kernel:2.6.13.3:":*:*:**:*:™:

cpe:2.3:0:linux:linux_kernel:2.6.13.4:*:* "

cpe:2.3:0:linux:linux_kernel:2.6.14. 1" "™

cpe:2.3:0:linux:linux_kernel:2.6.14.2:*:* "

cpe:2.3:0:linux:linux_kernel:2.6.14.3:*:* "™

dkkakkakakak.

cpe:2.3:0:linux:linux_kernel:2.6.14.4:*:*:*:***:*:

Skukkuk k.

cpe:2.3:0:linux:linux_kernel:2.6.15:rc1:*:*:*:*:*:*:

Skkakkkuk.

cpe:2.3:0:linux:linux_kernel:2.6.15:rc3:*:*:*:*:*:*:

Skkakkakak.

cpe:2.3:0:linux:linux_kernel:2.6.15:rc5: " "™



dkkakkkak.

cpe:2.3:0:linux:linux_kernel:2.6.15:rc6:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.15:rc7:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.3:*:*:* "
cpe:2.3:0:linux:linux_kernel:2.6.4:
cpe:2.3:0:linux:linux_kernel:2.6.5:*:*:**:*:*::
cpe:2.3:0:linux:linux_kernel:2.6.6:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.6:rc1:*:*:*:*:*::

cpe:2.3:0:linux:linux_kernel:2.6.7:*:*:**:*:*::

cpe:2.3:0:linux:linux_kernel:2.6.8:*:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:0:linux:linux_kernel:2.6.8:rc1:*:*:*:*:*:*:

KKk akak k.

cpe:2.3:0:linux:linux_kernel:2.6.8:rc2:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.8.1: """

cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:* " ":*:

No vendor comments have been submitted for this CVE

« Previous ID Next ID—
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