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Certain versions of Linux Kernel from Linux contain the following
vulnerability:

The die_if_kernel function in arch/ia64/kernel/unaligned.c in Linux
kernel 2.6.x before 2.6.15.6, possibly when compiled with certain
versions of gcc, has the "noreturn" attribute set, which allows local
users to cause a denial of service by causing user faults on Itanium
systems.
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CVE References

Description Tags Link

USN-263-1: Linux kernel vulnerabilities | Ubuntu security
notices

usn.ubuntu.com

text/html

 UBUNTU USN-263-1

ASA-2006-200 (RHSA-2006-0575) support.avaya.com

text/html

 CONFIRM
support.avaya.com/elmodocs2/security/ASA-
2006-200.htm

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:10742

Red Hat update for kernel - Advisories - Secunia web.archive.org

text/html

 SECUNIA 21136

Debian update for kernel-source-2.6.8 - Advisories -
Secunia

web.archive.org

text/html

 SECUNIA 20914

CVE-2006-0742 has been assigned by  secalert@redhat.com to track the vulnerability

 �

�

https://cve.report/
https://cve.report/CVE-2006-0742/mitre
https://cve.report/CVE-2006-0742/nist
https://cve.report/CVE-2006-0742/cve_org
https://cve.report/CVE-2006-742.pdf
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://usn.ubuntu.com/263-1/
http://support.avaya.com/elmodocs2/security/ASA-2006-200.htm
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10742
https://web.archive.org/web/2006/http://secunia.com/advisories/21136
https://web.archive.org/web/2006/http://secunia.com/advisories/20914


Linux Kernel "die_if_kernel()" Potential Denial of Service
- Advisories - Secunia

Patch

Vendor Advisory

web.archive.org

text/html

 SECUNIA 19078

Webmail - OVH www.vupen.com

text/html

 VUPEN ADV-2006-2554

ASA-2006-180 (RHSA-2006-0437) support.avaya.com

text/html

 CONFIRM
support.avaya.com/elmodocs2/security/ASA-
2006-180.htm

Linux Kernel die_if_kernel Local Denial of Service
Vulnerability

cve.report (archive)

text/html

 BID 16993

rhn.redhat.com | Red Hat Support www.redhat.com

text/html

 REDHAT RHSA-2006:0437

Debian -- Security Information -- DSA-1097-1 kernel-
source-2.4.27

www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-1097

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF kernel-dieifkernel-dos(25068)

No Description Provided patches.sgi.com

Inactive Link Not Archived

 SGI 20060402-01-U

Webmail : Solution de messagerie professionnelle -
OVHcloud- OVH

www.vupen.com

text/html

 VUPEN ADV-2006-0856

Debian update for kernel-source-2.4.27 - Advisories -
Secunia

web.archive.org

text/html

 SECUNIA 20671

Advisories - Mandriva Linux www.mandriva.com

text/html

 MANDRIVA MDKSA-2006:059

404: File not found www.kernel.org

text/plain

Inactive Link Not Archived

 CONFIRM
www.kernel.org/pub/linux/kernel/v2.6/ChangeLog-
2.6.15.6

rhn.redhat.com | Red Hat Support www.redhat.com

text/html

 REDHAT RHSA-2006:0575

Ubuntu update for kernel - Advisories - Secunia web.archive.org

text/html

 SECUNIA 19220

Debian -- Security Information -- DSA-1103-1 kernel-
source-2.6.8

www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-1103

Security Announcement web.archive.org

text/html

Inactive Link Not Archived

 SUSE SUSE-SA:2006:028

Red Hat update for kernel - Advisories - Secunia web.archive.org

text/html

 SECUNIA 21465

Avaya Products Linux Kernel Multiple Vulnerabilities -
Advisories - Secunia

web.archive.org

text/html

 SECUNIA 21983

No Description Provided www.osvdb.org

Inactive Link Not Archived

 OSVDB 23660

SUSE update for kernel - Advisories - Secunia web.archive.org

text/html

 SECUNIA 20398

https://web.archive.org/web/2006/http://secunia.com/advisories/19078
http://www.vupen.com/english/advisories/2006/2554
http://support.avaya.com/elmodocs2/security/ASA-2006-180.htm
http://cve.report/bid/16993
http://www.redhat.com/support/errata/RHSA-2006-0437.html
http://www.debian.org/security/2006/dsa-1097
https://exchange.xforce.ibmcloud.com/vulnerabilities/25068
ftp://patches.sgi.com/support/free/security/advisories/20060402-01-U
http://www.vupen.com/english/advisories/2006/0856
https://web.archive.org/web/2006/http://secunia.com/advisories/20671
http://www.mandriva.com/security/advisories?name=MDKSA-2006:059
https://cve.report/CVE-2006-0742/8dc45aaf
http://www.redhat.com/support/errata/RHSA-2006-0575.html
https://web.archive.org/web/2006/http://secunia.com/advisories/19220
http://www.debian.org/security/2006/dsa-1103
https://web.archive.org/web/2006/http://www.novell.com/linux/security/advisories/2006-05-31.html
https://web.archive.org/web/2006/http://secunia.com/advisories/21465
https://web.archive.org/web/2006/http://secunia.com/advisories/21983
http://www.osvdb.org/23660
https://web.archive.org/web/2006/http://secunia.com/advisories/20398


text/html

SGI ProPack kernel Multiple Vulnerabilities - Advisories
- Secunia

web.archive.org

text/html

 SECUNIA 19607

Avaya Products Linux Kernel Multiple Vulnerabilities -
Advisories - Secunia

web.archive.org

text/html

 SECUNIA 22417

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Linux Linux Kernel 2.6.0 All All All

Operating
System

Linux Linux Kernel 2.6.0 All 64-bit_x86 All

Operating
System

Linux Linux Kernel 2.6.0 All itanium_ia64_montecito All

Operating
System

Linux Linux Kernel 2.6.0 test1 All All

Operating
System

Linux Linux Kernel 2.6.0 test10 All All

Operating
System

Linux Linux Kernel 2.6.0 test11 All All

Operating
System

Linux Linux Kernel 2.6.0 test2 All All

Operating
System

Linux Linux Kernel 2.6.0 test3 All All

Operating
System

Linux Linux Kernel 2.6.0 test4 All All

Operating
System

Linux Linux Kernel 2.6.0 test5 All All

Operating
System

Linux Linux Kernel 2.6.0 test6 All All

Operating
System

Linux Linux Kernel 2.6.0 test7 All All

Operating
System

Linux Linux Kernel 2.6.0 test8 All All

Operating
System

Linux Linux Kernel 2.6.0 test9 All All

Operating
System

Linux Linux Kernel 2.6.1 All All All

Operating
System

Linux Linux Kernel 2.6.1 rc1 All All
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System

Operating
System

Linux Linux Kernel 2.6.1 rc2 All All

Operating
System

Linux Linux Kernel 2.6.10 All All All

Operating
System

Linux Linux Kernel 2.6.10 rc2 All All

Operating
System

Linux Linux Kernel 2.6.11 All All All

Operating
System

Linux Linux Kernel 2.6.11 rc1 All All

Operating
System

Linux Linux Kernel 2.6.11 rc2 All All

Operating
System

Linux Linux Kernel 2.6.11 rc3 All All

Operating
System

Linux Linux Kernel 2.6.11 rc4 All All

Operating
System

Linux Linux Kernel 2.6.11.1 All All All

Operating
System

Linux Linux Kernel 2.6.11.10 All All All

Operating
System

Linux Linux Kernel 2.6.11.11 All All All

Operating
System

Linux Linux Kernel 2.6.11.12 All All All

Operating
System

Linux Linux Kernel 2.6.11.2 All All All

Operating
System

Linux Linux Kernel 2.6.11.3 All All All

Operating
System

Linux Linux Kernel 2.6.11.4 All All All

Operating
System

Linux Linux Kernel 2.6.11.5 All All All

Operating
System

Linux Linux Kernel 2.6.11.6 All All All

Operating
System

Linux Linux Kernel 2.6.11.7 All All All

Operating
System

Linux Linux Kernel 2.6.11.8 All All All

Operating
System

Linux Linux Kernel 2.6.11.9 All All All

Operating
System

Linux Linux Kernel 2.6.11_rc1_bk6 All All All

Operating
System

Linux Linux Kernel 2.6.12 All All All

Operating Linux Linux Kernel 2.6.12 rc1 All All
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System

Operating
System

Linux Linux Kernel 2.6.12 rc4 All All

Operating
System

Linux Linux Kernel 2.6.12 rc5 All All

Operating
System

Linux Linux Kernel 2.6.12.1 All All All

Operating
System

Linux Linux Kernel 2.6.12.2 All All All

Operating
System

Linux Linux Kernel 2.6.12.3 All All All

Operating
System

Linux Linux Kernel 2.6.12.4 All All All

Operating
System

Linux Linux Kernel 2.6.12.5 All All All

Operating
System

Linux Linux Kernel 2.6.12.6 All All All

Operating
System

Linux Linux Kernel 2.6.13 All All All

Operating
System

Linux Linux Kernel 2.6.13 rc1 All All

Operating
System

Linux Linux Kernel 2.6.13 rc4 All All

Operating
System

Linux Linux Kernel 2.6.13 rc6 All All

Operating
System

Linux Linux Kernel 2.6.13 rc7 All All

Operating
System

Linux Linux Kernel 2.6.13.1 All All All

Operating
System

Linux Linux Kernel 2.6.13.2 All All All

Operating
System

Linux Linux Kernel 2.6.13.3 All All All

Operating
System

Linux Linux Kernel 2.6.13.4 All All All

Operating
System

Linux Linux Kernel 2.6.14 All All All

Operating
System

Linux Linux Kernel 2.6.14 rc1 All All

Operating
System

Linux Linux Kernel 2.6.14 rc2 All All

Operating
System

Linux Linux Kernel 2.6.14 rc3 All All

Operating
System

Linux Linux Kernel 2.6.14 rc4 All All

Operating Linux Linux Kernel 2.6.14.1 All All All
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System

Operating
System

Linux Linux Kernel 2.6.14.2 All All All

Operating
System

Linux Linux Kernel 2.6.14.3 All All All

Operating
System

Linux Linux Kernel 2.6.14.4 All All All

Operating
System

Linux Linux Kernel 2.6.15 All All All

Operating
System

Linux Linux Kernel 2.6.15 rc1 All All

Operating
System

Linux Linux Kernel 2.6.15 rc3 All All

Operating
System

Linux Linux Kernel 2.6.15 rc4 All All

Operating
System

Linux Linux Kernel 2.6.15 rc5 All All

Operating
System

Linux Linux Kernel 2.6.3 All All All

Operating
System

Linux Linux Kernel 2.6.4 All All All

Operating
System

Linux Linux Kernel 2.6.5 All All All

Operating
System

Linux Linux Kernel 2.6.6 All All All

Operating
System

Linux Linux Kernel 2.6.6 rc1 All All

Operating
System

Linux Linux Kernel 2.6.7 All All All

Operating
System

Linux Linux Kernel 2.6.7 rc1 All All

Operating
System

Linux Linux Kernel 2.6.8 All All All

Operating
System

Linux Linux Kernel 2.6.8 rc1 All All

Operating
System

Linux Linux Kernel 2.6.8 rc2 All All

Operating
System

Linux Linux Kernel 2.6.8 rc3 All All

Operating
System

Linux Linux Kernel 2.6.8.1 All All All

Operating
System

Linux Linux Kernel 2.6.8.1.5 All All All

Operating
System

Linux Linux Kernel 2.6.8.1.5 All 386 All

Operating Linux Linux Kernel 2.6.8.1.5 All 686 All
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Operating
System

Linux Linux Kernel 2.6.8.1.5 All 686 All

Operating
System

Linux Linux Kernel 2.6.8.1.5 All 686_smp All

Operating
System

Linux Linux Kernel 2.6.8.1.5 All amd64 All

Operating
System

Linux Linux Kernel 2.6.8.1.5 All amd64_k8 All

Operating
System

Linux Linux Kernel 2.6.8.1.5 All amd64_k8_smp All

Operating
System

Linux Linux Kernel 2.6.8.1.5 All amd64_xeon All

Operating
System

Linux Linux Kernel 2.6.8.1.5 All k7 All

Operating
System

Linux Linux Kernel 2.6.8.1.5 All k7_smp All

Operating
System

Linux Linux Kernel 2.6.8.1.5 All power3 All

Operating
System

Linux Linux Kernel 2.6.8.1.5 All power3_smp All

Operating
System

Linux Linux Kernel 2.6.8.1.5 All power4 All

Operating
System

Linux Linux Kernel 2.6.8.1.5 All power4_smp All

Operating
System

Linux Linux Kernel 2.6.8.1.5 All powerpc All

Operating
System

Linux Linux Kernel 2.6.8.1.5 All powerpc_smp All

Operating
System

Linux Linux Kernel 2.6.9 2.6.20 All All

Operating
System

Linux Linux Kernel 2.6.0 All All All

Operating
System

Linux Linux Kernel 2.6.0 All 64-bit_x86 All

Operating
System

Linux Linux Kernel 2.6.0 All itanium_ia64_montecito All

Operating
System

Linux Linux Kernel 2.6.0 test1 All All

Operating
System

Linux Linux Kernel 2.6.0 test10 All All

Operating
System

Linux Linux Kernel 2.6.0 test11 All All

Operating
System

Linux Linux Kernel 2.6.0 test2 All All

Operating
System

Linux Linux Kernel 2.6.0 test3 All All

Operating Linux Linux Kernel 2.6.0 test4 All All
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Operating
System

Linux Linux Kernel 2.6.0 test4 All All

Operating
System

Linux Linux Kernel 2.6.0 test5 All All

Operating
System

Linux Linux Kernel 2.6.0 test6 All All

Operating
System

Linux Linux Kernel 2.6.0 test7 All All

Operating
System

Linux Linux Kernel 2.6.0 test8 All All

Operating
System

Linux Linux Kernel 2.6.0 test9 All All

Operating
System

Linux Linux Kernel 2.6.1 All All All

Operating
System

Linux Linux Kernel 2.6.1 rc1 All All

Operating
System

Linux Linux Kernel 2.6.1 rc2 All All

Operating
System

Linux Linux Kernel 2.6.10 All All All

Operating
System

Linux Linux Kernel 2.6.10 rc2 All All

Operating
System

Linux Linux Kernel 2.6.11 All All All

Operating
System

Linux Linux Kernel 2.6.11 rc1 All All

Operating
System

Linux Linux Kernel 2.6.11 rc2 All All

Operating
System

Linux Linux Kernel 2.6.11 rc3 All All

Operating
System

Linux Linux Kernel 2.6.11 rc4 All All

Operating
System

Linux Linux Kernel 2.6.11.1 All All All

Operating
System

Linux Linux Kernel 2.6.11.10 All All All

Operating
System

Linux Linux Kernel 2.6.11.11 All All All

Operating
System

Linux Linux Kernel 2.6.11.12 All All All

Operating
System

Linux Linux Kernel 2.6.11.2 All All All

Operating
System

Linux Linux Kernel 2.6.11.3 All All All

Operating
System

Linux Linux Kernel 2.6.11.4 All All All
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Operating
System

Linux Linux Kernel 2.6.13 All All All
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cpe:2.3:o:linux:linux_kernel:2.6.11:rc3:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.11:rc4:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.11.1:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.11.10:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.11.11:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.11.12:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.11.2:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.11.3:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.11.4:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.11.5:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.11.6:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.11.7:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.11.8:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.11.9:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.11_rc1_bk6:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.12:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.12:rc1:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.12:rc4:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.12:rc5:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.12.1:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.12.2:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.12.3:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.12.4:*:*:*:*:*:*:*:



cpe:2.3:o:linux:linux_kernel:2.6.12.4:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.12.5:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.12.6:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.13:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.13:rc1:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.13:rc4:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.13:rc6:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.13:rc7:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.13.1:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.13.2:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.13.3:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.13.4:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.14:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.14:rc1:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.14:rc2:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.14:rc3:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.14:rc4:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.14.1:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.14.2:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.14.3:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.14.4:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.15:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.15:rc1:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.15:rc3:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.15:rc4:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.15:rc5:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.3:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.4:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.5:*:*:*:*:*:*:*:
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No vendor comments have been submitted for this CVE

cpe:2.3:o:linux:linux_kernel:2.6.6:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.6:rc1:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.7:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.7:rc1:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.8:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.8:rc1:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.8:rc2:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.8:rc3:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.8.1:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.8.1.5:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.8.1.5:*:386:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.8.1.5:*:686:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.8.1.5:*:686_smp:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.8.1.5:*:amd64:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.8.1.5:*:amd64_k8:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.8.1.5:*:amd64_k8_smp:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.8.1.5:*:amd64_xeon:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.8.1.5:*:k7:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.8.1.5:*:k7_smp:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.8.1.5:*:power3:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.8.1.5:*:power3_smp:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.8.1.5:*:power4:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.8.1.5:*:power4_smp:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.8.1.5:*:powerpc:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.8.1.5:*:powerpc_smp:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.9:2.6.20:*:*:*:*:*:*:

https://cve.report/CVE-2006-0741
https://cve.report/CVE-2006-0743
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