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Summary

CVE CVE-2006-0743

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-03-09 20:02:00 UTC

Updated 2017-07-20 01:30:00 UTC

Description Format string vulnerability in LocalSyslogAppender in Apache log4net 1.2.9 might allow remote attackers to cause a denial of service (memory corruption and termination) via unknown vectors.

Risk And Classification

Problem Types: CWE-134

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Log4net 1.2.9_beta All All All

Application Apache Log4net 1.2.9_beta All All All

References

Reference Source Link Tags

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Security Announcement SUSE www.novell.com

Secunia - Advisories - Apache Log4net Denial of Service Vulnerability SECUNIA secunia.com Patch, Vendor Advisory

Apache Log4Net Denial Of Service Vulnerability BID www.securityfocus.com

23905 OSVDB www.osvdb.org

Webmail - OVH VUPEN www.vupen.com Vendor Advisory

SUSE Update for Multiple Packages - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

[LOG4NET-67] CVE-2006-0743 Security vulnerability in LocalSyslogAppender - ASF JIRA CONFIRM issues.apache.org Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

https://cve.report/
https://cve.report/CVE-2006-0743/mitre
https://cve.report/CVE-2006-0743/nist
https://cve.report/CVE-2006-0743/cve_org
https://cve.report/CVE-2006-0743.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/log4net
http://cve.report/vendor/apache
http://cve.report/software/apache/log4net
https://exchange.xforce.ibmcloud.com/vulnerabilities/25196
http://www.novell.com/linux/security/advisories/2006_26_sr.html
http://secunia.com/advisories/19241
http://www.securityfocus.com/bid/17095
http://www.osvdb.org/23905
http://www.vupen.com/english/advisories/2006/0955
http://secunia.com/advisories/22932
http://issues.apache.org/jira/browse/LOG4NET-67
https://www.cve.org/CVERecord?id=CVE-2006-0743
https://nvd.nist.gov/vuln/detail/CVE-2006-0743


Organization Published Contributor Statement

Red Hat 2006-11-22 Mark J Cox Not vulnerable. Red Hat Enterprise Linux 2.1, 3, and 4 do not include log4net.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

997194 DotNet (Nuget) Security Update for log4net (GHSA-f9fr-w54q-772h)

http://cve.report/qid/997194
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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