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Summary

CVE CVE-2006-0745

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-03-21 02:06:00 UTC

Updated 2018-10-19 15:46:00 UTC

Description X.Org server (xorg-server) 1.0.0 and later, X11R6.9.0, and X11R7.0 inadvertently treats the address of the geteuid function as if it is the return value of a call to geteuid, which allows local users to bypass intended restrictions and (1) execute arbitrary code via the -modulepath command line option or (2) overwrite arbitrary files via -logfile.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Mandrakesoft Mandrake Linux 2006 All All All

Operating System Mandrakesoft Mandrake Linux 2006 All x86_64 All

Operating System Mandrakesoft Mandrake Linux 2006 All All All

Operating System Mandrakesoft Mandrake Linux 2006 All x86_64 All

Operating System Redhat Fedora Core core_5.0 All All All

Operating System Redhat Fedora Core core_5.0 All All All

Operating System Sun Solaris 10.0 All x86 All

Operating System Sun Solaris 10.0 All x86 All

Operating System Suse Suse Linux 10.0 All oss All

Operating System Suse Suse Linux 10.0 All oss All

Application X.org X11r6 6.9 All All All

Application X.org X11r6 6.9 All All All

Application X.org X11r7 1.0 All All All

Application X.org X11r7 1.0.1 All All All

Application X.org X11r7 1.0 All All All

Application X.org X11r7 1.0.1 All All All
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References

Reference Source

X.Org X Window Server Local Privilege Escalation Vulnerability BID

SecurityFocus BUGTRAQ

support.avaya.com/elmodocs2/security/ASA-2006-078.htm CONFIRM

IBM X-Force Exchange XF

Advisories - Mandriva Linux MANDRIVA

Fedora update for xorg-x11-server - Advisories - Secunia SECUNIA

SUSE update for xorg-x11-server - Advisories - Secunia SECUNIA

24000 OSVDB

SecurityReason SREASON

SecurityFocus BUGTRAQ

X.Org Server '-modulepath' and '-logfile' Parameter Privilege Validation Error Lets Local Users Gain Root Privileges - SecurityTracker SECTRACK

Sun Solaris update for Xorg X Server - Advisories - Secunia SECUNIA

Webmail - OVH VUPEN

X.Org X11 User Privilege Checking Security Bypass - Advisories - Secunia SECUNIA

Webmail - OVH VUPEN

24001 OSVDB

Avaya CMS / IR Sendmail Memory Corruption Vulnerability - Advisories - Secunia SECUNIA

[SECURITY] Fedora Core 5 Update: xorg-x11-server-1.0.1-9 FEDORA

Security Announcement SUSE

Repository / Oval Repository OVAL

#102252: Security Vulnerabilities found in the Xorg(1) X11R6.9 and X11R7.0 Server SUNALERT

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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