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Summary

CVE CVE-2006-0746

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-03-09 00:02:00 UTC

Updated 2018-10-19 15:46:00 UTC

Description Certain patches for kpdf do not include all relevant patches from xpdf that were associated with CVE-2005-3627, which allows context-dependent attackers to exploit vulnerabilities that were present in CVE-2005-3627.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Xpdf Xpdf All All All All

Application Xpdf Xpdf All All All All

References

Reference Source

Repository / Oval Repository OVAL

Debian -- Security Information -- DSA-1008-1 kdegraphics DEBIAN

SecurityFocus BUGTRAQ

Support REDHAT

Advisories - Mandriva Linux MANDRIVA

www.kde.org/info/security/advisory-20060202-1.txt CONFIRM

SecurityTracker.com Archives - KDE kpdf/xpdf Incorrect Patch for Buffer Overflow Lets Remote Users Execute Arbitrary Code SECTRACK

Retired - KPDF Multiple Unspecified Vulnerabilities BID

Debian update for kdegraphics - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

SecurityReason - kpdf of KDE 3.3.x heap based buffer overflow SREASON

IBM X-Force Exchange XF

Red Hat update for kdegraphics - Advisories - Secunia SECUNIA

https://cve.report/
https://cve.report/CVE-2006-0746/mitre
https://cve.report/CVE-2006-0746/nist
https://cve.report/CVE-2006-0746/cve_org
https://cve.report/CVE-2006-0746.pdf
http://cve.report/vendor/xpdf
http://cve.report/software/xpdf/xpdf
http://cve.report/vendor/xpdf
http://cve.report/software/xpdf/xpdf
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A11441
http://www.debian.org/security/2006/dsa-1008
http://www.securityfocus.com/archive/1/427299/100/0/threaded
http://www.redhat.com/support/errata/RHSA-2006-0262.html
http://www.mandriva.com/security/advisories?name=MDKSA-2006:054
http://www.kde.org/info/security/advisory-20060202-1.txt
http://securitytracker.com/id?1015751
http://www.securityfocus.com/bid/17039
http://secunia.com/advisories/19264
http://securityreason.com/securityalert/566
https://exchange.xforce.ibmcloud.com/vulnerabilities/25146
http://secunia.com/advisories/19190


Red Hat update for python - Advisories - Secunia SECUNIA

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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