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AVNACHAUNCPIP/AP Certain versions of Blackberry Enterprise Server from Rim contain the
’ following vulnerability:

Buffer overflow in BlackBerry Attachment Service in Research in
Motion (RIM) BlackBerry Enterprise Server 2.2 and 4.0 before SP3
Hotfix 4 for IBM Lotus Domino, 3.6 before SP7 and 5.0 before SP3
Hotfix 3 for Microsoft Exchangem, and 4.0 for Novell GroupWise before
SP3 Hotfix 1 might allow user-assisted remote attackers to execute
arbitrary code on the server via a crafted Microsoft Word document that is opened on a
wireless device.

CVE-2006-0761 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 5.1-MEDIUM
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CVE References

Description Tags Link

IBM X-Force € XF blackberry-attachment-word-bo(24629)

Exchange

Support - 222 CONFIRM

Corrupt Word www.blackberry.com/knowledgecenterpublic/livelink.exe/fetch/2000/8021/8149/8052/Support
file may cause _Corrupt_Word_file_may_cause_buffer_overflow_in_the_BlackBerry_Attachment_Service.ht
buffer overflow nodeid=1181753&vernum=2

in the

BlackBerry

Attachment

Service
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)
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Application Rim Blackberry Enterprise Server 4.0_sp3
Application Rim Blackberry Enterprise Server 2.2

Application Rim Blackberry Enterprise Server 2.2_sp2
Application Rim Blackberry Enterprise Server 2.2_sp2a
Application Rim Blackberry Enterprise Server 2.2_sp3a
Application Rim Blackberry Enterprise Server 2.2_sp4
Application Rim Blackberry Enterprise Server 2.2_sp4_hotfix2
Application Rim Blackberry Enterprise Server 3.6

Application Rim Blackberry Enterprise Server 3.6.1
Application Rim Blackberry Enterprise Server 3.6_spila
Application Rim Blackberry Enterprise Server 3.6_sp4_hotfix2
Application Rim Blackberry Enterprise Server 4.0

Application Rim Blackberry Enterprise Server 4.0

Application Rim Blackberry Enterprise Server 4.0_sp1
Application Rim Blackberry Enterprise Server 4.0_sp1
Application Rim Blackberry Enterprise Server 4.0_sp2
Application Rim Blackberry Enterprise Server 4.0_sp2
Application Rim Blackberry Enterprise Server 4.0_sp3
Application Rim Blackberry Enterprise Server 4.0_sp3

cpe:2.3:a:rim:blackberry_enterprise_server:2.2:*:*:*:*:*:*:*:

dkkakakok.

cpe:2.3:a:rim:blackberry_enterprise_server:3.6.1:*:exchange:*:*:*:*:*:

dkakakukk,

cpe:2.3:a:rim:blackberry_enterprise_server:3.6_spia:*:exchange:*:*:*:*:*:

dkukak kK,

cpe:2.3:a:rim:blackberry_enterprise_server:3.6_sp4_hotfix2:*:exchange:*:*:*:*:*:

ARk kKK,

cpe:2.3:a:rim:blackberry_enterprise_server:4.0:*:domino:*:*:*:*:*:

Ak kKKK,

cpe:2.3:a:rim:blackberry_enterprise_server:4.0_sp1:*:domino:*:*:*:*:*:
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dkak kR k.

cpe:2.3:a:rim:blackberry_enterprise_server:4.0_sp1:*:novell_groupwise:*:*:*:*:*:

Kk kKK,

cpe:2.3:a:rim:blackberry_enterprise_server:4.0_sp2:*:domino:*:*:*:*:*:

R

cpe:2.3:a:rim:blackberry_enterprise_server:4.0_sp3:*:domino:*:*:*:*:*:

LRk kR k.

cpe:2.3:a:rim:blackberry_enterprise_server:4.0_sp3:*:novell_groupwise:*:*:*:*:*:

Lk Lk ak kR akak.

cpe:2.3:a:rim:blackberry_enterprise_server:2.2:*:*:*:*:*:*:*:

Sk Kk kR kak.

cpe:2.3:a:rim:blackberry_enterprise_server:2.2_sp2:*:*:*:*:*:*:*:

akak koK kR k.

cpe:2.3:axrim:blackberry_enterprise_server:2.2_sp2a:*:*:*:*:*:*:*:

dkak koK kR ok,

cpe:2.3:a:rim:blackberry_enterprise_server:2.2_sp3a:*:*:*:*:*:*:*:

dkak koK kR ok,

cpe:2.3:a:rim:blackberry_enterprise_server:2.2_sp4_hotfix2:*:*:*:*:*:*:*:

Kk ok kK,

cpe:2.3:arim:blackberry_enterprise_server:3.6:*:exchange:*:*:*:*:*:

dkakakkk,

cpe:2.3:a:rim:blackberry_enterprise_server:4.0_sp2:*:novell_groupwise:*:*:*:*:*:

Ak kKKK,

cpe:2.3:a:rim:blackberry_enterprise_server:4.0_sp3:*:domino:*:*:*:*:*:

dkkakkk,

cpe:2.3:a:rim:blackberry_enterprise_server:4.0_sp3:*:novell_groupwise:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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