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AVNACHAUNCNPIAP Certain versions of Wimpy Mp3 from Plaino contain the following
’ vulnerability:

wimpy_trackplays.php in Plaino Wimpy MP3 Player, possibly 5.2 and
earlier, allows remote attackers to insert arbitrary strings into
trackme.txt via the (1) trackFile, (2) trackArtist, and (3) trackTitle
parameters, which can result in providing false information about
songs, occupying excessive disk space with very long parameter
values, and storing executable code that might be invoked through a different vulnerability.
NOTE: since this issue, as described by the original researcher, is entirely dependent on the
presence of another vulnerability, it could be argued that Wimpy cannot be responsible for
how its data file is processed by applications outside of its control. Since this issue might only
be useful as a facilitator manipulation in another vulnerability, perhaps it should not be
included in CVE.

CVE-2006-0787 has been assigned by [ cve@mitre.org to track the vulnerability
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Description Tags Link

Wimpy MP3 Player Text File Overwrite Weakness D BID 16696
Wimpy MP3 Player trackme.txt File Modification Weakness - Y{ SECUNIA 18900
Advisories - Secunia


https://cve.report/
https://cve.report/CVE-2006-0787/mitre
https://cve.report/CVE-2006-0787/nist
https://cve.report/CVE-2006-0787/cve_org
https://cve.report/CVE-2006-787.pdf
http://cve.report/software/plaino/wimpy_mp3
http://cve.report/vendor/plaino
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://cve.report/bid/16696
https://web.archive.org/web/2006/http://secunia.com/advisories/18900

text/html

www.xorcrew.net En @ MISC www.xorcrew.net/xpa/XPA-

Vendor Advisory WimpyMP3Player.ixt

IBM X-Force Exchange € XF wimpy-wimpytrackplays-no-

auth(24770)

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Plaino Wimpy Mp3 All All All All

No vendor comments have been submitted for this CVE
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