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The CAPTCHA functionality in php-Nuke 6.0 through 7.9 uses fixed challenge/response pairs that only vary once per day b
| i

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Francisco Burzi Php-nuke 6.0 All All All
Francisco Burzi Php-nuke 6.5 All All All
Francisco Burzi Php-nuke 6.5 betal All All All
Francisco Burzi Php-nuke 6.5_final All All All
Francisco Burzi Php-nuke 6.5 rci All All All
Francisco Burzi Php-nuke 6.5_rc2 All All All
Francisco Burzi Php-nuke 6.5 rc3 All All All
Francisco Burzi Php-nuke 6.6 All All All
Francisco Burzi Php-nuke 6.7 All All All
Francisco Burzi Php-nuke 6.9 All All All
Francisco Burzi Php-nuke 7.0 All All All
Francisco Burzi Php-nuke 7.0_final All All All
Francisco Burzi Php-nuke 7.1 All All All
Francisco Burzi Php-nuke 7.2 All All All
Francisco Burzi Php-nuke 7.3 All All All
Francisco Burzi Php-nuke 7.4 All All All
Francisco Burzi Php-nuke 7.5 All All All
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Application Francisco Burzi Php-nuke 7.6 All All All
Application Francisco Burzi Php-nuke 7.7 All All All
Application Francisco Burzi Php-nuke 7.8 All All All
Application Francisco Burzi Php-nuke 7.9 All All All
Application Francisco Burzi Php-nuke 6.0 All All All
Application Francisco Burzi Php-nuke 6.5 All All All
Application Francisco Burzi Php-nuke 6.5_betat All All All
Application Francisco Burzi Php-nuke 6.5_final All All All
Application Francisco Burzi Php-nuke 6.5_rc1 All All All
Application Francisco Burzi Php-nuke 6.5_rc2 All All All
Application Francisco Burzi Php-nuke 6.5_rc3 All All All
Application Francisco Burzi Php-nuke 6.6 All All All
Application Francisco Burzi Php-nuke 6.7 All All All
Application Francisco Burzi Php-nuke 6.9 All All All
Application Francisco Burzi Php-nuke 7.0 All All All
Application Francisco Burzi Php-nuke 7.0_final All All All
Application Francisco Burzi Php-nuke 71 All All All
Application Francisco Burzi Php-nuke 7.2 All All All
Application Francisco Burzi Php-nuke 7.3 All All All
Application Francisco Burzi Php-nuke 7.4 All All All
Application Francisco Burzi Php-nuke 7.5 All All All
Application Francisco Burzi Php-nuke 7.6 All All All
Application Francisco Burzi Php-nuke 7.7 All All All
Application Francisco Burzi Php-nuke 7.8 All All All
Application Francisco Burzi Php-nuke 7.9 All All All
Reference Source Link Tags
SecurityReason - Bypassing CAPTCHA in phpNuke 6.x-7.9 SREASON  securityreason.com
[waraxe-2006-SA#045] - Bypassing CAPTCHA in phpNuke 6.x-7.9 MISC www.waraxe.us Exploit, Vendor Advisory
PHPNuke CAPTCHA Bypass Weakness BID www.securityfocus.com  Exploit
SecurityFocus BUGTRAQ www.securityfocus.com

PHP-Nuke CAPTCHA Bypass Weakness - Advisories - Secunia SECUNIA  secunia.com

CVE Program record CVE.ORG  www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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