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Summary

CVE CVE-2006-0828

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-02-21 23:02:00 UTC

Updated 2011-03-08 02:30:00 UTC

Description Unspecified vulnerability in ESS/ Network Controller and MicroServer Web Server in Xerox WorkCentre Pro and Xerox WorkCentre running software 13.027.24.015 and 14.027.24.015 allows remote attackers to "reduce effectiveness of security features" via unknown attack vectors.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Xerox Workcentre 232 All All All All

Hardware Xerox Workcentre 232 All All pro All

Hardware Xerox Workcentre 232 All All All All

Hardware Xerox Workcentre 232 All All pro All

Hardware Xerox Workcentre 238 All All All All

Hardware Xerox Workcentre 238 All All pro All

Hardware Xerox Workcentre 238 All All All All

Hardware Xerox Workcentre 238 All All pro All

Hardware Xerox Workcentre 245 All All All All

Hardware Xerox Workcentre 245 All All pro All

Hardware Xerox Workcentre 245 All All All All

Hardware Xerox Workcentre 245 All All pro All

Hardware Xerox Workcentre 255 All All All All

Hardware Xerox Workcentre 255 All All pro All

Hardware Xerox Workcentre 255 All All All All

Hardware Xerox Workcentre 255 All All pro All

Hardware Xerox Workcentre 265 All All All All
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Hardware Xerox Workcentre 265 All All All All

Hardware Xerox Workcentre 265 All All pro All

Hardware Xerox Workcentre 265 All All All All

Hardware Xerox Workcentre 265 All All pro All

Hardware Xerox Workcentre 275 All All All All

Hardware Xerox Workcentre 275 All All pro All

Hardware Xerox Workcentre 275 All All All All

Hardware Xerox Workcentre 275 All All pro All

References

Reference

www.xerox.com/downloads/usa/en/c/cert_XRX06_001.pdf

Xerox ESS/ Network Controller and MicroServer Vulnerabilities - Advisories - Secunia

SecurityTracker.com Archives - Xerox WorkCentre Multiple Bugs in ESS/Network Controller and MicroServer Web Server Permit Remote Access, Denial of Service, and Cross-Site Scripting Attacks

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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