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CVE CVE-2006-0855
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-02-23 21:02:00 UTC
Updated 2018-10-18 16:29:00 UTC
Description Stack-based buffer overflow in the fullpath function in misc.c for zoo 2.10 and earlier, as used in products such as Barracud
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Rahul Dhesi Zoo All All All All
Reference

Barracuda Spam Firewall Archives Buffer Overflow Vulnerabilities - Advisories - Secunia
SecurityReason

Debian -- Security Information -- DSA-991-1 zoo

Webmail - OVH

Debian update for zoo - Advisories - Secunia

Gentoo update for zoo - Advisories - Secunia

Gentoo Linux Documentation -- zoo: Stack-based buffer overflow

Zoo "fullpath()" File Name Handling Buffer Overflow - Advisories - Secunia
20060403 Barracuda ZOO archiver security bug leads to remote compromise
Zoo Misc.c Buffer Overflow Vulnerability

Webmail - OVH

Security Announcement

SecurityFocus



https://cve.report/
https://cve.report/CVE-2006-0855/mitre
https://cve.report/CVE-2006-0855/nist
https://cve.report/CVE-2006-0855/cve_org
https://cve.report/CVE-2006-0855.pdf
http://cve.report/vendor/rahul_dhesi
http://cve.report/software/rahul_dhesi/zoo
http://secunia.com/advisories/19514
http://securityreason.com/securityalert/546
http://www.debian.org/security/2006/dsa-991
http://www.vupen.com/english/advisories/2006/1220
http://secunia.com/advisories/19166
http://secunia.com/advisories/19148
http://www.gentoo.org/security/en/glsa/glsa-200603-05.xml
http://secunia.com/advisories/19002
http://archives.neohapsis.com/archives/bugtraq/2006-04/0061.html
http://www.securityfocus.com/bid/16790
http://www.vupen.com/english/advisories/2006/0705
http://www.novell.com/linux/security/advisories/2006_05_sr.html
http://www.securityfocus.com/archive/1/425887/100/0/threaded

SUSE Updates for Multiple Packages - Advisories - Secunia

IBM X-Force Exchange

www.guay-leroux.com/projects/zoo-advisory.ixt

SUSE Updates for Multiple Packages - Advisories - Secunia

www.guay-leroux.com/projects/barracuda-advisory-ZOO.ixt

Security Announcement

zoo Buffer Overflow in fullpath() Lets Remote Users Cause Arbitrary Code to Be Executed - SecurityTracker

Barracuda Spam Firewall Buffer Overflows in Processing LHA and ZOO Archives Let Remote Users Execute Arbitrary Code - Security Tracker
CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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