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Summary

CVE CVE-2006-0891

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-02-25 11:02:00 UTC

Updated 2017-07-20 01:30:00 UTC

Description Multiple directory traversal vulnerabilities in NOCC Webmail 1.0 allow remote attackers to include arbitrary files via .. (dot dot) sequences and a trailing NULL (%00) byte in (1) the _SESSION['nocc_theme'] parameter in (a) html/footer.php; and (2) the lang and (3) theme parameters and the (4) Accept-Language HTTP header field, when force_default_lang is disabled, in (b) index.php, as demonstrated by injecting PHP code into a profile and accessing it using the lang parameter in index.php.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nocc Nocc 1.0 All All All

Application Nocc Nocc 1.0 All All All

References

Reference

IBM X-Force Exchange

23417

NOCC Webmail Multiple Input Validation Vulnerabilities

Secunia - Advisories - NOCC Multiple Vulnerabilities and Security Issue

23419

Neohapsis Archives - Bugtraq - #0418 - Secunia Research: Visnetic AntiVirus Plug-in for MailServer Privilege Escalation

Error 404 :(

23418

SecurityTracker.com Archives - NOCC Has Multiple Bugs That Let Remote Users Execute Arbitrary Code and Conduct Cross-Site Scripting Attacks

23416

CVE Program record

NVD vulnerability detail

https://cve.report/
https://cve.report/CVE-2006-0891/mitre
https://cve.report/CVE-2006-0891/nist
https://cve.report/CVE-2006-0891/cve_org
https://cve.report/api/cve/CVE-2006-0891.json
https://cve.report/CVE-2006-0891.pdf
http://cve.report/vendor/nocc
http://cve.report/software/nocc/nocc
http://cve.report/vendor/nocc
http://cve.report/software/nocc/nocc
https://exchange.xforce.ibmcloud.com/vulnerabilities/24934
http://www.osvdb.org/23417
http://www.securityfocus.com/bid/16793
http://secunia.com/advisories/16921
http://www.osvdb.org/23419
http://archives.neohapsis.com/archives/bugtraq/2006-02/0418.html
http://retrogod.altervista.org/noccw_10_incl_xpl.html
http://www.osvdb.org/23418
http://securitytracker.com/id?1015671
http://www.osvdb.org/23416
https://www.cve.org/CVERecord?id=CVE-2006-0891
https://nvd.nist.gov/vuln/detail/CVE-2006-0891


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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