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Summary

CVE CVE-2006-0892

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-02-25 11:02:00 UTC

Updated 2008-09-05 21:00:00 UTC

Description NOCC Webmail 1.0 stores e-mail attachments in temporary files with predictable filenames, which makes it easier for remote attackers to execute arbitrary code by accessing the e-mail attachment via directory traversal vulnerabilities.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nocc Nocc 1.0 All All All

Application Nocc Nocc 1.0 All All All

References

Reference

23420

NOCC Webmail Multiple Input Validation Vulnerabilities

Secunia - Advisories - NOCC Multiple Vulnerabilities and Security Issue

Neohapsis Archives - Bugtraq - #0418 - Secunia Research: Visnetic AntiVirus Plug-in for MailServer Privilege Escalation

Error 404 :(

SecurityTracker.com Archives - NOCC Has Multiple Bugs That Let Remote Users Execute Arbitrary Code and Conduct Cross-Site Scripting Attacks

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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