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Summary

CVE CVE-2006-0909

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-02-28 11:02:00 UTC

Updated 2018-10-18 16:29:00 UTC

Description Invision Power Board (IPB) 2.1.4 and earlier allows remote attackers to view sensitive information via a direct request to multiple PHP scripts that include the full path in error messages, including (1) PEAR/Text/Diff/Renderer/inline.php, (2) PEAR/Text/Diff/Renderer/unified.php, (3) PEAR/Text/Diff3.php, (4) class_db.php, (5) class_db_mysql.php, and (6) class_xml.php in the ips_kernel/ directory; (7) mysql_admin_queries.php, (8) mysql_extra_queries.php, (9) mysql_queries.php, and (10) mysql_subsm_queries.php in the sources/sql directory; (11) sources/acp_loaders/acp_pages_components.php; (12) sources/action_admin/member.php and (13) sources/action_admin/paysubscriptions.php; (14) login.php, (15) messenger.php, (16) moderate.php, (17) paysubscriptions.php, (18) register.php, (19) search.php, (20) topics.php, (21) and usercp.php in the sources/action_public directory; (22) bbcode/class_bbcode.php, (23) bbcode/class_bbcode_legacy.php, (24) editor/class_editor_rte.php, (25) editor/class_editor_std.php, (26) post/class_post.php, (27) post/class_post_edit.php, (28) post/class_post_new.php, (29) and post/class_post_reply.php in the sources/classes directory; (30) sources/components_acp/registration_DEPR.php; (31) sources/handlers/han_paysubscriptions.php; (32) func_usercp.php; (33) search_mysql_ftext.php, and (34) search_mysql_man.php in the sources/lib/ directory; and (35) convert/auth.php.bak, (36) external/auth.php, and (37) ldap/auth.php in the sources/loginauth directory.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Invision Power Services Invision Power Board 2.0.0 All All All

Application Invision Power Services Invision Power Board 2.0.1 All All All

Application Invision Power Services Invision Power Board 2.0.2 All All All

Application Invision Power Services Invision Power Board 2.0.3 All All All

Application Invision Power Services Invision Power Board 2.0.4 All All All

Application Invision Power Services Invision Power Board 2.1.0 All All All

Application Invision Power Services Invision Power Board 2.1.1 All All All

Application Invision Power Services Invision Power Board 2.1.2 All All All

Application Invision Power Services Invision Power Board 2.1.3 All All All

Application Invision Power Services Invision Power Board 2.1.4 All All All

Application Invision Power Services Invision Power Board 2.1_beta2 All All All

Application Invision Power Services Invision Power Board 2.1_beta3 All All All

Application Invision Power Services Invision Power Board 2.1_beta4 All All All

Application Invision Power Services Invision Power Board 2.1_beta5 All All All

Application Invision Power Services Invision Power Board 2.1_rc1 All All All

Application Invision Power Services Invision Power Board 2.0.0 All All All

Application Invision Power Services Invision Power Board 2.0.1 All All All
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Application Invision Power Services Invision Power Board 2.0.1 All All All

Application Invision Power Services Invision Power Board 2.0.2 All All All

Application Invision Power Services Invision Power Board 2.0.3 All All All

Application Invision Power Services Invision Power Board 2.0.4 All All All

Application Invision Power Services Invision Power Board 2.1.0 All All All

Application Invision Power Services Invision Power Board 2.1.1 All All All

Application Invision Power Services Invision Power Board 2.1.2 All All All

Application Invision Power Services Invision Power Board 2.1.3 All All All

Application Invision Power Services Invision Power Board 2.1.4 All All All

Application Invision Power Services Invision Power Board 2.1_beta2 All All All

Application Invision Power Services Invision Power Board 2.1_beta3 All All All

Application Invision Power Services Invision Power Board 2.1_beta4 All All All

Application Invision Power Services Invision Power Board 2.1_beta5 All All All

Application Invision Power Services Invision Power Board 2.1_rc1 All All All

References

Reference Source Link

Neo Security Team - Security Researchers - Advisories - Invision Power Board 2.1.4 Multiple Vulnerabilities MISC neosecurityteam.net

SecurityFocus BUGTRAQ www.securityfocus.com

SecurityFocus BUGTRAQ www.securityfocus.com

Neo Security Team - Security Researchers - Advisories - Invision Power Board 2.1.4 Multiple Vulnerabilities MISC neosecurityteam.net

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

http://cve.report/vendor/invision_power_services
http://cve.report/software/invision_power_services/invision_power_board
http://cve.report/vendor/invision_power_services
http://cve.report/software/invision_power_services/invision_power_board
http://cve.report/vendor/invision_power_services
http://cve.report/software/invision_power_services/invision_power_board
http://cve.report/vendor/invision_power_services
http://cve.report/software/invision_power_services/invision_power_board
http://cve.report/vendor/invision_power_services
http://cve.report/software/invision_power_services/invision_power_board
http://cve.report/vendor/invision_power_services
http://cve.report/software/invision_power_services/invision_power_board
http://cve.report/vendor/invision_power_services
http://cve.report/software/invision_power_services/invision_power_board
http://cve.report/vendor/invision_power_services
http://cve.report/software/invision_power_services/invision_power_board
http://cve.report/vendor/invision_power_services
http://cve.report/software/invision_power_services/invision_power_board
http://cve.report/vendor/invision_power_services
http://cve.report/software/invision_power_services/invision_power_board
http://cve.report/vendor/invision_power_services
http://cve.report/software/invision_power_services/invision_power_board
http://cve.report/vendor/invision_power_services
http://cve.report/software/invision_power_services/invision_power_board
http://cve.report/vendor/invision_power_services
http://cve.report/software/invision_power_services/invision_power_board
http://neosecurityteam.net/index.php?action=advisories&id=16
http://www.securityfocus.com/archive/1/425713/100/0/threaded
http://www.securityfocus.com/archive/1/466275/100/0/threaded
http://neosecurityteam.net/advisories/Advisory-16.txt
https://exchange.xforce.ibmcloud.com/vulnerabilities/24840
https://www.cve.org/CVERecord?id=CVE-2006-0909
https://nvd.nist.gov/vuln/detail/CVE-2006-0909
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2006-0909
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


