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Summary

CVE CVE-2006-0995

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-03-03 21:02:00 UTC

Updated 2025-04-03 01:03:51 UTC

Description EMC Dantz Retrospect 7 backup client 7.0.107, and other versions before 7.0.109, and 6.5 before 6.5.138 allows remote attackers to cause a denial of service (client termination and loss of backup service) via a malformed packet to TCP port 497, which triggers an assert error.

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:N/I:N/A:P

EPSS: 0.012710000 probability, percentile 0.795470000 (date 2026-04-16)

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown

AV:N/AC:L/Au:N/C:N/I:N/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Access Vector

Network

Access Complexity

Low

Authentication

None

Confidentiality

None

Integrity

None

Availability

Partial

https://cve.report/
https://cve.report/CVE-2006-0995/mitre
https://cve.report/CVE-2006-0995/nist
https://cve.report/CVE-2006-0995/cve_org
https://cve.report/api/cve/CVE-2006-0995.json
https://cve.report/CVE-2006-0995.pdf


Application Emc Dantz Retrospect 6.5 All All All

Application Emc Dantz Retrospect 7.0 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source

iDefense Security Intelligence Deliverables -- Managed Security Services and Information Security Documents // iDefense Labs af854a3a-2127-422b-91ae-364da2661108

IBM X-Force Exchange af854a3a-2127-422b-91ae-364da2661108

EMC Retrospect Client Denial of Service Vulnerability - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-422b-91ae-364da2661108

EMC Dantz Retrospect Backup Client Remote Denial of Service Vulnerability af854a3a-2127-422b-91ae-364da2661108

SecurityTracker.com Archives - EMC Dantz Retrospect Client Lets Remote Users Disable Backup Services af854a3a-2127-422b-91ae-364da2661108

EMC Retrospect Knowledgebase af854a3a-2127-422b-91ae-364da2661108

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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