VE-2 -101
Published on: 03/06/2006 12:00:00 AM UTC
Last Modified on: 03/23/2021 11:25:00 PM UTC

CVE-2006-1015

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUNCPLPAN Certain versions of Php from Php contain the following vulnerability:

Argument injection vulnerability in certain PHP 3.x, 4.x, and 5.x
applications, when used with sendmail and when accepting remote
input for the additional_parameters argument to the mail function,
allows remote attackers to read and create arbitrary files via the
sendmail -C and -X arguments. NOTE: it could be argued that this is a
class of technology-specific vulnerability, instead of a particular
instance; if so, then this should not be included in CVE.

CVE-2006-1015 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: (SHEMEDIN) |

Access Access Authentication
Vector Complexity

NETWORK LoW [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE |
CVE References

Description Tags Link

SecurityReason SREASON 517

SecurityFocus (7) BUGTRAQ 20060301 Re: (PHP) mb_send_mail security

bypass

Secunia - Advisories - SUSE updates for php4 / >{ SECUNIA 19979

phpS

Security Announcement ] SUSE SUSE-SA:2006:024

text/html
Not Archived

PHP Multiple Security Bvpass Vulnerabilities (™ BID 16878



https://cve.report/
https://cve.report/CVE-2006-1015/mitre
https://cve.report/CVE-2006-1015/nist
https://cve.report/CVE-2006-1015/cve_org
https://cve.report/CVE-2006-1015.pdf
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://securityreason.com/securityalert/517
http://www.securityfocus.com/archive/1/426497/100/0/threaded
https://web.archive.org/web/2006/http://secunia.com/advisories/19979
https://web.archive.org/web/2006/http://www.novell.com/linux/security/advisories/05-05-2006.html
http://cve.report/bid/16878

s L el

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Php Php 3.0 All All All
Application Php Php 3.0.1 All All All
Application Php Php 3.0.10 All All All
Application Php Php 3.0.11 All All All
Application Php Php 3.0.12 All All All
Application Php Php 3.0.13 All All All
Application Php Php 3.0.14 All All All
Application Php Php 3.0.15 All All All
Application Php Php 3.0.16 All All All
Application Php Php 3.0.17 All All All
Application Php Php 3.0.18 All All All
Application Php Php 3.0.2 All All All
Application Php Php 3.0.3 All All All
Application Php Php 3.0.4 All All All
Application Php Php 3.0.5 All All All
Application Php Php 3.0.6 All All All
Application Php Php 3.0.7 All All All
Application Php Php 3.0.8 All All All
Application Php Php 3.0.9 All All All
Application Php Php 4.0.0 All All All
Application Php Php 4.0.1 All All All
Application Php Php 4.0.1 patch1 All All
Application Php Php 4.01 patch2 All All
Application Php Php 4.0.2 All All All
Application Php Php 4.0.3 All All All
Application Php Php 4.0.3 patch1 All All

Application Php Pho 4.0.4 All All All
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cpe:2.3:a:php:php:4.0.4:" %"
cpe:2.3:a:php:php:4.0.5: %" %"

cpe:2.3:a:php:php:4.0.6:" %" %"

cpe:2.3:a:php:php:4.0.7: %"=

cpe:2.3:a:php:php:4.1.0: %"
cpe:2.3:a:php:php:4.1.1:
cpe:2.3:a:php:php:4.1.2: %" "
cpe:2.3:a:php:php:4.2:*:dev:*:**:*:*:
cpe:2.3:a:php:php:4.2.0:* % "
cpe:2.3:a:php:php:4.2.1 % "
cpe:2.3:a:php:php:4.2.2:* % "
cpe:2.3:a:php:php:4.2.3:** "
cpe:2.3:a:php:php:4.3.0:* % "

cpe:2.3:a:php:php:4.3.1:



dk Lk ak kR akak.

cpe:2.3:a:php:php:4.3.10: "

dkak kR Lk akak.

cpe:2.3:a:php:php:4.3.11

cpe:2.3:a:php:php:4.3.2:%

cpe:2.3:a:php:php:4.3.3:"

cpe:2.3:a:php:php:4.3.4:*

cpe:2.3:a:php:php:4.3.5:"

cpe:2.3:a:php:php:4.3.6:*:* "

cpe:2.3:a:php:php:4.3.7:*

cpe:2.3:a:php:php:4.3.8:** "

cpe:2.3:a:php:php:4.3.9:*

cpe:2.3:a:php:php:4.4.0: %"

cpe:2.3:a:php:php:4.4.1 %"

cpe:2.3:a:php:php:4.4.2: %" "

skakakakakak

cpe:2.3:a:php:php:5.0.0:rct %%

Skukakakukak.

cpe:2.3:a:php:php:5.0.0:rc2:*:*:*:*:*::
cpe:2.3:a:php:php:5.0.0:rc3:*: "%
cpe:2.3:a:php:php:5.0.1: % "
cpe:2.3:a:php:php:5.0.2:* % "

cpe:2.3:a:php:php:5.0.3:** "

cpe:2.3:a:php:php:5.0.4:*** "



cpe:2.3:a:php:php:5.0.5: "™

cpe:2.3:a:php:php:5.1.0: ™

cpe:2.3:a:php:php:5.1.1

cpe:2.3:a:php:php:5.1.2:%

cpe:2.3:a:php:php:3.0:*:* "

cpe:2.3:a:php:php:3.0.1 "

dkak kR ok akak.

cpe:2.3:a:php:php:3.0.10:*

cpe:2.3:a:php:php:3.0.2: %" "

cpe:2.3:a:php:php:3.0.3: %" "

cpe:2.3:a:php:php:3.0.4:" %" "

cpe:2.3:a:php:php:3.0.5: " %"

cpe:2.3:a:php:php:3.0.6:" %" %"

cpe:2.3:a:php:php:3.0.7: %" %"

cpe:2.3:a:php:php:3.0.8: """

cpe:2.3:a:php:php:3.0.9:* % "

cpe:2.3:a:php:php:4.0.0:* % "

cpe:2.3:a:php:php:4.0.1:* % "

cpe:2.3:a:php:php:4.0.1:patch1:*:*:**:*:*:

AkakLkokukuk.

cpe:2.3:a:php:php:4.0.1:patch2:*:*:*:*:*:*:

cpe:2.3:a:php:php:4.0.2:% % "

cpe:2.3:a:php:php:4.0.3:* "



dkakakakukuk.

cpe:2.3:a:php:php:4.0.3:patch1:*:*:**:*:*:

cpe:2.3:a:php:php:4.0.4:

cpe:2.3:a:php:php:4.0.5:"

cpe:2.3:a:php:php:4.0.6:*:* "

cpe:2.3:a:php:php:4.0.7:*

cpe:2.3:a:php:php:4.1.0:*

cpe:2.3:a:php:php:4.1.1

cpe:2.3:a:php:php:4.1.2: %"=

cpe:2.3:a:php:php:4.2.0: %" "

cpe:2.3:a:php:php:4.2.1: %"

cpe:2.3:a:php:php:4.2.2: %"=

cpe:2.3:a:php:php:4.2.3: %" "

cpe:2.3:a:php:php:4.3.0: %"

cpe:2.3:a:php:php:4.3.1: %"

cpe:2.3:a:php:php:4.3.2: %" "

cpe:2.3:a:php:php:4.3.3:* % "

cpe:2.3:a:php:php:4.3.4:* % "

cpe:2.3:a:php:php:4.3.5: % "

cpe:2.3:a:php:php:4.3.6:* % "

cpe:2.3:a:php:php:4.3.7:* % "

cpe:2.3:a:php:php:4.3.8:* % "

cpe:2.3:a:php:php:4.3.9:% % "



cpe:2.3:a:php:php:4.4.0:

cpe:2.3:a:php:php:4.4. 1

cpe:2.3:a:php:php:4.4.2:** =

cpe:2.3:a:php:php:5.0:rct

cpe:2.3:a:php:php:5.0:rc2: "

cpe:2.3:a:php:php:5.0:rc3:*: "

cpe:2.3:a:php:php:5.0.0:*:* "

cpe:2.3:a:php:php:5.0.0:beta2:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.0.0:betad:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.0.0:betad:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.0.0:rct > "

cpe:2.3:a:php:php:5.0.1: %"

cpe:2.3:a:php:php:5.0.2: %" %"

cpe:2.3:a:php:php:5.0.3: %" "

cpe:2.3:a:php:php:5.0.4:" %" %"

cpe:2.3:a:php:php:5.0.5: %" %"

cpe:2.3:a:php:php:5.1.0: " "

cpe:2.3:a:php:php:5.1.1: "

cpe:2.3:a:php:php:5.1.2: %" "
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