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CVE-2006-1017

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

ANACMAUNCCIECAC Certain versions of Php from Php contain the following vulnerability:

The c-client library 2000, 2001, or 2004 for PHP before 4.4.4 and 5.x
before 5.1.5 do not check the (1) safe_mode or (2) open_basedir
functions, and when used in applications that accept user-controlled
input for the mailbox argument to the imap_open function, allow remote
attackers to obtain access to an IMAP stream data structure and
conduct unauthorized IMAP actions.

CVE-2006-1017 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 9.3-HIGH

Access Access Authentication

Vector Complexity

[NONE |

Confidentiality Integrity Availability

Impact Impact Impact

CVE References

Description Tags Link

Advisories - Mandriva Linux & MANDRIVA MDKSA-2006:122

SecurityFocus D BUGTRAQ 20060228 (PHP) imap functions
bypass safemode and open_basedir restrictions

PHP: PHP 5.1.5 Release Announcement [ www.php.net | CONFIRM www.php.net/release_5_1_5.php

PHP "mb_send_mail()" and IMAP Functions Security { SECUNIA 18694

Bypass - Advisories - Secunia

Webmail : Solution de messagerie professionnelle - @ VUPEN ADV-2006-0772

OVHcloud- OVH


https://cve.report/
https://cve.report/CVE-2006-1017/mitre
https://cve.report/CVE-2006-1017/nist
https://cve.report/CVE-2006-1017/cve_org
https://cve.report/CVE-2006-1017.pdf
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.mandriva.com/security/advisories?name=MDKSA-2006:122
http://www.securityfocus.com/archive/1/426339/100/0/threaded
http://www.php.net/release_5_1_5.php
https://web.archive.org/web/2006/http://secunia.com/advisories/18694
http://www.vupen.com/english/advisories/2006/0772

text/html
SecurityReason securityreason.com SREASON 516

text/html
PHP Bugs: #37265: imap_body able to bypass bugs.php.net CONFIRM bugs.php.net/bug.php?id=37265
php_openbasedir text/html

PHP: PHP 5 ChangelLog CONFIRM www.php.net/ChangelLog-

text/html 5.php#5.1.5

IBM X-Force Exchange SEEERIEIEETESTN @ XF php-imap-restriction-bypass(24964)
text/ntml

PHP Multiple Vulnerabilities - Advisories - Secunia Vendor Advisory { SECUNIA 21546
web.archive.org
text/html

Mandriva update for php - Advisories - Secunia Vendor Advisory Y{ SECUNIA 21050
web.archive.org
text/html

www.osvdb.org ) OSVDB 23535

Inactive Link| Not Archived

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Php Php 3.0 All All All
Application Php Php 3.0.1 All All All
Application Php Php 3.0.10 All All All
Application Php Php 3.0.11 All All All
Application Php Php 3.0.12 All All All
Application Php Php 3.0.13 All All All
Application Php Php 3.0.14 All All All
Application Php Php 3.0.15 All All All
Application Php Php 3.0.16 All All All
Application Php Php 3.0.17 All All All
Application Php Php 3.0.18 All All All
Application Php Php 3.0.2 All All All
Application Php Php 3.0.3 All All All
Application Php Php 3.04 All All All
Arnlinatian Dhn Dhn anEg Al Al Al
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cpe:2.3:a:php:php:3.0:* " "

cpe:2.3:a:php:php:3.0.1: %"

dkukakukakakak.

cpe:2.3:a:php:php:3.0.13: " "

dkkakkakakak.

cpe:2.3:a:php:php:3.0.14:%:%: ™

dkkakkakakak.

cpe:2.3:a:php:php:3.0.15: % ™

N

cpe:2.3:a:php:php:3.0.16:*:":** ™

I

cpe:2.3:a:php:php:3.0.17:%:% ™

Lk Lk ak Lk akakuk.

cpe:2.3:a:php:php:3.0.18: % ™

cpe:2.3:a:php:php:3.0.2:%*

cpe:2.3:a:php:php:3.0.3: "™

cpe:2.3:a:php:php:3.0.4: "

cpe:2.3:a:php:php:3.0.5: "™

cpe:2.3:a:php:php:3.0.6:* "

cpe:2.3:a:php:php:3.0.7: ™

cpe:2.3:a:php:php:3.0.8:*: """

cpe:2.3:a:php:php:3.0.9:*

cpe:2.3:a:php:php:4.0.0:*:

cpe:2.3:a:php:php:4.0.1:*

kakuk ok akak.

cpe:2.3:a:php:php:4.0.1:patch 1 :***:*:
cpe:2.3:a:php:php:4.0.1:patch2:*:*:*:*:*:*:
cpe:2.3:a:php:php:4.0.2:* %
cpe:2.3:a:php:php:4.0.3:* "
cpe:2.3:a:php:php:4.0.3:patch1:*:*:*:*:*:*:

cpe:2.3:a:php:php:4.0.4:" %"=

cpe:2.3:a:php:php:4.0.5: %" "™



cpe:2.3:a:php:php:4.0.6:" %" %"

cpe:2.3:a:php:php:4.0.7: %"=

cpe:2.3:a:php:php:4.1.0:" "

cpe:2.3:a:php:php:4.1.1: % =

cpe:2.3:a:php:php:4.1.2:* % "

Skakakakuk.

cpe:2.3:a:php:php:4.2:*:dev:*:*:*:*:*:

cpe:2.3:a:php:php:4.2.0:* % "

cpe:2.3:a:php:php:4.2.1:**x "

cpe:2.3:a:php:php:4.2.2:%* "

cpe:2.3:a:php:php:4.2.3:** "

cpe:2.3:a:php:php:4.3.0:*

cpe:2.3:a:php:php:4.3.1:

Lk Lk k kR akak.

cpe:2.3:a:php:php:4.3.10: " "

dkakak kR akak.

cpe:2.3:a:php:php:4.3.11 "

cpe:2.3:a:php:php:4.3.2: "

cpe:2.3:a:php:php:4.3.3:* "

cpe:2.3:a:php:php:4.3.4:*

cpe:2.3:a:php:php:4.3.5:

cpe:2.3:a:php:php:4.3.6:* """

cpe:2.3:a:php:php:4.3.7:*

cpe:2.3:a:php:php:4.3.8:*: """

cpe:2.3:a:php:php:4.3.9:**

cpe:2.3:a:php:php:4.4.0:*

cpe:2.3:a:php:php:4.4.1 7% =

cpe:2.3:a:php:php:4.4.2: %"=

cpe:2.3:a:php:php:4.4.3: %" "



Skkakuk kK.

cpe:2.3:a:php:php:5.0.0:rc3:*: "

cpe:2.3:a:php:php:5.0.1 %%

cpe:2.3:a:php:php:5.0.2: "

cpe:2.3:a:php:php:5.0.3: "™

cpe:2.3:a:php:php:5.0.4: "

cpe:2.3:a:php:php:5.0.5: "™

cpe:2.3:a:php:php:5.1.0:

cpe:2.3:a:php:php:5.1.1 " e

cpe:2.3:a:php:php:5.1.2:%

cpe:2.3:a:php:php:5.1.3:*

cpe:2.3:a:php:php:5.1.4:*

cpe:2.3:a:php:php:3.0:*:* "

cpe:2.3:a:php:php:3.0.1:*

Lk Lk ak kR akak.

cpe:2.3:a:php:php:3.0.10:*

dk Kk kR akak.

cpe:2.3:a:php:php:3.0.1 1 e

sk Lk ak kR akak.

cpe:2.3:a:php:php:3.0.12:* "0

dkakak ok akakak.

cpe:2.3:a:php:php:3.0.13:* """ ™



cpe:2.3:a:php:php:3.0.2: %" ™"

cpe:2.3:a:php:php:3.0.3: %" "

cpe:2.3:a:php:php:3.0.4: % "

cpe:2.3:a:php:php:3.0.5: % "

cpe:2.3:a:php:php:3.0.6:* % "

cpe:2.3:a:php:php:3.0.7:* % "

cpe:2.3:a:php:php:3.0.8:* "

cpe:2.3:a:php:php:3.0.9:* % "

cpe:2.3:a:php:php:4.0.0:* % "

cpe:2.3:a:php:php:4.0.1

cpe:2.3:a:php:php:4.0.1:patch2:*:*:*:*:*:*:
cpe:2.3:a:php:php:4.0.2:* % "
cpe:2.3:a:php:php:4.0.3: "
cpe:2.3:a:php:php:4.0.3:patch1:*:*:*:*:*:*:
cpe:2.3:a:php:php:4.0.4:*:
cpe:2.3:a:php:php:4.0.5:*
cpe:2.3:a:php:php:4.0.6:*:* "
cpe:2.3:a:php:php:4.0.7:*
cpe:2.3:a:php:php:4.0.7:rct:

Skak ok ak Lk uk,

cpe:2.3:a:php:php:4.0.7:rc2:*:****:*:
cpe:2.3:a:php:php:4.0.7:rc3: """
cpe:2.3:a:php:php:4.1.0:" %"

cpe:2.3:a:php:php:4.1.1:7 %

cpe:2.3:a:php:php:4.1.2:% %



cpe:2.3:a:php:php:4.2.0:" %" "

cpe:2.3:a:php:php:4.2.1: %"

cpe:2.3:a:php:php:4.2.2: %" "

cpe:2.3:a:php:php:4.2.3: %" %"

cpe:2.3:a:php:php:4.3.0:* % "

cpe:2.3:a:php:php:4.3.1: % "

dkukakkakakak.

cpe:2.3:a:php:php:4.3.10: " ™

cpe:2.3:a:php:php:4.3.2:* % "

cpe:2.3:a:php:php:4.3.3:* % "

cpe:2.3:a:php:php:4.3.4:%** "

cpe:2.3:a:php:php:4.3.5: " "™

cpe:2.3:a:php:php:4.3.6:" """

cpe:2.3:a:php:php:4.3.7: ™

cpe:2.3:a:php:php:4.3.8: "™

cpe:2.3:a:php:php:4.3.9: "™

cpe:2.3:a:php:php:4.4.0:*

cpe:2.3:a:php:php:4.4.1 =

cpe:2.3:a:php:php:4.4.2:* =

cpe:2.3:a:php:php:4.4.3:*

Sk kKKK,

cpe:2.3:a:php:php:5.0:rct

Sk kKKK,

cpe:2.3:a:php:php:5.0:rc2:*:*: "

SRk Lk KRk,

cpe:2.3:a:php:php:5.0:re3: "
cpe:2.3:a:php:php:5.0.0:* %

cpe:2.3:a:php:php:5.0.0:betat :*:*:**:*:*:

Skak ok akakuk,

cpe:2.3:a:php:php:5.0.0:beta2:*:*:*:*:*:*:



cpe:2.3:a:php:php:5.0.1: %"

cpe:2.3:a:php:php:5.0.2: %" "

cpe:2.3:a:php:php:5.0.3: % "

cpe:2.3:a:php:php:5.0.4:* % "

cpe:2.3:a:php:php:5.0.5:* % "

cpe:2.3:a:php:php:5.1.0:* % "

cpe:2.3:a:php:php:5.1. 1% %

cpe:2.3:a:php:php:5.1.2:%* "

cpe:2.3:a:php:php:5.1.3: ™

cpe:2.3:a:php:php:5.1.4:
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