CVE-2006-1033
Published on: 03/07/2006 12:00:00 AM UTC
Last Modified on: 03/23/2021 11:25:00 PM UTC

CVE-2006-1033

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVNACMAUNCNIPAN Certain versions of Dragonfly Cms from Cpg-nuke contain the following
’ vulnerability:

Multiple cross-site scripting (XSS) vulnerabilities in Dragonfly CMS
before 9.0.6.1 allow remote attackers to inject arbitrary web script or
HTML via (1) uname, (2) error, (3) profile or (4) the username filed
parameter to the (a) Your_Account module, (5) catid, (6) sid, (7) Story
Text or (8) Extended text text fields in the (b) News module, (9) month,
(10) year or (11) sa parameter to the (c) Stories_Archive module, (12) show, (13) cid, (14)
ratetype, or (15) orderby parameter to the (d) Web_Links module, (16) op, or (17) pollid
parameter to the (e) Surveys module, (18) ¢ parameter to the (f) Downloads module, (19)
meta, or (20) album parameter to the (g) coppermine module, or the search box in the (21)
Search, (22) Stories_Archive, (23) Downloads, and (24) Topics module.

CVE-2006-1033 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: [SEMEDIIN |
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

() SECTRACK 1015661

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Cpg-nuke Dragonfly Cms 9.0.1.1 All All All
Application Cpg-nuke Dragonfly Cms 9.0.2.0 All All All
Application Cpg-nuke Dragonfly Cms 9.0.3.0 All All All
Application Cpg-nuke Dragonfly Cms 9.0.4.0 All All All
Application Cpg-nuke Dragonfly Cms 9.0.5.0 All All All
Application Cpg-nuke Dragonfly Cms 9.0.6.0 All All All
Application Cpg-nuke Dragonfly Cms 9.0.1.1 All All All
Application Cpg-nuke Dragonfly Cms 9.0.2.0 All All All
Application Cpg-nuke Dragonfly Cms 9.0.3.0 All All All
Application Cpg-nuke Dragonfly Cms 9.0.4.0 All All All
Application Cpg-nuke Dragonfly Cms 9.0.5.0 All All All
Application Cpg-nuke Dragonfly Cms 9.0.6.0 All All All

cpe:2.3:a:cpg-nuke:dragonfly_cms:9.0.1.1:

cpe:2.3:a:cpg-nuke:dragonfly_cms:9.0.2.0:*:*

cpe:2.3:a:cpg-nuke:dragonfly_cms:9.0.3.0:*: % "

cpe:2.3:a:cpg-nuke:dragonfly_cms:9.0.4.0:*:**:

cpe:2.3:a:cpg-nuke:dragonfly_cms:9.0.5.0:*:**:**:*:*:

cpe:2.3:a:cpg-nuke:dragonfly_cms:9.0.6.0:*:*:*:**:*:*:
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cpe:2.3:a:cpg-nuke:dragonfly_cms:9.0.1.1: "%
cpe:2.3:a:cpg-nuke:dragonfly_cms:9.0.2.0:*:*:*:":*:*:*:
cpe:2.3:a:cpg-nuke:dragonfly_cms:9.0.3.0: """
cpe:2.3:a:cpg-nuke:dragonfly_cms:9.0.4.0: "
cpe:2.3:a:cpg-nuke:dragonfly_cms:9.0.5.0:*:*:*:":*:

cpe:2.3:a:cpg-nuke:dragonfly_cms:9.0.6.0:": "™

No vendor comments have been submitted for this CVE
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