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Summary

CVE CVE-2006-1045

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-03-07 11:02:00 UTC

Updated 2025-04-03 01:03:51 UTC

Description The HTML rendering engine in Mozilla Thunderbird 1.5, when "Block loading of remote images in mail messages" is enabled, does not properly block external images from inline HTML attachments, which could allow remote attackers to obtain sensitive information, such as application version or IP address, when the user reads the email and the external image is accessed.

Risk And Classification

Primary CVSS: v2.0 2.6 from nvd@nist.gov

AV:N/AC:H/Au:N/C:P/I:N/A:N

EPSS: 0.103960000 probability, percentile 0.932300000 (date 2026-04-16)

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown

AV:N/AC:H/Au:N/C:P/I:N/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Access Vector

Network

Access Complexity

High

Authentication

None

Confidentiality

Partial

Integrity

None

Availability

None
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Application Mozilla Thunderbird 1.5 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source Link

Debian update for mozilla-thunderbird - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108 secunia.com

Debian -- Security Information -- DSA-1051-1 mozilla-thunderbird af854a3a-2127-422b-91ae-364da2661108 www.debian.org

USN-276-1: Thunderbird vulnerabilities | Ubuntu security notices af854a3a-2127-422b-91ae-364da2661108 usn.ubuntu.com

Gentoo Linux Documentation -- Mozilla Suite: Multiple vulnerabilities af854a3a-2127-422b-91ae-364da2661108 www.gentoo.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-422b-91ae-364da2661108 www.vupen.com

Repository / Oval Repository af854a3a-2127-422b-91ae-364da2661108 oval.cisecurity.org

SUSE update for MozillaThunderbird - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108 secunia.com

IBM X-Force Exchange af854a3a-2127-422b-91ae-364da2661108 exchange.xforce.ibmcloud.com

Gentoo update for mozilla - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108 secunia.com

Secunia - Advisories - Gentoo update for mozilla-thunderbird af854a3a-2127-422b-91ae-364da2661108 secunia.com

SecurityFocus af854a3a-2127-422b-91ae-364da2661108 www.securityfocus.com

Repository / Oval Repository af854a3a-2127-422b-91ae-364da2661108 oval.cisecurity.org

Security Announcement af854a3a-2127-422b-91ae-364da2661108 www.novell.com

Debian update for mozilla - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108 secunia.com

Ubuntu update for thunderbird - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108 secunia.com

HP-UX update for thunderbird - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108 secunia.com

MFSA 2006-26: Mail Multiple Information Disclosure af854a3a-2127-422b-91ae-364da2661108 www.mozilla.org

Advisories - Mandriva Linux af854a3a-2127-422b-91ae-364da2661108 www.mandriva.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-422b-91ae-364da2661108 www.vupen.com

SecurityFocus af854a3a-2127-422b-91ae-364da2661108 www.securityfocus.com

Mandriva update for mozilla-thunderbird - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108 secunia.com

Gentoo Linux Documentation -- Mozilla Thunderbird: Multiple vulnerabilities af854a3a-2127-422b-91ae-364da2661108 www.gentoo.org

Debian -- Security Information -- DSA-1046-1 mozilla af854a3a-2127-422b-91ae-364da2661108 www.debian.org

rhn.redhat.com | Red Hat Support af854a3a-2127-422b-91ae-364da2661108 www.redhat.com

Mozilla Thunderbird Multiple Remote Information Disclosure Vulnerabilities af854a3a-2127-422b-91ae-364da2661108 www.securityfocus.com

SecurityReason af854a3a-2127-422b-91ae-364da2661108 securityreason.com

Mozilla Suite, Firefox, SeaMonkey, and Thunderbird Multiple Remote Vulnerabilities af854a3a-2127-422b-91ae-364da2661108 www.securityfocus.com
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NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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