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CVE-2006-1056

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVUAGLAUNCPINAN Certain versions of Freebsd from Freebsd contain the following
’ vulnerability:

The Linux kernel before 2.6.16.9 and the FreeBSD kernel, when
running on AMD64 and other 7th and 8th generation AuthenticAMD
processors, only save/restore the FOP, FIP, and FDP x87 registers in
FXSAVE/FXRSTOR when an exception is pending, which allows one
process to determine portions of the state of floating point instructions
of other processes, which can be leveraged to obtain sensitive information such as
cryptographic keys. NOTE: this is the documented behavior of AMD64 processors, but it is

inconsistent with Intel processors in a security-relevant fashion that was not addressed by the
kernels.

CVE-2006-1056 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 21-LOW

Access Access Authentication
Vector Complexity

Low [NONE_
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

FreeBSD FPU x87 Register Information Leak - Advisories - ) SECUNIA 19715
Secunia

ASA-2006-200 (RHSA-2006-0575) () CONFIRM

support.avaya.com/elmodocs2/security/ASA-
2006-200.htm
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187910 — CVE-2006-1056 FPU Information leak on i386/x86-
64 on AMD CPUs
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

690304 Free Berkeley Software Distribution (FreeBSD) Security Update for FreeBSD (1fa4c9f1-cfca-11da-a672-000e0c2e438a)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Freebsd Freebsd All All All All
System

Operating Freebsd Freebsd All All All All

[ N,
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cpe:2.3:0:freebsd:freebsd:*:*:*:**:*:*:*:

akak Lk akukuk.

cpe:2.3:0:linux:linux_kernel:2.6.0:test10:*:*:*:*:*:*;

akakuk Lk kuk.

cpe:2.3:0:linux:linux_kernel:2.6.0:test11:*:*:*:*:*:*:

kKKK Lk,

cpe:2.3:0:linux:linux_kernel:2.6.0:test5:*:*:*:*:*:*:

SRk kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test6:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.1:*:*:**:**::

Kk kKR k.

cpe:2.3:0:linux:linux_kernel:2.6.1:rc1:*:* %

Kk kKR k.

cpe:2.3:0:linux:linux_kernel:2.6.1:rc2:*:*:*:*:*:*:

AnmaN DA liminslimiing Laviaal.N 0 ANkokokokokokk,
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cpe:2.3:0:linux:linux_kernel:2.6.11:rc1:*:*: "

Skukakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.11:rc2:*:*:*:*:*:*:

dkkakukakak.

cpe:2.3:0:linux:linux_kernel:2.6.11:rc3:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.11:rc4:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.11:rc5:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.11.1:* " ™

cpe:2.3:0:linux:linux_kernel:2.6.11.10: " *:*:

cpe:2.3:0:linux:linux_kernel:2.6.11.11: %"

cpe:2.3:0:linux:linux_kernel:2.6.11.12:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.11.2:%:**:**:*:*:

dkk ok ak ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.11.3:*:*

cpe:2.3:0:linux:linux_kernel:2.6.11.4:*:*****:*:

cpe:2.3:0:linux:linux_kernel:2.6.11.5:* % **:*:

Skk ok kkakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.6:* " ™

Skk Lk k ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.11.7:

cpe:2.3:0:linux:linux_kernel:2.6.11.8:*:* "™

dkuk ok k ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.11.9: " ™

Lk Kk kR k.

cpe:2.3:0:linux:linux_kernel:2.6.12:rc2:*:***:*:*:

Lk ok ak kR ok,

cpe:2.3:0:linux:linux_kernel:2.6.12:rc3:*:***:**:

Lkak ok akakak,

cpe:2.3:0:linux:linux_kernel:2.6.12:rc4:*:***:**:

Skak ok akakak,

cpe:2.3:0:linux:linux_kernel:2.6.12:rc6:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.12.1:*:** "



cpe:2.3:0:linux:linux_kernel:2.6.12.2:%:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.12.3:*:*:*:*:*:*:":

cpe:2.3:0:linux:linux_kernel:2.6.12.4:*:*:*:*:**:*:

cpe:2.3:0:linux:linux_kernel:2.6.12.5:*:** "

cpe:2.3:0:linux:linux_kernel:2.6.12.6:*:*:*:*:*:*:*:

dkukakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.13:rc1:*: """

dkakakukakak.

cpe:2.3:0:linux:linux_kernel:2.6.13:rc2:*:*:*:*:*:*:

dkkakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.13:rc3:*:*:*:*:*:*:

Skk Lk k k.

cpe:2.3:0:linux:linux_kernel:2.6.13:rc5:*:*:*:*:*:*:

Skk Lk ukkak.

cpe:2.3:0:linux:linux_kernel:2.6.13:rc6:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.13.1:* % ™

cpe:2.3:0:linux:linux_kernel:2.6.13.2:%:* "

Skk ok k ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.13.3:*:* "

Skak ok k ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.13.4:*:*****:*:

Kk kKKK Lk,

cpe:2.3:0:linux:linux_kernel:2.6.14:*:*: "™

Lkak ok kakuk.

cpe:2.3:0:linux:linux_kernel:2.6.14:rct "

Lkk kR kak,

cpe:2.3:0:linux:linux_kernel:2.6.14:rc3: " "™

Lkkkkakak,

cpe:2.3:0:linux:linux_kernel:2.6.14:rc4 """

LRk kR Lk uk,

cpe:2.3:0:linux:linux_kernel:2.6.14:rc5: """

Sk ok ak ok akakak.

cpe:2.3:0:linux:linux_kernel:2.6.14.1 7

cpe:2.3:0:linux:linux_kernel:2.6.14.2:* " :*:

Sk ok ak ok akakak.

cpe:2.3:0:linux:linux_kernel:2.6.14.3:*:*:*:***:*:

cpe:2.3:0:linux:linux_kernel:2.6.14.4:*:*:* > "

cpe:2.3:0:linux:linux_kernel:2.6.14.5:%:* "



cpe:2.3:0:linux:linux_kernel:2.6.14.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.14.7:%:* "

dkkakukakak.

cpe:2.3:0:linux:linux_kernel:2.6.15:rc7:*:*:*:*:*:*:

Skkakukkakak.

cpe:2.3:0:linux:linux_kernel:2.6.15.1:*:* ™

Skkakukukakak.

cpe:2.3:0:linux:linux_kernel:2.6.15.2:*:*:*: "™

cpe:2.3:0:linux:linux_kernel:2.6.15.3: "

cpe:2.3:0:linux:linux_kernel:2.6.15.4:*:**:***:*:

Sk Lk ak ok akakak.

cpe:2.3:0:linux:linux_kernel:2.6.15.5:* % :*:

Skuk ok k ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.15.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.15.7:* % :*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.16:*:*:*:*:**:*:

Lkkukukkuk.

cpe:2.3:0:linux:linux_kernel:2.6.16:rc2:*:*:*:*:*:*:

dkk Lk kkuk.

cpe:2.3:0:linux:linux_kernel:2.6.16:rc3:*: " "™

Skk kR kak,

cpe:2.3:0:linux:linux_kernel:2.6.16:rc4:*: "™

Lkak kR kuk,

cpe:2.3:0:linux:linux_kernel:2.6.16:rc5: " "™

Skukkukukak,

cpe:2.3:0:linux:linux_kernel:2.6.16:rc6:*:*:*:*:*:*:

Sk Rk kR akak.

cpe:2.3:0:linux:linux_kernel:2.6.16.1: " ™
cpe:2.3:0:linux:linux_kernel:2.6.16.2:*:*:*:*:**:*:
cpe:2.3:0:linux:linux_kernel:2.6.16.3:*:*:*:***:*:
cpe:2.3:0:linux:linux_kernel:2.6.16.4:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.16.5:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.16.6:*:*:*:*:*:*:*:



cpe:2.3:0:linux:linux_kernel:2.6.16.7:%:*:* "

akk Kk Lk k.

cpe:2.3:0:linux:linux_kernel:2.6.2:rc3:*:*:*:*:*:":

cpe:2.3:0:linux:linux_kernel:2.6.3:*:*: " *:*:

KLk Lk KLk k.

cpe:2.3:0:linux:linux_kernel:2.6.3:rc2:*:*:*:*:*:*:

AkakLkkLkk.

cpe:2.3:0:linux:linux_kernel:2.6.3:rc3:":*:*:**:*:

cpe:2.3:0:linux:linux_kernel:2.6.4:*:*:*:**:*:*:

KRk akukok.

cpe:2.3:0:linux:linux_kernel:2.6.4:rc1:*:*:

KRk akukuk.

cpe:2.3:0:linux:linux_kernel:2.6.4:rc2:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.5:*:*:***:*:*:

KKk oKLk k.

cpe:2.3:0:linux:linux_kernel:2.6.5:rc1:*:**:**:*:

KKk kLR k.

cpe:2.3:0:linux:linux_kernel:2.6.5:rc3:*:*:*:*:*::

cpe:2.3:0:linux:linux_kernel:2.6.6:*:*:*:*:*:*::

KKk kR k.

cpe:2.3:0:linux:linux_kernel:2.6.6:rc1:*:*:*:*:*::

Kk kKRR,

cpe:2.3:0:linux:linux_kernel:2.6.6:rc3:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.7:*:*:**:**::

Kk kKR k.

cpe:2.3:0:linux:linux_kernel:2.6.7:rc2:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.7:rc3:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.8:*:*:*:*:*:*:*:



akk Kk Lk k.

cpe:2.3:0:linux:linux_kernel:2.6.9:rc1:™:*:*:

akk kKK k.

cpe:2.3:0:linux:linux_kernel:2.6.9:rc2:*:*:*:*:*:*:

kKK okLkuk.

cpe:2.3:0:linux:linux_kernel:2.6.9:rc4:*:*:*:*:*:*:

dkakak ok akakk,

cpe:2.3:0:linux:linux_kernel:2.6_test9_cvs:*:*:*:**

cpe:2.3:0:linux:linux_kernel:2.6.0::*:***:*:*:

dkak Lk akukuk.

cpe:2.3:0:linux:linux_kernel:2.6.0:test10:*:*:*:*:*:*:

akak kR kuk.

cpe:2.3:0:linux:linux_kernel:2.6.0:test11:*:*:*:*:*:*:

Kk kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test3:*:*:*:*:*:*:

kKK kLK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test4:*:*:*:*:*:*:

Rk kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test5:*:*:*:*:*:*:

Rk kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test7:*:*:*:*:*:*:

Rk kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test8:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.1:*:

Kk kKR ak,

cpe:2.3:0:linux:linux_kernel:2.6.1:rc1:*:* %

Kk kKR k.

cpe:2.3:0:linux:linux_kernel:2.6.1:rc2:*:*:*:*:*:*:

KKk akak k.

cpe:2.3:0:linux:linux_kernel:2.6.1:rc3:*:*:*:*:*:™:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.10:*: """



cpe:2.3:0:linux:linux_kernel:2.6.11:rc1:*:*: """

cpe:2.3:0:linux:linux_kernel:2.6.11:rc2:*:*:*:*:*:*:

dkkakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.11:rc3:*:*:*:*:*:*:

dkukakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.11:rc4:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.11:rc5:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.11.1:%:* ™

cpe:2.3:0:linux:linux_kernel:2.6.11.10:*:*: % *:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.11.11: % """

cpe:2.3:0:linux:linux_kernel:2.6.11.12:*:*:***:*:*:

Sk Lk k Lk kakuk.

cpe:2.3:0:linux:linux_kernel:2.6.11.2: "™

cpe:2.3:0:linux:linux_kernel:2.6.11.3:*:* ™

Skk ok k ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.11.4:*:*

cpe:2.3:0:linux:linux_kernel:2.6.11.5:% % *:*:

Skk ok k Lk akak.

cpe:2.3:0:linux:linux_kernel:2.6.11.6:*:* 7 :*:

Skuk ok kkakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.7:

cpe:2.3:0:linux:linux_kernel:2.6.11.8:* " :™:

dkk ok kakakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.9: ™

Lkk kR Lk ak,

cpe:2.3:0:linux:linux_kernel:2.6.12:rct "™

Skk kR kuk,

cpe:2.3:0:linux:linux_kernel:2.6.12:rc2:*:***:*:*:

Lkakakakakak,

cpe:2.3:0:linux:linux_kernel:2.6.12:rc6:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.12.1:*:* "

cpe:2.3:0:linux:linux_kernel:2.6.12.2:*:*:*:*: "



cpe:2.3:0:linux:linux_kernel:2.6.12.3:*:*:* "

cpe:2.3:0:linux:linux_kernel:2.6.12.4:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.12.5:%:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.12.6:*:*:*:*:*:*:*":

Skukakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.13:rc2:*:*:*:*:*:*:

Skkakukakak.

cpe:2.3:0:linux:linux_kernel:2.6.13:rc3:*:*:*:*:*:*:

dkukakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.13:rc4:*:*:*:*:*:*:

dkkakukkuk.

cpe:2.3:0:linux:linux_kernel:2.6.13:rc5:*:*:*:*:*:*:

dkk Lk ukukuk.

cpe:2.3:0:linux:linux_kernel:2.6.13:rc7:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.13.1:* " ™

Skk ok kakakak.

cpe:2.3:0:linux:linux_kernel:2.6.13.2:%:* 7 :*:

cpe:2.3:0:linux:linux_kernel:2.6.13.3:*:* "

cpe:2.3:0:linux:linux_kernel:2.6.13.4:*:* "

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.14:*:*:**:**:*:

Lkkakukkak.

cpe:2.3:0:linux:linux_kernel:2.6.14:rc2:*: "™

Skk kR kuk.

cpe:2.3:0:linux:linux_kernel:2.6.14:rc3: " "™

Lkak Lk akkak,

cpe:2.3:0:linux:linux_kernel:2.6.14:rc5: """

cpe:2.3:0:linux:linux_kernel:2.6.14.1 7

Sk Rk kR akak.

cpe:2.3:0:linux:linux_kernel:2.6.14.2:*:*: " :*:
cpe:2.3:0:linux:linux_kernel:2.6.14.3:*:* " :*:
cpe:2.3:0:linux:linux_kernel:2.6.14.4:

cpe:2.3:0:linux:linux_kernel:2.6.14.5:%:* "

cpe:2.3:0:linux:linux_kernel:2.6.14.6:*:*:* "

rna 2 BAaclinniviliniy karnal:D R 1A 7% %%k kokok
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dkkakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.15:rc6:*:*:*:*:*:*:

dkukakakkak.

cpe:2.3:0:linux:linux_kernel:2.6.15:rc7:*:*:*:*:*:*:

dkukakakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.15.1:*:* ™

cpe:2.3:0:linux:linux_kernel:2.6.15.2:*:*:*: "™

cpe:2.3:0:linux:linux_kernel:2.6.15.3:*:**:* "

Skk ok uk ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.15.4:*:*:*: "

cpe:2.3:0:linux:linux_kernel:2.6.15.5:*:* "

cpe:2.3:0:linux:linux_kernel:2.6.15.6:*:*:*:*:*:*:*:

dkuk ok ukakakak.

cpe:2.3:0:linux:linux_kernel:2.6.15.7:*:**:***:*:

dkkakkkuk.

cpe:2.3:0:linux:linux_kernel:2.6.16:rc1:*:*:*:*:*:*:

Lkkakukkuk.

cpe:2.3:0:linux:linux_kernel:2.6.16:rc2:*:*:*:*:*:*:

Lkak kR kuk.

cpe:2.3:0:linux:linux_kernel:2.6.16:rc4: " :*:*:

Skk kR akak,

cpe:2.3:0:linux:linux_kernel:2.6.16:rc5:*: "™

Lkkkkkak,

cpe:2.3:0:linux:linux_kernel:2.6.16:rc6:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.16.1: "
cpe:2.3:0:linux:linux_kernel:2.6.16.2:*:*:*:*:*:*:*:

Skak ok k ok akak,

cpe:2.3:0:linux:linux_kernel:2.6.16.3:*:*:*:*:**:*:
cpe:2.3:0:linux:linux_kernel:2.6.16.4:*:*:****:*:
cpe:2.3:0:linux:linux_kernel:2.6.16.5:*:*:*:***:*:

cpe:2.3:0:linux:linux_kernel:2.6.16.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.16.7:%:*:* "



cpe:2.3:0:linux:linux_kernel:2.6.3:*:*: " *:*:

dKLk kKK k.

cpe:2.3:0:linux:linux_kernel:2.6.3:rc1:":*:*

akak kKK k.

cpe:2.3:0:linux:linux_kernel:2.6.3:rc2:*:*:*:*:*:*:

kKK KLk k.

cpe:2.3:0:linux:linux_kernel:2.6.3:rc4:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.4::*:***:*:*:

R

cpe:2.3:0:linux:linux_kernel:2.6.4:rc1:*:*:

KKk KLk k.

cpe:2.3:0:linux:linux_kernel:2.6.4:rc3:*:*:***:*:

cpe:2.3:0:linux:linux_kernel:2.6.5::*:***:*:*:

KKk kR k.

cpe:2.3:0:linux:linux_kernel:2.6.5:rc2:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:0:linux:linux_kernel:2.6.5:rc3:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.6:*:*:*:*:*:*::

Kk ak kR k.

cpe:2.3:0:linux:linux_kernel:2.6.6:rc1:*:*:*:*:*::

Kk kKR k.

cpe:2.3:0:linux:linux_kernel:2.6.6:rc2:*:*:*:*:*:*:

Kk kKRR,

cpe:2.3:0:linux:linux_kernel:2.6.6:rc3:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.7:*:*:**:**::

KKk kR k.

cpe:2.3:0:linux:linux_kernel:2.6.7:rc1:*:**:*:*::

Kk kKR k.

cpe:2.3:0:linux:linux_kernel:2.6.7:rc2:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.7:rc3:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.8:*:*:*:*:*:*:*:



cpe:2.3:0:linux:linux_kernel:2.6.9:rc3:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.9:rc4:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6_test9_cvs:*:*:*:*:*

cpe:2.3:0:linux:linux_kernel:*:*:**:***:*:

No vendor comments have been submitted for this CVE
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