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Summary

CVE CVE-2006-1057

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-04-25 01:02:00 UTC

Updated 2018-10-03 21:36:00 UTC

Description Race condition in daemon/slave.c in gdm before 2.14.1 allows local users to gain privileges via a symlink attack when gdm performs chown and chgrp operations on the .ICEauthority file.

Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnome Gdm 2.14 All All All

Application Gnome Gdm 2.14 All All All

References

Reference Source Link Tags

GNOME Foundation GDM .ICEauthority Improper File Permissions Vulnerability BID www.securityfocus.com

Support REDHAT www.redhat.com

Debian -- Security Information -- DSA-1040-1 gdm DEBIAN www.debian.org Patch, Vendor Advisory

188303 – CVE-2006-1057 GDM file permissions race condition CONFIRM bugzilla.redhat.com

USN-278-1: gdm vulnerability | Ubuntu security notices UBUNTU usn.ubuntu.com

Advisories - Mandriva Linux MANDRIVA www.mandriva.com

Repository / Oval Repository OVAL oval.cisecurity.org

[SECURITY] Fedora Core 5 Update: gdm-2.14.1-1.fc5.2 FEDORA www.redhat.com Patch

Webmail - OVH VUPEN www.vupen.com Vendor Advisory

cvs.gnome.org/viewcvs/gdm2/daemon/slave.c CONFIRM cvs.gnome.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org canonical

https://cve.report/
https://cve.report/CVE-2006-1057/mitre
https://cve.report/CVE-2006-1057/nist
https://cve.report/CVE-2006-1057/cve_org
https://cve.report/CVE-2006-1057.pdf
http://cve.report/vendor/gnome
http://cve.report/software/gnome/gdm
http://cve.report/vendor/gnome
http://cve.report/software/gnome/gdm
http://www.securityfocus.com/bid/17635
http://www.redhat.com/support/errata/RHSA-2007-0286.html
http://www.debian.org/security/2006/dsa-1040
https://bugzilla.redhat.com/bugzilla/show_bug.cgi?id=188303
https://usn.ubuntu.com/278-1/
http://www.mandriva.com/security/advisories?name=MDKSA-2006:083
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10092
https://www.redhat.com/archives/fedora-announce-list/2006-April/msg00160.html
http://www.vupen.com/english/advisories/2006/1465
http://cvs.gnome.org/viewcvs/gdm2/daemon/slave.c?r1=1.260&r2=1.261
https://exchange.xforce.ibmcloud.com/vulnerabilities/26092
https://www.cve.org/CVERecord?id=CVE-2006-1057


NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2006-09-19 Mark J Cox Red Hat is aware of this issue and is tracking it via the following bug: https://bugzilla.redhat.com/bugzilla/show_bug.cgi?id=188302 The Red Hat Security Response Team has rated this issue as having low security impact, a future update may address this flaw. More information regarding issue severity can be found here: http://www.redhat.com/security/updates/classification/ This issue does not affect Red Hat Enterprise Linux 2.1 and 3.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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