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CVE-2006-1058

PUBLISHED

redhat

CVE Program / NVD first with legacy fallback
2006-04-04 10:04:00 UTC

2025-04-03 01:03:51 UTC

BusyBox 1.1.1 does not use a salt when generating passwords, which makes it easier for local users to guess passwords fi

Risk And Classification

Primary CVSS: v3.1 5.5 MEDIUM from nvd@nist.gov
CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N

EPSS: 0.000450000 probability, percentile 0.136910000 (date 2026-04-19)
Problem Types: CWE-916 | n/a

Version Source Type Score Severity Vector
3.1 nvd@nist.gov Primary 55 MEDIUM CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
2.0 nvd@nist.gov Primary 2.1 AV:L/AC:L/Au:N/C:P/I:N/A:N

CVSS v3.1 Breakdown
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https://cve.report/
https://cve.report/CVE-2006-1058/mitre
https://cve.report/CVE-2006-1058/nist
https://cve.report/CVE-2006-1058/cve_org
https://cve.report/api/cve/CVE-2006-1058.json
https://cve.report/CVE-2006-1058.pdf
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Avaya Aura Application Enablement Services 4.01 All All All
Application Avaya Aura Application Enablement Services 4.1 All All All
Application Avaya Aura Sip Enablement Services All All All All
Application Avaya Message Networking All All All All
Application Avaya Messaging Storage Server All All All All
Application Busybox Busybox 1.1.1 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source Lin
BusyBox MD5 Password Hash Generation Weakness - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108  sec
BusyBox Insecure Password Hash Weakness af854a8a-2127-422b-91ae-364da2661108 ww
Avaya Products BusyBox MD5 Password Weakness - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108  sec
NNNNANA: nacawd Aneant 1iaa calt with mAR nacawnrda - RilevRnay Riin and Pateh Trackina  afRR4aR2-2127-429h-0126-3R4da2RR11N]  hiie



http://cve.report/vendor/avaya
http://cve.report/software/avaya/aura_application_enablement_services
http://cve.report/vendor/avaya
http://cve.report/software/avaya/aura_application_enablement_services
http://cve.report/vendor/avaya
http://cve.report/software/avaya/aura_sip_enablement_services
http://cve.report/vendor/avaya
http://cve.report/software/avaya/message_networking
http://cve.report/vendor/avaya
http://cve.report/software/avaya/messaging_storage_server
http://cve.report/vendor/busybox
http://cve.report/software/busybox/busybox
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://secunia.com/advisories/19477
http://www.securityfocus.com/bid/17330
http://secunia.com/advisories/25848
http://bugs.busybox.net/view.php?id=604
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Red Hat Update for Multiple Packages - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108  sec

IBM X-Force Exchange af854a3a-2127-422b-91ae-364da2661108  exc
Repository / Oval Repository af854a3a-2127-422b-91ae-364da2661108 ov:
ASA-2007-250 (RHSA-2007-0244) af854a3a-2127-422b-91ae-364da2661108  sur
Support af854a83a-2127-422b-91ae-364da2661108  ww
CVE Program record CVE.ORG ww
NVD vulnerability detail NVD nvc

4] |

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2006-09-19 Mark J Cox  Red Hat is aware of this issue and is tracking it via the following bug: https://bugzilla.redhat.com,

2

/ |

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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http://secunia.com/advisories/25098
https://exchange.xforce.ibmcloud.com/vulnerabilities/25569
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9483
http://support.avaya.com/elmodocs2/security/ASA-2007-250.htm
http://www.redhat.com/support/errata/RHSA-2007-0244.html
https://www.cve.org/CVERecord?id=CVE-2006-1058
https://nvd.nist.gov/vuln/detail/CVE-2006-1058
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report
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