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Certain versions of Netgear Router from Netgear contain the following
vulnerability:

Netgear 614 and 624 routers, possibly running VXWorks, allow remote
attackers to cause a denial of service by sending a malformed DCC
SEND string to an IRC channel, which causes an IRC connection reset,
possibly related to the masquerading code for NAT environments, and
as demonstrated via (1) a DCC SEND with a single long argument, or

(2) a DCC SEND with IP, port, and filesize arguments with a 0 value.

CVSS2 Score: 4.9 - MEDIUM
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yet another irc related bug - netgear edition - HM2K Exploit

www.hm2k.org

text/html

 MISC
www.hm2k.org/news/1141413208.html

SecurityFocus www.securityfocus.com

text/html

 BUGTRAQ 20060304 Various router DoS

Multiple Router Vendor Remote IRC Denial Of Service
Vulnerability

cve.report (archive)

text/html

 BID 16954

SecurityFocus www.securityfocus.com

text/html

 BUGTRAQ 20060303 linksys router + irc
DoS

SecurityFocus www.securityfocus.com  BUGTRAQ 20060306 RE: linksys router +
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SecurityFocus www.securityfocus.com

text/html

 BUGTRAQ 20060306 RE: linksys router +
irc DoS

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF multiple-vendor-dccsend-dos(25230)

SecurityFocus Vendor Advisory

www.securityfocus.com

text/html

 BUGTRAQ 20060306 Re: linksys router +
irc DoS

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Hardware Netgear Netgear Router All All All All

Hardware Netgear Netgear Router All All All All

No vendor comments have been submitted for this CVE
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