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Summary

CVE CVE-2006-1137

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-03-10 02:02:00 UTC

Updated 2018-10-04 22:11:00 UTC

Description Multiple unspecified vulnerabilities in Xerox CopyCentre and Xerox WorkCentre Pro, running software 1.001.02.073 or earlier, or 1.001.02.074 before 1.001.02.715, allow remote attackers to cause an unspecified denial of service via a crafted PostScript file that will (1) "navigate through the directory" or (2) a "file sent to expose TCP/IP ports".

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Xerox Copycentre C65 - All All All

Hardware Xerox Copycentre C65 - All All All

Operating System Xerox Copycentre C65 Firmware All All All All

Operating System Xerox Copycentre C65 Firmware All All All All

Operating System Xerox Copycentre C65 Firmware All All All All

Hardware Xerox Copycentre C75 - All All All

Hardware Xerox Copycentre C75 - All All All

Operating System Xerox Copycentre C75 Firmware All All All All

Operating System Xerox Copycentre C75 Firmware All All All All

Operating System Xerox Copycentre C75 Firmware All All All All

Hardware Xerox Copycentre C90 - All All All

Hardware Xerox Copycentre C90 - All All All

Operating System Xerox Copycentre C90 Firmware All All All All

Operating System Xerox Copycentre C90 Firmware All All All All

Operating System Xerox Copycentre C90 Firmware All All All All

Hardware Xerox Workcentre Pro 65 - All All All

Hardware Xerox Workcentre Pro 65 - All All All
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Hardware Xerox Workcentre Pro 65 - All All All

Operating System Xerox Workcentre Pro 65 Firmware All All All All

Operating System Xerox Workcentre Pro 65 Firmware All All All All

Operating System Xerox Workcentre Pro 65 Firmware All All All All

Hardware Xerox Workcentre Pro 75 - All All All

Hardware Xerox Workcentre Pro 75 - All All All

Operating System Xerox Workcentre Pro 75 Firmware All All All All

Operating System Xerox Workcentre Pro 75 Firmware All All All All

Operating System Xerox Workcentre Pro 75 Firmware All All All All

Hardware Xerox Workcentre Pro 90 - All All All

Hardware Xerox Workcentre Pro 90 - All All All

Operating System Xerox Workcentre Pro 90 Firmware All All All All

Operating System Xerox Workcentre Pro 90 Firmware All All All All

Operating System Xerox Workcentre Pro 90 Firmware All All All All

References

Reference Source

Xerox CopyCentre / WorkCentre Pro Multiple Denial of Service Vulnerabilities - Advisories - Secunia SECUNIA

IBM X-Force Exchange XF

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

23726 OSVDB

Page not found – Xerox Nav Content- Production CONFIRM

SecurityTracker.com Archives - Xerox WorkCentre Pro Multiple PostScript Processing Errors Let Remote Users Deny Service SECTRACK

23725 OSVDB

Xerox WorkCentre / CopyCentre Multiple Vulnerabilities BID

IBM X-Force Exchange XF

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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