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CVE-2006-1220

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVUACURUNCRIPAP Certain versions of Mac Os X from Apple contain the following
’ vulnerability:

Integer overflow in the mach_msg_send function in the kernel for Mac
OS X might allow local users to execute arbitrary code via unknown
attack vectors related to a large message header size, which leads to a
heap-based buffer overflow.

CVE-2006-1220 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 4.6- MEDIUM

Access Access Authentication
Vector Complexity

Low [NONE_
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link
Apple Mac OS X Kernel MACH_MSG_SEND Local Heap Overflow (%) BID 17056
Vulnerability

() OSVDB 28453

Not Archived

-[nemo |- @ MISC
www.felinemenace.org/~nemo/

Not Archived

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
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https://cve.report/
https://cve.report/CVE-2006-1220/mitre
https://cve.report/CVE-2006-1220/nist
https://cve.report/CVE-2006-1220/cve_org
https://cve.report/CVE-2006-1220.pdf
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://cve.report/bid/17056
http://www.osvdb.org/28453
https://web.archive.org/web/2006/http://www.felinemenace.org/~nemo/
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There are currently no QIDs associated with this CVE
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Operating Apple Mac Os X Server 10.4.5 All All All
System

cpe:2.3:0:apple:mac_os_x:10.0:

cpe:2.3:0:apple:mac_os_x:10.0.1: "™
cpe:2.3:0:apple:mac_os_x:10.0.2:* ™
cpe:2.3:0:apple:mac_os_x:10.0.3:* " ™
cpe:2.3:0:apple:mac_os_x:10.0.4: " ™
cpe:2.3:0:apple:mac_os_x:10.1:*

cpe:2.3:0:apple:mac_os_x:10.1.1: ™
cpe:2.3:0:apple:mac_os_x:10.1.2:% "
cpe:2.3:0:apple:mac_os_x:10.1.3: ="
cpe:2.3:0:apple:mac_os_x:10.1.4: "%
cpe:2.3:0:apple:mac_os_x:10.1.5: %"
cpe:2.3:0:apple:mac_os_x:10.2:%:":* "

cpe:2.3:0:apple:mac_os_x:10.2.1: "
cpe:2.3:0:apple:mac_os_x:10.2.2:*: """
cpe:2.3:0:apple:mac_os_x:10.2.3: """
cpe:2.3:0:apple:mac_os_x:10.2.4:* """
cpe:2.3:0:apple:mac_os_x:10.2.5: """
cpe:2.3:0:apple:mac_os_x:10.2.6:*:*:*:":*
cpe:2.3:0:apple:mac_os_x:10.2.7: "

cpe:2.3:0:apple:mac_os_x:10.2.8:*: """

O

cpe:2.3:0:apple:mac_os_x:10.3:%:" ™

cpe:2.3:0:apple:mac_os_x:10.3.1: "

akLkuk ok kukk,

cpe:2.3:0:apple:mac_os_x:10.3.2:*: "

cpe:2.3:0:apple:mac_os_x:10.3.3:*: "

dkLk Lk ak Rk k.

cpe:2.3:0:apple:mac_os_x:10.3.4:* "

ARk kR kR k.

cpe:2.3:0:apple:mac_os_x:10.3.5:% % "
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ARk kR Rk k.

cpe:2.3:0:apple:mac_os_x:10.3.6:*:*:*:*:**:*:
cpe:2.3:0:apple:mac_os_x:10.3.7: % " **:
cpe:2.3:0:apple:mac_os_x:10.3.8: " ™
cpe:2.3:0:apple:mac_os_x:10.3.9:* " ™
cpe:2.3:0:apple:mac_os_x:10.4:

cpe:2.3:0:apple:mac_os_x:10.4.1: ™
cpe:2.3:0:apple:mac_os_x:10.4.2:% " ™
cpe:2.3:0:apple:mac_os_x:10.4.3:* " ™
cpe:2.3:0:apple:mac_os_x:10.4.4: "
cpe:2.3:0:apple:mac_os_x:10.4.5: " "
cpe:2.3:0:apple:mac_os_x:10.0:*: %

cpe:2.3:0:apple:mac_os_x:10.0.1: "%
cpe:2.3:0:apple:mac_os_x:10.0.2:%: "
cpe:2.3:0:apple:mac_os_x:10.0.3:: """
cpe:2.3:0:apple:mac_os_x:10.0.4:* "
cpe:2.3:0:apple:mac_os_x:10.1:% " ™

cpe:2.3:0:apple:mac_os_x:10.1.1: ="
cpe:2.3:0:apple:mac_os_x:10.1.2: """
cpe:2.3:0:apple:mac_os_x:10.1.3: %"
cpe:2.3:0:apple:mac_os_x:10.1.4: ="
cpe:2.3:0:apple:mac_os_x:10.1.5: %"
cpe:2.3:0:apple:mac_os_x:10.2:%:" "™

cpe:2.3:0:apple:mac_os_x:10.2.1: "

akLkLk ok kakk,

cpe:2.3:0:apple:mac_os_x:10.2.2:*: "

cpe:2.3:0:apple:mac_os_x:10.2.3:* "

dkak Lk ok Lk ak k.

cpe:2.3:0:apple:mac_os_x:10.2.4:*: "

cpe:2.3:0:apple:mac_os_x:10.2.5:% % "

dkLkLk kR Rk,

cpe:2.3:0:apple:mac_os_x:10.2.6:*:*:*:"**:*:

ARk kR Lk kk,

cpe:2.3:0:apple:mac_os_x:10.2.7:* % "



ARk kR Rk k.

cpe:2.3:0:apple:mac_os_x:10.2.8:*:*:*:***:*:
cpe:2.3:0:apple:mac_os_x:10.3:*:****:*:*:
cpe:2.3:0:apple:mac_os_x:10.3.1: ™
cpe:2.3:0:apple:mac_os_x:10.3.2:% " ™
cpe:2.3:0:apple:mac_os_x:10.3.3:* " ™
cpe:2.3:0:apple:mac_os_x:10.3.4: " ™
cpe:2.3:0:apple:mac_os_x:10.3.5: " ™
cpe:2.3:0:apple:mac_os_x:10.3.6: " :*:
cpe:2.3:0:apple:mac_os_x:10.3.7:% " :*:
cpe:2.3:0:apple:mac_os_x:10.3.8:***:***:*:
cpe:2.3:0:apple:mac_os_x:10.3.9: "
cpe:2.3:0:apple:mac_os_x:10.4:":" "™
cpe:2.3:0:apple:mac_os_x:10.4.1: ="
cpe:2.3:0:apple:mac_os_x:10.4.2:** "
cpe:2.3:0:apple:mac_os_x:10.4.3: %"
cpe:2.3:0:apple:mac_os_x:10.4.4: ="
cpe:2.3:0:apple:mac_os_x:10.4.5: %"
cpe:2.3:0:apple:mac_os_x_server:10.0:*:%:":*:
cpe:2.3:0:apple:mac_os_x_server:10.1:%:% "
cpe:2.3:0:apple:mac_os_x_server:10.1.1:* %"

skakakakakakak.

cpe:2.3:0:apple:mac_os_x_server:10.1.2:* %"

cpe:2.3:0:apple:mac_os_x_server:10.1.3:* """

Skkakakakakak.

cpe:2.3:0:apple:mac_os_x_server:10.1.4:: %"

skkakakakakak.

cpe:2.3:0:apple:mac_os_x_server:10.1.5:: %"

cpe:2.3:0:apple:mac_os_x_server:10.2:%:* "

Skk Lk k Lk ukak.

cpe:2.3:0:apple:mac_os_x_server:10.2.1:: %"

cpe:2.3:0:apple:mac_os_x_server:10.2.2::*:* """

Skk ok ak ok akak.

cpe:2.3:0:apple:mac_os_x_server:10.2.3::*: """



skk ok k ok akak.

cpe:2.3:0:apple:mac_os_x_server:10.2.4:*:***:***;
cpe:2.3:0:apple:mac_os_x_server:10.2.5: %% :**:*;
cpe:2.3:0:apple:mac_os_x_server:10.2.6:*:*: " ™
cpe:2.3:0:apple:mac_os_x_server:10.2.7:

Sk Kk ok akakak,

cpe:2.3:0:apple:mac_os_x_server:10.2.8:*: " "

Kk kKK kLK,

cpe:2.3:0:apple:mac_os_x_server:10.3:** " ™

Sk Lk ak ok akakak.

cpe:2.3:0:apple:mac_os_x_server:10.3.1:

Sk Kk ok akakak.

cpe:2.3:0:apple:mac_os_x_server:10.3.2:* " "
cpe:2.3:0:apple:mac_os_x_server:10.3.3: """ ™
cpe:2.3:0:apple:mac_os_x_server:10.3.4:* "
cpe:2.3:0:apple:mac_os_x_server:10.3.5:* "
cpe:2.3:0:apple:mac_os_x_server:10.3.6: """ *:
cpe:2.3:0:apple:mac_os_x_server:10.3.7:* """
cpe:2.3:0:apple:mac_os_x_server:10.3.8::*:*:*:":*:*:
cpe:2.3:0:apple:mac_os_x_server:10.3.9:* """
cpe:2.3:0:apple:mac_os_x_server:10.4:*:% "

cpe:2.3:0:apple:mac_os_x_server:10.4.1:* = "
cpe:2.3:0:apple:mac_os_x_server:10.4.2:* %" "
cpe:2.3:0:apple:mac_os_x_server:10.4.3: """
cpe:2.3:0:apple:mac_os_x_server:10.4.4:* %"
cpe:2.3:0:apple:mac_os_x_server:10.4.5: """

akLk LKLk LKL KLk,

cpe:2.3:0:apple:mac_os_x_server:10.0:*:":"

akLk LKLk LK LK LK,

cpe:2.3:0:apple:mac_os_x_server:10.1:%: "

Skkakakakakak.

cpe:2.3:0:apple:mac_os_x_server:10.1.1:* %"
cpe:2.3:0:apple:mac_os_x_server:10.1.2: % %"
cpe:2.3:0:apple:mac_os_x_server:10.1.3: """
cpe:2.3:0:apple:mac_os_x_server:10.1.4: %"
cpe:2.3:0:apple:mac_os_x_server:10.1.5: % "

Ak kKK kKK,

cpe:2.3:0:apple:mac_os_x_server:10.2:%: "



Skk ok k ok akak.

cpe:2.3:0:apple:mac_os_x_server:10.2.1:***: %
cpe:2.3:0:apple:mac_os_x_server:10.2.2::*:**:***;
cpe:2.3:0:apple:mac_os_x_server:10.2.3:* " ™
cpe:2.3:0:apple:mac_os_x_server:10.2.4:

Skuk ok k ok kak.

cpe:2.3:0:apple:mac_os_x_server:10.2.5:* " "
cpe:2.3:0:apple:mac_os_x_server:10.2.6:*:*: " "
cpe:2.3:0:apple:mac_os_x_server:10.2.7:* "
cpe:2.3:0:apple:mac_os_x_server:10.2.8:*:* " ™

Kk kKK kK,

cpe:2.3:0:apple:mac_os_x_server:10.3:******:*:

sk ok ak ok akakak.

cpe:2.3:0:apple:mac_os_x_server:10.3.1: "™

cpe:2.3:0:apple:mac_os_x_server:10.3.2:* """

cpe:2.3:0:apple:mac_os_x_server:10.3.3:* """

cpe:2.3:0:apple:mac_os_x_server:10.3.4:* """ "

cpe:2.3:0:apple:mac_os_x_server:10.3.5: """

cpe:2.3:0:apple:mac_os_x_server:10.3.6:* """ "™

cpe:2.3:0:apple:mac_os_x_server:10.3.7:* """

cpe:2.3:0:apple:mac_os_x_server:10.3.8::*:*:*:":*:*:

cpe:2.3:0:apple:mac_os_x_server:10.3.9:* """

cpe:2.3:0:apple:mac_os_x_server:10.4:"* "

cpe:2.3:0:apple:mac_os_x_server:10.4.1: " "

cpe:2.3:0:apple:mac_os_x_server:10.4.2:* """

skakakakakakak.

cpe:2.3:0:apple:mac_os_x_server:10.4.3::* """

cpe:2.3:0:apple:mac_os_x_server:10.4.4:*: 7 *:"*:

cpe:2.3:0:apple:mac_os_x_server:10.4.5:: " "

No vendor comments have been submitted for this CVE
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