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Summary

CVE CVE-2006-1244

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-03-15 19:06:00 UTC

Updated 2018-10-03 21:36:00 UTC

Description Unspecified vulnerability in certain versions of xpdf after 3.00, as used in various products including (a) pdfkit.framework, (b) gpdf, (c) pdftohtml, and (d) libextractor, has unknown impact and user-assisted attack vectors, possibly involving errors in (1) gmem.c, (2) SplashXPathScanner.cc, (3) JBIG2Stream.cc, (4) JPXStream.cc, and/or (5) Stream.cc. 

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 3.1 All All All

Operating System Debian Debian Linux 3.1 All alpha All

Operating System Debian Debian Linux 3.1 All amd64 All

Operating System Debian Debian Linux 3.1 All arm All

Operating System Debian Debian Linux 3.1 All hppa All

Operating System Debian Debian Linux 3.1 All ia-32 All

Operating System Debian Debian Linux 3.1 All ia-64 All

Operating System Debian Debian Linux 3.1 All m68k All

Operating System Debian Debian Linux 3.1 All mips All

Operating System Debian Debian Linux 3.1 All mipsel All

Operating System Debian Debian Linux 3.1 All ppc All

Operating System Debian Debian Linux 3.1 All s-390 All

Operating System Debian Debian Linux 3.1 All sparc All

Operating System Debian Debian Linux 3.1 All All All

Operating System Debian Debian Linux 3.1 All alpha All

Operating System Debian Debian Linux 3.1 All amd64 All

Operating System Debian Debian Linux 3.1 All arm All
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Operating System Debian Debian Linux 3.1 All arm All

Operating System Debian Debian Linux 3.1 All hppa All

Operating System Debian Debian Linux 3.1 All ia-32 All

Operating System Debian Debian Linux 3.1 All ia-64 All

Operating System Debian Debian Linux 3.1 All m68k All

Operating System Debian Debian Linux 3.1 All mips All

Operating System Debian Debian Linux 3.1 All mipsel All

Operating System Debian Debian Linux 3.1 All ppc All

Operating System Debian Debian Linux 3.1 All s-390 All

Operating System Debian Debian Linux 3.1 All sparc All

Application Gnome Gpdf 2.8.2 All All All

Application Gnome Gpdf 2.8.2 All All All

Application Libextractor Libextractor 0.3.11 All All All

Application Libextractor Libextractor 0.3.6 All All All

Application Libextractor Libextractor 0.3.7 All All All

Application Libextractor Libextractor 0.3.8 All All All

Application Libextractor Libextractor 0.3.9 All All All

Application Libextractor Libextractor 0.4 All All All

Application Libextractor Libextractor 0.4.1 All All All

Application Libextractor Libextractor 0.4.2 All All All

Application Libextractor Libextractor 0.5 All All All

Application Libextractor Libextractor 0.3.11 All All All

Application Libextractor Libextractor 0.3.6 All All All

Application Libextractor Libextractor 0.3.7 All All All

Application Libextractor Libextractor 0.3.8 All All All

Application Libextractor Libextractor 0.3.9 All All All

Application Libextractor Libextractor 0.4 All All All

Application Libextractor Libextractor 0.4.1 All All All

Application Libextractor Libextractor 0.4.2 All All All

Application Libextractor Libextractor 0.5 All All All

Application Xpdf Xpdf 0.90 All All All

Application Xpdf Xpdf 0.91 All All All

Application Xpdf Xpdf 0.92 All All All

Application Xpdf Xpdf 0.93 All All All

Application Xpdf Xpdf 1.0 All All All

Application Xpdf Xpdf 1.0a All All All
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Application Xpdf Xpdf 1.1 All All All

Application Xpdf Xpdf 2.0 All All All

Application Xpdf Xpdf 2.1 All All All

Application Xpdf Xpdf 2.2 All All All

Application Xpdf Xpdf 2.3 All All All

Application Xpdf Xpdf 3.0 All All All

Application Xpdf Xpdf 3.0.1 All All All

Application Xpdf Xpdf 3.0.1_pl1 All All All

Application Xpdf Xpdf 3.0_pl2 All All All

Application Xpdf Xpdf 3.0_pl3 All All All

Application Xpdf Xpdf 0.90 All All All

Application Xpdf Xpdf 0.91 All All All

Application Xpdf Xpdf 0.92 All All All

Application Xpdf Xpdf 0.93 All All All

Application Xpdf Xpdf 1.0 All All All

Application Xpdf Xpdf 1.0a All All All

Application Xpdf Xpdf 1.1 All All All

Application Xpdf Xpdf 2.0 All All All

Application Xpdf Xpdf 2.1 All All All

Application Xpdf Xpdf 2.2 All All All

Application Xpdf Xpdf 2.3 All All All

Application Xpdf Xpdf 3.0 All All All

Application Xpdf Xpdf 3.0.1 All All All

Application Xpdf Xpdf 3.0.1_pl1 All All All

Application Xpdf Xpdf 3.0_pl2 All All All

Application Xpdf Xpdf 3.0_pl3 All All All

References

Reference Source Link Tags

USN-270-1: xpdf vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntu.com

XPDF Multiple Unspecified Vulnerabilities BID www.securityfocus.com

Debian -- Security Information -- DSA-998-1 libextractor DEBIAN www.debian.org Patch, Vendor Advisory

Debian -- Security Information -- DSA-1019-1 koffice DEBIAN www.debian.org Patch, Vendor Advisory

Debian update for xpdf - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com Patch, Vendor Advisory

Debian -- Security Information -- DSA-982-1 gpdf DEBIAN www.debian.org Patch, Vendor Advisory

Debian update for gpdf - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com Patch, Vendor Advisory
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Debian -- Security Information -- DSA-983-1 pdftohtml DEBIAN www.debian.org Patch, Vendor Advisory

Debian update for pdftohtml - Advisories - Secunia SECUNIA secunia.com Patch, Vendor Advisory

Secunia - Advisories - Debian update for libextractor SECUNIA secunia.com Patch, Vendor Advisory

Debian -- Security Information -- DSA-984-1 xpdf DEBIAN www.debian.org Patch, Vendor Advisory

Debian -- Security Information -- DSA-979-1 pdfkit.framework DEBIAN www.debian.org Patch, Vendor Advisory

404 Not Found MISC security.debian.org Patch

Secunia - Advisories - Debian update for koffice SECUNIA secunia.com Patch, Vendor Advisory

Secunia - Advisories - Ubuntu Updates for Multiple Packages SECUNIA secunia.com Patch, Vendor Advisory

23834 OSVDB www.osvdb.org

Secunia - Advisories - Debian update for pdfkit.framework SECUNIA secunia.com Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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