CVE-2006-1245
Published on: 03/16/2006 12:00:00 AM UTC
Last Modified on: 03/23/2021 11:24:59 PM UTC

CVE-2006-1245

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACUAUNCPIPAP Certain versions of le from Microsoft contain the following vulnerability:

Buffer overflow in mshtml.dll in Microsoft Internet Explorer
6.0.2900.2180, and probably other versions, allows remote attackers to
execute arbitrary code via an HTML tag with a large number of script
action handlers such as onload and onmouseover, as demonstrated
using onclick, aka the "Multiple Event Handler Memory Corruption
Vulnerability."

CVE-2006-1245 has been assigned by g¥ secure@microsoft.com to track the vulnerability

CVSS2 Score: 7.5-HIGH
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Impact Impact Impact
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Microsoft le 6.0 sp2 All All
Application Microsoft le 6.0 sp2 All All

cpe:2.3:a:microsoft:ie:6.0:sp2:*:*:*:**:*:

cpe:2.3:a:microsoft:ie:6.0:sp2:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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