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Certain versions of Ie from Microsoft contain the following vulnerability:

Buffer overflow in mshtml.dll in Microsoft Internet Explorer
6.0.2900.2180, and probably other versions, allows remote attackers to
execute arbitrary code via an HTML tag with a large number of script
action handlers such as onload and onmouseover, as demonstrated
using onclick, aka the "Multiple Event Handler Memory Corruption
Vulnerability."

CVSS2 Score: 7.5 - HIGH
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CVE References

Description Tags Link

SecurityTracker.com Archives - (Vendor Issues Fix) Microsoft Internet
Explorer 'mshtml.dll' Bug in Processing Multiple Action Handlers Lets
Remote Users Deny Service

Patch

securitytracker.com

text/html

 SECTRACK 1015794

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL
oval:org.mitre.oval:def:1569

No Description Provided Exploit

www.osvdb.org

Inactive Link Not Archived

 OSVDB 23964

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL
oval:org.mitre.oval:def:1766

Webmail - OVH www.vupen.com  VUPEN ADV-2006-1318

CVE-2006-1245 has been assigned by  secure@microsoft.com to track the vulnerability
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Webmail - OVH www.vupen.com

text/html

 VUPEN ADV-2006-1318

SecurityFocus www.securityfocus.com

text/html

 BUGTRAQ 20061205 Re:
MS Internet Explorer 6.0
(mshtml.dll) Denial of Service
Exploit

Microsoft Security Bulletin MS06-013 - Critical | Microsoft Docs docs.microsoft.com

text/html

 MS MS06-013

US-CERT Technical Cyber Security Alert TA06-101A -- Microsoft Windows
and Internet Explorer Vulnerabilities

Third Party Advisory

US Government Resource

www.us-cert.gov

text/html

 CERT TA06-101A

Internet Explorer Multiple Vulnerabilities - Advisories - Secunia Patch

Vendor Advisory

web.archive.org

text/html

 SECUNIA 18957

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL
oval:org.mitre.oval:def:1599

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL
oval:org.mitre.oval:def:1632

No Description Provided web.archive.org

text/html

Inactive Link Not Archived

 BUGTRAQ 20060316
Remote overflow in MSIE
script action handlers
(mshtml.dll)

Microsoft Internet Explorer Script Action Handler Buffer Overflow
Vulnerability

Exploit

Patch

cve.report (archive)

text/html

 BID 17131

Internet Explorer Multiple Event Handlers Memory Corruption Vulnerability -
Advisories - Secunia

Patch

Vendor Advisory

web.archive.org

text/html

 SECUNIA 19269

US-CERT Vulnerability Note VU#984473 Third Party Advisory

US Government Resource

www.kb.cert.org

text/html

 CERT-VN VU#984473

SecurityFocus www.securityfocus.com

text/html

 BUGTRAQ 20060325 Re:
[optimized PoC] Remote
overflow in MSIE script action
handlers (mshtml.dll)

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL
oval:org.mitre.oval:def:1451

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF ie-mshtml-bo(25292)

SecurityFocus www.securityfocus.com

text/html

 BUGTRAQ 20061203 MS
Internet Explorer 6.0
(mshtml.dll) Denial of Service
Exploit

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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← Previous ID Next ID→

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Ie 6.0 sp2 All All

Application Microsoft Ie 6.0 sp2 All All

No vendor comments have been submitted for this CVE
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