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Certain versions of Hp-ux from Hp contain the following vulnerability:

Unspecified vulnerability in usermod in HP-UX B.11.00, B.11.11, and
B.11.23, when run with certain options that involve a new home
directory, might cause usermod to change the ownership of all
directories and files under the new directory, which might result in less
secure permissions than intended.

CVSS2 Score: 4.6 - MEDIUM
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CVE References

Description Tags Link

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF hpux-usermod-
unauthorized-access(25311)

HP-UX Usermod Local Unauthorized Access Vulnerability cve.report (archive)

text/html

 BID 17143

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL
oval:org.mitre.oval:def:1098

Secunia - Advisories - HP-UX usermod Recursive Ownership Change
Security Issue

web.archive.org

text/html

 SECUNIA 19305

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL
oval:org.mitre.oval:def:785

No Description Provided h20000.www2.hp.com  HP HPSBUX02102

CVE-2006-1248 has been assigned by  cve@mitre.org to track the vulnerability
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https://cve.report/CVE-2006-1248.pdf
http://cve.report/software/hp/hp-ux
http://cve.report/vendor/hp
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://exchange.xforce.ibmcloud.com/vulnerabilities/25311
http://cve.report/bid/17143
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A1098
https://web.archive.org/web/2006/http://secunia.com/advisories/19305
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A785
http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?lang=en&cc=us&objectID=c00614838


← Previous ID Next ID→

Inactive Link Not Archived

HP-UX Unspecified Bug in passwd Lets Local Users Deny Service -
SecurityTracker

securitytracker.com

text/html

 SECTRACK 1015834

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH www.vupen.com

text/html

 VUPEN ADV-2006-0997

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL
oval:org.mitre.oval:def:772

HP-UX usermod Lets Local Users Modify File and Directory Permissions
- SecurityTracker

securitytracker.com

text/html

 SECTRACK 1015782

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Hp Hp-ux 11.00 All All All

Operating
System

Hp Hp-ux 11.11 All All All

Operating
System

Hp Hp-ux 11.23 All ia64_64-bit All

Operating
System

Hp Hp-ux 11.00 All All All

Operating
System

Hp Hp-ux 11.11 All All All

Operating
System

Hp Hp-ux 11.23 All ia64_64-bit All

No vendor comments have been submitted for this CVE

cpe:2.3:o:hp:hp-ux:11.00:*:*:*:*:*:*:*:

cpe:2.3:o:hp:hp-ux:11.11:*:*:*:*:*:*:*:

cpe:2.3:o:hp:hp-ux:11.23:*:ia64_64-bit:*:*:*:*:*:

cpe:2.3:o:hp:hp-ux:11.00:*:*:*:*:*:*:*:

cpe:2.3:o:hp:hp-ux:11.11:*:*:*:*:*:*:*:

cpe:2.3:o:hp:hp-ux:11.23:*:ia64_64-bit:*:*:*:*:*:
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