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AVNACMAUNCRIPAP Certain versions of ltunes from Apple contain the following
’ vulnerability:

Integer overflow in Apple QuickTime Player 7.0.3 and 7.0.4 and iTunes
6.0.1 and 6.0.2 allows remote attackers to execute arbitrary code via a
FlashPix (FPX) image that contains a field that specifies a large
number of blocks.

CVE-2006-1249 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: 6.8- MEDIUM
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CVE References

Description Tags Link

Apple QuickTime/iTunes Integer And Heap () BID 17074

Overflow Vulnerabilities

SecurityFocus ) BUGTRAQ 20060511 [EEYEB-20060307] Apple
QuickTime FPX Integer Overflow

APPLE-SA-2006-05-11 QuickTime 7.1 [ APPLE APPLE-SA-2006-05-11

Webmail - OVH [ www.vupen.com | (@ VUPEN ADV-2006-1778

US-CERT Technical Cyber Security Alert TAO6- @ CERT TA06-132B

132B -- Apple QuickTime Vulnerabilities

QuickTime Multiple Code Execution { SECUNIA 20069
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https://cve.report/CVE-2006-1249/mitre
https://cve.report/CVE-2006-1249/nist
https://cve.report/CVE-2006-1249/cve_org
https://cve.report/CVE-2006-1249.pdf
http://cve.report/software/apple/itunes
http://cve.report/vendor/apple
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://cve.report/bid/17074
http://www.securityfocus.com/archive/1/433850/100/0/threaded
http://lists.apple.com/archives/security-announce/2006/May/msg00002.html
http://www.vupen.com/english/advisories/2006/1778
http://www.us-cert.gov/cas/techalerts/TA06-132B.html
https://web.archive.org/web/2006/http://secunia.com/advisories/20069

Vulnerabilities - Advisories - Secunia
SecurityFocus ) BUGTRAQ 20060512 Apple QuickDraw/QuickTime
Multiple Vulnerabilities

IBM X-Force Exchange € XF quicktime-flashpix-overflow(26398)

text/html

BeyondTrust | Privileged Access Management, (@ MIsC
Cyber Security, and Remote Access (formerly www.eeye.com/html/research/upcoming/20060307b.html
Bomgar) | BeyondTrust

US-CERT Vulnerability Note VU#570689 & CERT-VN VU#570689

www.kb.cert.org
text/html

SecurityTracker.com Archives - Apple QuickTime 7y SECTRACK 1016067
Buffer Overflows in Processing

JPEG/BMP/FlashPix/PICT Images and

QuickTime/AVI/MPEG4/Flash Movies Let Remote

Users Execute Arbitrary Code

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Apple Itunes 6.0.1 All All All
Application Apple ltunes 6.0.2 All All All
Application Apple Itunes 6.0.1 All All All
Application Apple ltunes 6.0.2 All All All
Application Apple Quicktime 7.0.3 All All All
Application Apple Quicktime 7.0.4 All All All
Application Apple Quicktime 7.0.3 All All All
Application Apple Quicktime 7.0.4 All All All

cpe:2.3:a:apple:itunes:6.0.1:*: 7 *:":*:

cpe:2.3:a:apple:itunes:6.0.2:*: " *:*:

cpe:2.3:a:apple:itunes:6.0.1: "

cpe:2.3:a:apple:itunes:6.0.2:*: " *:*:

cpe:2.3:a:apple:quicktime:7.0.3:*:

cpe:2.3:a:apple:quicktime:7.0.4:
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http://cve.report/software/apple/itunes
http://cve.report/vendor/apple
http://cve.report/software/apple/itunes
http://cve.report/vendor/apple
http://cve.report/software/apple/quicktime
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http://cve.report/software/apple/quicktime
http://cve.report/vendor/apple
http://cve.report/software/apple/quicktime
http://cve.report/vendor/apple
http://cve.report/software/apple/quicktime

cpe:2.3:a:apple:quicktime:7.0.3: "

cpe:2.3:a:apple:quicktime:7.0.4:

No vendor comments have been submitted for this CVE
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