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CVE CVE-2006-1278
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-03-19 11:06:00 UTC
Updated 2025-04-03 01:03:51 UTC
Description SQL injection vulnerability in @1 File Store 2006.03.07 allows remote attackers to execute arbitrary SQL commands via the

/ ]

Risk And Classification

Primary CVSS: v2.0 6.8 from nvd@nist.gov

AV:N/AC:M/Au:N/C:P/I:P/A:P
EPSS: 0.026250000 probability, percentile 0.856950000 (date 2026-04-17)
Problem Types: CWE-89 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity
\uthentication
Sonfidentiality
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\vailability

AV:N/AC:M/Au:N/C:P/I:P/A:P

i [iv]

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language


https://cve.report/
https://cve.report/CVE-2006-1278/mitre
https://cve.report/CVE-2006-1278/nist
https://cve.report/CVE-2006-1278/cve_org
https://cve.report/api/cve/CVE-2006-1278.json
https://cve.report/CVE-2006-1278.pdf

Application Upoint @1 File Store 2006.03.07 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

www.osvdb.org/23852

eVuln.com - @1 File Store Multiple XSS and SQL Injection Vulnerabilities
www.osvdb.org/23863

IBM X-Force Exchange

@1 File Store Multiple Input Validation Vulnerabilities
www.osvdb.org/23859

www.osvdb.org/23861

SecurityTracker.com Archives - [Vendor Has Issued a Fix] @1 File Store Input Validation Flaws Permit Cross-Site Scripting and SQL Injection
www.osvdb.org/23854

IBM X-Force Exchange

www.osvdb.org/23856

@1 File Store Script Insertion and SQL Injection - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

File Store PRO 'download.php' SQL Injection Vulnerability

[VIM] @1 File Store PRO SQL injection - the old gray dupe
www.osvdb.org/23857

www.osvdb.org/23855

www.osvdb.org/23864

osvdb.org/47017

www.osvdb.org/23851

www.osvdb.org/23860

IBM X-Force Exchange

SecurityReason

osvdb.org/47018

SecurityFocus

@1 File Store PRO "id" SQL Injection Vulnerabilities - Advisories - Secunia
www.osvdb.org/24106

www.osvdb.org/23858



http://cve.report/vendor/upoint
http://cve.report/software/upoint/@1_file_store
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.osvdb.org/23852
http://evuln.com/vulns/95/summary.html
http://www.osvdb.org/23863
https://exchange.xforce.ibmcloud.com/vulnerabilities/25183
http://www.securityfocus.com/bid/17090
http://www.osvdb.org/23859
http://www.osvdb.org/23861
http://securitytracker.com/id?1015826
http://www.osvdb.org/23854
https://exchange.xforce.ibmcloud.com/vulnerabilities/43724
http://www.osvdb.org/23856
http://secunia.com/advisories/19224
http://www.vupen.com/english/advisories/2006/0943
http://www.securityfocus.com/bid/30182
http://www.attrition.org/pipermail/vim/2009-August/002246.html
http://www.osvdb.org/23857
http://www.osvdb.org/23855
http://www.osvdb.org/23864
http://osvdb.org/47017
http://www.osvdb.org/23851
http://www.osvdb.org/23860
https://exchange.xforce.ibmcloud.com/vulnerabilities/43718
http://securityreason.com/securityalert/619
http://osvdb.org/47018
http://www.securityfocus.com/archive/1/428659/100/0/threaded
http://secunia.com/advisories/31063
http://www.osvdb.org/24106
http://www.osvdb.org/23858

File Store PRO 3.2 Multiple Blind SQL Injection Vulnerabilities
www.osvdb.org/23862

www.osvdb.org/23853

CVE Program record

NVD vulnerability detail

/]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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https://www.exploit-db.com/exploits/6040
http://www.osvdb.org/23862
http://www.osvdb.org/23853
https://www.cve.org/CVERecord?id=CVE-2006-1278
https://nvd.nist.gov/vuln/detail/CVE-2006-1278
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
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https://status.cve.report

	CVE-2006-1278
	Summary
	Risk And Classification
	CVSS v2.0 Breakdown

	NVD Known Affected Configurations (CPE 2.3)
	Vendor Declared Affected Products
	References


