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CVE CVE-2006-1303
State PUBLISHED
Assigner microsoft

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-06-13 19:06:00 UTC
Updated 2025-04-03 01:03:51 UTC
Description Multiple unspecified vulnerabilities in Microsoft Internet Explorer 5.01 SP4 and 6 SP1 and earlier allow remote attackers to «

/ |

Risk And Classification

Primary CVSS: v2.0 9.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:C/I:C/A:C

EPSS: 0.527510000 probability, percentile 0.979530000 (date 2026-04-16)
Problem Types: CWE-94 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language


https://cve.report/
https://cve.report/CVE-2006-1303/mitre
https://cve.report/CVE-2006-1303/nist
https://cve.report/CVE-2006-1303/cve_org
https://cve.report/api/cve/CVE-2006-1303.json
https://cve.report/CVE-2006-1303.pdf

Application Microsoft le 5.0.1 All windows_2000 All
Application Microsoft le 5.0.1 All windows_95 All
Application Microsoft le 5.0.1 All windows_98 All
Application Microsoft le 5.0.1 All windows_nt_4.0 All
Application Microsoft le 6.0 spi All All
Application Microsoft Internet Explorer 5.0.1 All All All
Application Microsoft Internet Explorer 5.0.1 spi All All
Application Microsoft Internet Explorer 5.0.1 sp2 All All
Application Microsoft Internet Explorer 5.0.1 sp3 All All
Application Microsoft Internet Explorer 5.0.1 sp4 All All
Application Microsoft Internet Explorer 6.0 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

US-CERT Vulnerability Note VU#959049

Microsoft Internet Explorer COM Obiject Instantiation Code Execution Vulnerability Variant
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Repository / Oval Repository

Repository / Oval Repository

Repository / Oval Repository

SecurityTracker.com Archives - Microsoft Internet Explorer Multiple Memory and Access Control Errors Let Remote Users Execute Arbitrary C
IBM X-Force Exchange

Repository / Oval Repository

Microsoft Security Bulletin MS06-021 - Critical | Microsoft Docs

www.osvdb.org/26442

SecurityFocus

Microsoft Internet Explorer Multiple Vulnerabilities - Advisories - Secunia

Repository / Oval Repository

Repository / Oval Repository

ZDI-06-018 | Zero Day Initiative

CVE Program record

NVD vulnerability detail
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http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/internet_explorer
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.kb.cert.org/vuls/id/959049
http://www.securityfocus.com/bid/18328
http://www.vupen.com/english/advisories/2006/2319
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A1973
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A1135
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A1767
http://securitytracker.com/id?1016291
https://exchange.xforce.ibmcloud.com/vulnerabilities/26774
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A2017
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2006/ms06-021
http://www.osvdb.org/26442
http://www.securityfocus.com/archive/1/437041/100/0/threaded
http://secunia.com/advisories/20595
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A1928
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A1830
http://www.zerodayinitiative.com/advisories/ZDI-06-018.html
https://www.cve.org/CVERecord?id=CVE-2006-1303
https://nvd.nist.gov/vuln/detail/CVE-2006-1303

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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