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CVE-2006-1352

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUNCAVINAP Certain versions of Weblogic Server from Bea contain the following
’ vulnerability:

BEA WebLogic Server and WebLogic Express 8.1 SP4 and earlier, 7.0
SP6 and earlier, and WebLogic Server 6.1 SP7 and earlier allow
remote attackers to cause a denial of service (memory exhaustion) via
crafted non-canonicalized XML documents.

CVE-2006-1352 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH [ www.vupen.com | ) VUPEN ADV-2006-
1021

BEA WebLogic Server Remote Denial Of Service Vulnerability cve.report (archive) ) BID 17167

IBM X-Force Exchange € XF weblogic-xml-
parser-dos(25348)

WebLogic XML Document Parsing Memory Error Lets Remote Users Deny () SECTRACK 1015790

Service - SecurityTracker

Oracle Fusion Middleware Technologies O BEA BEA06-123.00
Vendor Advisory
dev2dev.bea.com

text/html



https://cve.report/
https://cve.report/CVE-2006-1352/mitre
https://cve.report/CVE-2006-1352/nist
https://cve.report/CVE-2006-1352/cve_org
https://cve.report/CVE-2006-1352.pdf
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.vupen.com/english/advisories/2006/1021
http://cve.report/bid/17167
https://exchange.xforce.ibmcloud.com/vulnerabilities/25348
http://securitytracker.com/id?1015790
http://dev2dev.bea.com/pub/advisory/183

BEA WebLogic Server/Express Two Vulnerabilities - Advisories - Secunia { SECUNIA 19310
web.archive.org

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Bea Weblogic Server 6.1 All express All
Application Bea Weblogic Server 6.1 All win32 All
Application Bea Weblogic Server 6.1 sp1 express All
Application Bea Weblogic Server 6.1 sp1i win32 All
Application Bea Weblogic Server 6.1 sp2 express All
Application Bea Weblogic Server 6.1 sp2 win32 All
Application Bea Weblogic Server 6.1 sp3 express All
Application Bea Weblogic Server 6.1 sp4 express All
Application Bea Weblogic Server 6.1 sp4 win32 All
Application Bea Weblogic Server 6.1 sp5 express All
Application Bea Weblogic Server 6.1 sp5 win32 All
Application Bea Weblogic Server 6.1 spb6 express All
Application Bea Weblogic Server 6.1 spb6 win32 All
Application Bea Weblogic Server 6.1 sp7 express All
Application Bea Weblogic Server 6.1 sp7 win32 All
Application Bea Weblogic Server 7.0 sp1 express All
Application Bea Weblogic Server 7.0 spil win32 All
Application Bea Weblogic Server 7.0 sp2 express All
Application Bea Weblogic Server 7.0 sp3 express All
Application Bea Weblogic Server 7.0 sp3 win32 All
Application Bea Weblogic Server 7.0 sp4 express All
Application Bea Weblogic Server 7.0 sp4 win32 All
Application Bea Weblogic Server 7.0 sp5 express All
Application Bea Weblogic Server 7.0 sp5 win32 All
Application Bea Weblogic Server 7.0 spb6 express All

Application Bea Webloaic Server 7.0 sp6 win32 All
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dkakakk ok,

cpe:2.3:a:bea:weblogic_server:6.1:*:express:*:*:*:*:*:

Skakakkk,

cpe:2.3:a:bea:weblogic_server:6.1:*:win32:*:*:*:*:*:

Skukakakuk.

cpe:2.3:a:bea:weblogic_server:6.1:sp1:express:*:*:*:*:*:

Skakkakuk.

cpe:2.3:a:bea:weblogic_server:6.1:sp1:win32:*:*:*:*:*:

Skukakukuk.

cpe:2.3:a:bea:weblogic_server:6.1:sp2:win32:*:*:*:*:*:

Skukkukk.

cpe:2.3:a:bea:weblogic_server:6.1:sp3:express:*:*:*:*:*:

Skakakakak.

cpe:2.3:a:bea:weblogic_server:6.1:sp4:express:*:*:*:*:*:

Skuk Lk akak.

cpe:2.3:a:bea:weblogic_server:6.1:sp4:win32:*:*:*:*:*:

Skuk Lk akak.

cpe:2.3:a:bea:weblogic_server:6.1:sp5:win32:*:*:*:*:*:

Skakakakak.

cpe:2.3:a:bea:weblogic_server:6.1:sp6:express:*:*:*:*:*:

Skakakakak.

cpe:2.3:a:bea:weblogic_server:6.1:sp6:win32:*:*:*:*:*:

Skakakakak.

cpe:2.3:a:bea:weblogic_server:6.1:sp7:express:*:*:*:*:*:

rna 2 Varhaawahlanic caniar7 NrenRainD %%k k%
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Skukakakk.

cpe:2.3:a:bea:weblogic_server:7.0:sp6:express:*:*:*:*:*:

I

cpe:2.3:a:bea:weblogic_server:7.0:sp6:win32:*:*:*:*:*:

dkakakkk,

cpe:2.3:a:bea:weblogic_server:8.1:*:express:*:*:*:*:*:

dkkakkk,

cpe:2.3:a:bea:weblogic_server:8.1:*:win32:*:*:*:*:*:

Skukkukuk.

cpe:2.3:a:bea:weblogic_server:8.1:sp1:win32:*:*:*:*:*:

I

cpe:2.3:a:bea:weblogic_server:8.1:sp2:express:*:*:*:*:*:

Skukkakuk.

cpe:2.3:a:bea:weblogic_server:8.1:sp2:win32:*:*:*:*:*:

Skkkukk.

cpe:2.3:a:bea:weblogic_server:8.1:sp3:express:*:*:*:*:*:

Skkkukk.

cpe:2.3:a:bea:weblogic_server:8.1:sp4:express:*:*:*:*:*:

Skakakakak.

cpe:2.3:a:bea:weblogic_server:8.1:sp4:win32:*:*:*:*:*:

LRk kR k.

cpe:2.3:a:bea:weblogic_server:6.1:*:express:*:*:*:*:*:

LRk kR k.

cpe:2.3:a:bea:weblogic_server:6.1:*:win32:*:*:*:*:*:

Skakakakak.

cpe:2.3:a:bea:weblogic_server:6.1:sp1:win32:*:*:*:*:*:

Skakakkak.

cpe:2.3:a:bea:weblogic_server:6.1:sp2:express:*:*:*:*:*:

Skukakukak.

cpe:2.3:a:bea:weblogic_server:6.1:sp2:win32:*:*:*:*:*:

Skakakakak.

cpe:2.3:a:bea:weblogic_server:6.1:sp3:express:*:*:*:*:*:

Skak kR k.

cpe:2.3:a:bea:weblogic_server:6.1:sp4:win32:*:*:*:*:*:

Skakakakak.

cpe:2.3:a:bea:weblogic_server:6.1:sp5:express:*:*:*:*:*:

Skakakakak.

cpe:2.3:a:bea:weblogic_server:6.1:sp5:win32:*:*:*:*:*:



I

cpe:2.3:a:bea:weblogic_server:7.0:sp2:express:*:*:*:*:*:

I

cpe:2.3:a:bea:weblogic_server:7.0:sp3:express:*:*:*:*:*:

Skukakukuk.

cpe:2.3:a:bea:weblogic_server:7.0:sp5:express:*:*:*:*:*:

Skukkakak.

cpe:2.3:a:bea:weblogic_server:7.0:sp5:win32:*:*:*:*:*:

Skk Lk ukk.

cpe:2.3:a:bea:weblogic_server:7.0:sp6:express:*:*:*:*:*:

Skakakakuk.

cpe:2.3:a:bea:weblogic_server:7.0:sp6:win32:*:*:*:*:*:

dkak kR k.

cpe:2.3:a:bea:weblogic_server:8.1:*:win32:*:*:*:*:*:

Skukkukuk.

cpe:2.3:a:bea:weblogic_server:8.1:sp1:express:*:*:*:*:*:

Skuk Lk akuk.

cpe:2.3:a:bea:weblogic_server:8.1:sp1:win32:*:*:*:*:*:

Skakakakuk.

cpe:2.3:a:bea:weblogic_server:8.1:sp2:express:*:*:*:*:*:

Skukakakak.

cpe:2.3:a:bea:weblogic_server:8.1:sp3:express:*:*:*:*:*:

Skkakakak.

cpe:2.3:a:bea:weblogic_server:8.1:sp3:win32:*:*:*:*:*:

kK akakak.

cpe:2.3:a:bea:weblogic_server:8.1:sp4:express:*:*:*:*:*:

Skak ok akak.

cpe:2.3:a:bea:weblogic_server:8.1:sp4:win32:*:*:*:*:*:

No vendor comments have been submitted for this CVE

« Previous ID

© CVE.report 2023 B4 [/ |

Next ID—
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https://cve.report/CVE-2006-1353
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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