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Certain versions of Ie from Microsoft contain the following vulnerability:

Microsoft Internet Explorer 6 and 7 Beta 2 allows remote attackers to
cause a denial of service and possibly execute arbitrary code via a
certain createTextRange call on a checkbox object, which results in a
dereference of an invalid table pointer.

CVSS2 Score: 9.3 - HIGH
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CVE References

Description Tags Link

SecurityFocus www.securityfocus.com

text/html

 BUGTRAQ 20060322 Microsoft Internet Explorer
(mshtml.dll) - Remote Code Execution

Microsoft Internet Explorer CreateTextRange
Remote Code Execution Vulnerability

Exploit

cve.report (archive)

text/html

 BID 17196

Your request has been blocked. This could be
due to several reasons.

web.archive.org

text/html

Inactive Link Not Archived

 CONFIRM
www.microsoft.com/technet/security/advisory/917077.mspx

Neohapsis Archives - Full Disclosure List -
#1662 - [Full-disclosure] Determina Fix for the
IE createTextRange() bug

web.archive.org

text/html

Inactive Link Not Archived

 FULLDISC 20060327 Determina Fix for the IE
createTextRange() bug

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:1657

CVE-2006-1359 has been assigned by  secure@microsoft.com to track the vulnerability
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https://cve.report/
https://cve.report/CVE-2006-1359/mitre
https://cve.report/CVE-2006-1359/nist
https://cve.report/CVE-2006-1359/cve_org
https://cve.report/CVE-2006-1359.pdf
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.securityfocus.com/archive/1/428583/100/0/threaded
http://cve.report/bid/17196
https://web.archive.org/web/2006/http://www.microsoft.com/technet/security/advisory/917077.mspx
https://web.archive.org/web/2006/http://archives.neohapsis.com/archives/fulldisclosure/2006-03/1662.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A1657


text/html

Webmail - OVH www.vupen.com

text/html

 VUPEN ADV-2006-1318

US-CERT Vulnerability Note VU#876678 US Government Resource

www.kb.cert.org

text/html

 CERT-VN VU#876678

SecurityFocus www.securityfocus.com

text/html

 BUGTRAQ 20060323 Secunia Research: Microsoft
Internet Explorer "createTextRange()"Code Execution

Computer Terrorism (UK) :: Security Advisory Vendor Advisory

www.computerterrorism.com

text/html

 MISC www.computerterrorism.com/research/ct22-03-
2006

Q-154: Vulnerability in the way HTML Objects
Handle Unexpected Method Calls

web.archive.org

text/html

Inactive Link Not Archived

 CIAC Q-154

Microsoft Security Bulletin MS06-013 - Critical |
Microsoft Docs

docs.microsoft.com

text/html

 MS MS06-013

US-CERT Technical Cyber Security Alert
TA06-101A -- Microsoft Windows and Internet
Explorer Vulnerabilities

US Government Resource

www.us-cert.gov

text/html

 CERT TA06-101A

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:1702

Neohapsis Archives - Full Disclosure List -
#1427 - [Full-disclosure] IE crash

web.archive.org

text/html

Inactive Link Not Archived

 FULLDISC 20060322 IE crash

SecurityFocus www.securityfocus.com

text/html

 BUGTRAQ 20060322 IE crash

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:985

SecurityFocus www.securityfocus.com

text/html

 BUGTRAQ 20060328 Determina Fix for CVE-2006-
1359 (Zero Day MS Internet Explorer Remote
"CreateTextRange()" Code Execution)

Microsoft Internet Explorer
"createTextRange()" Code Execution -
Advisories - Secunia

Vendor Advisory

web.archive.org

text/html

 SECUNIA 18680

Neohapsis Archives - Full Disclosure List -
#1430 - [Full-disclosure] Microsoft Internet
Explorer (mshtml.dll) - Remote Code Execution

web.archive.org

text/html

Inactive Link Not Archived

 FULLDISC 20060322 Microsoft Internet Explorer
(mshtml.dll) - Remote Code Execution

Microsoft Internet Explorer
"createTextRange()" Code Execution - Secunia
Research - Secunia

web.archive.org

text/html

 MISC secunia.com/secunia_research/2006-7/advisory/

Microsoft Internet Explorer createTextRange()
Memory Error Lets Remote Users Execute
Arbitrary Code - SecurityTracker

securitytracker.com

text/html

 SECTRACK 1015812

Neohapsis Archives - Full Disclosure List -
#1434 - FW: [Full-disclosure] IE crash

web.archive.org

text/html

Inactive Link Not Archived

 FULLDISC 20060322 FW: [Full-disclosure] IE crash

No Description Provided www.osvdb.org

Inactive Link Not Archived

 OSVDB 24050

Repository / Oval Repository oval.cisecurity.org  OVAL oval:org.mitre.oval:def:1678

http://www.vupen.com/english/advisories/2006/1318
http://www.kb.cert.org/vuls/id/876678
http://www.securityfocus.com/archive/1/428600/100/0/threaded
http://www.computerterrorism.com/research/ct22-03-2006
https://web.archive.org/web/2006/http://www.ciac.org/ciac/bulletins/q-154.shtml
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2006/ms06-013
http://www.us-cert.gov/cas/techalerts/TA06-101A.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A1702
https://web.archive.org/web/2006/http://archives.neohapsis.com/archives/fulldisclosure/2006-03/1427.html
http://www.securityfocus.com/archive/1/428441
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A985
http://www.securityfocus.com/archive/1/429124/30/6120/threaded
https://web.archive.org/web/2006/http://secunia.com/advisories/18680
https://web.archive.org/web/2006/http://archives.neohapsis.com/archives/fulldisclosure/2006-03/1430.html
https://web.archive.org/web/2006/http://secunia.com/secunia_research/2006-7/advisory/
http://securitytracker.com/id?1015812
https://web.archive.org/web/2006/http://archives.neohapsis.com/archives/fulldisclosure/2006-03/1434.html
http://www.osvdb.org/24050
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A1678


text/html

SecurityFocus www.securityfocus.com

text/html

 BUGTRAQ 20060328 EEYE: Temporary workaround
for IE createTextRange vulnerability

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF ie-createtextrange-command-execution(25379)

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:1178

Webmail : Solution de messagerie
professionnelle - OVHcloud- OVH

www.vupen.com

text/html

 VUPEN ADV-2006-1050

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Ie 6.0 All All All

Application Microsoft Ie 6.0 sp1 All All

Application Microsoft Ie 6.0 sp2 All All

Application Microsoft Ie 7.0 beta_2 All All

Application Microsoft Ie 6.0 All All All

Application Microsoft Ie 6.0 sp1 All All

Application Microsoft Ie 6.0 sp2 All All

Application Microsoft Ie 7.0 beta_2 All All

Application Microsoft Internet Explorer 6.0 All All All

cpe:2.3:a:microsoft:ie:6.0:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:6.0:sp1:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:6.0:sp2:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:7.0:beta_2:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:6.0:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:6.0:sp1:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:6.0:sp2:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:7.0:beta_2:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:6.0:*:*:*:*:*:*:*:

http://www.securityfocus.com/archive/1/429088/100/0/threaded
https://exchange.xforce.ibmcloud.com/vulnerabilities/25379
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A1178
http://www.vupen.com/english/advisories/2006/1050
mailto:%20comment@cve.report
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http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/internet_explorer


← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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