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AVNACHAUNC PIP/AP Certain versions of Kismac from Kismac contain the following
vulnerability:

Stack-based buffer overflow in the parseTaggedData function in
WavePacket.mm in KisMAC R54 through R73p allows remote
attackers to execute arbitrary code via multiple SSIDs in a Cisco
vendor tag in a 802.11 management frame.

CVE-2006-1385 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: 5.1-MEDIUM
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CVE References

Description Tags Link
SecurityReason SREASON 609
() OSVDB 24072
[Full-disclosure] Advisory 03/2006: KisMAC Cisco @ FULLDISC 20060323 Advisory 03/2006:
Vendor Tag Encapsulated SSID Overflow KisMAC Cisco Vendor Tag Encapsulated SSID
Overflow
Secunia - Advisories - KisMAC Cisco Vendor Tag SSID Y SECUNIA 19354
Parsing Buffer Overflow
KisMAC Cisco Vendor Tag Remote Buffer Overflow ) BID 17198

Vulnerability text/html
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IBM X-Force Exchange SEENEREITEETRSTN @ XF kismac-80211-parsing-bo(25422)
text/html
SecurityFocus www.securityfocus.com ) BUGTRAQ 20060323 Advisory 03/2006:
text/html KisMAC Cisco Vendor Tag Encapsulated SSID
Overflow
Hardened-PHP Project - PHP Security - Advisory www.hardened-php.net { MISC www.hardened-
03/2006 text/html php.net/advisory_032006.115.html

Webmail- OVH 3 VUPEN ADV-2006-1070

text/html

[113] - KisMAC - Trac 2) CONFIRM kismac.de/_trac/changeset/113

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Kismac Kismac 0.10a All All All
Application Kismac Kismac 0.11a All All All
Application Kismac Kismac 0.12a All All All
Application Kismac Kismac 0.1a All All All
Application Kismac Kismac 0.1b All All All
Application Kismac Kismac 0.1c All All All
Application Kismac Kismac 0.2a All All All
Application Kismac Kismac 0.5d All All All
Application Kismac Kismac 0.5d4 All All All
Application Kismac Kismac 0.10a All All All
Application Kismac Kismac 0.11a All All All
Application Kismac Kismac 0.12a All All All
Application Kismac Kismac 0.1a All All All
Application Kismac Kismac 0.1b All All All
Application Kismac Kismac 0.1c All All All
Application Kismac Kismac 0.2a All All All
Application Kismac Kismac 0.5d All All All
Application Kismac Kismac 0.5d4 All All All
cpe:2.3:akismac:kismac:0.10a:*:*:**:**:*:
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cpe:2.3:a:kismac:kismac:0.2a:*:*:*:*:*:":*:

cpe:2.3:a:kismac:kismac:0.5d:*:*:** " *:

cpe:2.3:a:kismac:kismac:0.5d4:*:*:** " :*:

cpe:2.3:a:kismac:kismac:0.10a:*:*:*:*:*:*:*:

cpe:2.3:a:kismac:kismac:0.12a:*:*:*:*:*:*:*:

cpe:2.3:a:kismac:kismac:0.1a:*:*:*:*:*:*:*:

cpe:2.3:a:kismac:kismac:0.1b: " *:

cpe:2.3:a:kismac:kismac:0.1¢c:** "

cpe:2.3:a:kismac:kismac:0.5d:*:*:*:**:*:*:

cpe:2.3:a:kismac:kismac:0.5d4:*:*:*****:

No vendor comments have been submitted for this CVE
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