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Summary

CVE CVE-2006-1502

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-03-30 00:06:00 UTC

Updated 2018-10-18 16:32:00 UTC

Description Multiple integer overflows in MPlayer 1.0pre7try2 allow remote attackers to cause a denial of service and trigger heap-based buffer overflows via (1) a certain ASF file handled by asfheader.c that causes the asf_descrambling function to be passed a negative integer after the conversion from a char to an int or (2) an AVI file with a crafted wLongsPerEntry or nEntriesInUse value in the indx chunk, which is handled in aviheader.c.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mplayer Mplayer All All All All

References

Reference Source

MPlayer AVI "indx" Chunk and ASF Handling Vulnerabilities - Advisories - Secunia SECUNIA

SecurityTracker.com Archives - MPlayer Integer Overflows in Processing ASF and AVI Headers Let Remote Users Execute Arbitrary Code SECTRACK

Advisories - Mandriva Linux MANDRIVA

Mandriva update for mplayer - Advisories - Secunia SECUNIA

24246 OSVDB

MPlayer Multiple Integer Overflow Vulnerabilities BID

SecurityFocus BUGTRAQ

SecurityReason SREASON

Secunia - Advisories - Gentoo update for mplayer SECUNIA

IBM X-Force Exchange XF

[xfocus-SD-060329]MPlayer: Multiple integer overflows MISC

IBM X-Force Exchange XF

24247 OSVDB
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https://cve.report/CVE-2006-1502.pdf
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http://cve.report/software/mplayer/mplayer
http://secunia.com/advisories/19418
http://securitytracker.com/id?1015842
http://www.mandriva.com/security/advisories?name=MDKSA-2006:068
http://secunia.com/advisories/19565
http://www.osvdb.org/24246
http://www.securityfocus.com/bid/17295
http://www.securityfocus.com/archive/1/429251/100/0/threaded
http://securityreason.com/securityalert/647
http://secunia.com/advisories/19919
https://exchange.xforce.ibmcloud.com/vulnerabilities/25513
http://www.xfocus.org/advisories/200603/11.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/25514
http://www.osvdb.org/24247


Gentoo Linux Documentation -- MPlayer: Heap-based buffer overflow GENTOO

Webmail- OVH VUPEN

[Full-disclosure] [xfocus-SD-060329]MPlayer: Multiple integer overflows FULLDISC

SecurityReason SREASON

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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