VE-2 -151
Published on: 05/05/2006 12:00:00 AM UTC
Last Modified on: 03/23/2021 11:25:00 PM UTC

CVE-2006-1516

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACUAUNCRIENAN Certain versions of Mysql from Mysqgl contain the following
vulnerability:

The check_connection function in sqgl_parse.cc in MySQL 4.0.x up to
4.0.26, 4.1.x up to 4.1.18, and 5.0.x up to 5.0.20 allows remote
attackers to read portions of memory via a username without a trailing
null byte, which causes a buffer over-read.

CVE-2006-1516 has been assigned by (2 security@debian.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

MySQL Remote Information Disclosure and Buffer Overflow (D BID 17780

Vulnerabilities text/html

SUSE update for mysq|l - Advisories - Secunia { SECUNIA 20762

Security Tracker.com Archives - MySQL Anonymous Login [ Patch | () SECTRACK 1016017
Processing May Disclose Some Memory Contents to Remote

Users

SUSE Updates for Multiple Packages - Advisories - Secunia Y SECUNIA 20457

Security Announcement ot SUSE SUSE-SR:2006:012

Not Archived



https://cve.report/
https://cve.report/CVE-2006-1516/mitre
https://cve.report/CVE-2006-1516/nist
https://cve.report/CVE-2006-1516/cve_org
https://cve.report/CVE-2006-1516.pdf
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://cve.report/bid/17780
https://web.archive.org/web/2006/http://secunia.com/advisories/20762
http://securitytracker.com/id?1016017
https://web.archive.org/web/2006/http://secunia.com/advisories/20457
https://web.archive.org/web/2006/http://www.novell.com/linux/security/advisories/2006-06-02.html

Updates for Multiple Vulnerabilities www.us-cert.gov
text/html

Webmail : Solution de messagerie professionnelle - OVHcloud-
OVH text/html

(3 VUPEN ADV-2006-1633

rhn.redhat.com | Red Hat Support www.redhat.com & REDHAT RHSA-2006:0544
text/html

Debian -- Security Information -- DSA-1079-1 mysq|-dfsg www.debian.org (@ DEBIAN DSA-1079
Depreciated Link
text/html

TRUSTIX 2006-0028
text/plain
Inactive Link™ Not Archived

Sun Solaris MySQL Multiple Vulnerabilities - Advisories - Secunia >{ SECUNIA 29847
The Slackware Linux Project: Slackware Security Advisories () SLACKWARE SSA:2006-155-01
SecurityReason - MySQL Anonymous Login Handshake - SREASON 840
Information Leakage.
About the security content of Mac OS X 10.4.9 and Security () CONFIRM
Update 2007-003 docs.info.apple.com/article.html?
artnum-305214
#365938 - SECURITY: MySQL Anonymous Login Handshake - (@ CONFIRM bugs.debian.org/365938
Information Leakage - Debian Bug report logs
MySQL AB :: MySQL 5.0 Reference Manual :: G.1.8 Changes in [ Patch | IR CONFIRM
release 5.0.21 (02 May 2006) dev.mysql.com/doc/refman/5.0/en/news-
5-0-21.html
Gentoo Linux Documentation -- MySQL: Information leakage ¢ GENTOO GLSA-200605-13
APPLE-SA-2007-03-13 Mac OS X v10.4.9 and Security Update [] APPLE APPLE-SA-2007-03-13
2007-003
© SUNALERT 236703
IBM X-Force Exchange € XF mysql-login-packet-info-
disclosure(26236)
Mac OS X Security Update Fixes Multiple Vulnerabilities - Y SECUNIA 24479
Advisories - Secunia
Repository / Oval Repository () OVAL oval:org.mitre.oval:def:9918
US-CERT Technical Cyber Security Alert TA07-072A -- Apple @ CERT TA07-072A
| www.us-cart.gov |
 texthtm! |
[ |
(]
[ www.redhat.com
 texthtm! |
uarvon-dlebian-org |
 Depreciated Link |
[
[ wwwtrustix.org |
QUISSHUERIRRY Not Archived |
Debian update for mysql-dfsg - Advisories - Secunia > SECUNIA 20241
Secunia - Advisories - Trustix update for mysq|l Y SECUNIA 20223
SuSE Security announcements: [suse-security-announce] SUSE I) SUSE SUSE-SA:2006:036
Security Announcement: mysgl remote code execution (SUSE-

B Not Archived |

SA:2006:036) Inactive Link | Not Archived



https://web.archive.org/web/2006/http://secunia.com/advisories/29847
http://slackware.com/security/viewer.php?l=slackware-security&y=2006&m=slackware-security.599377
http://securityreason.com/securityalert/840
https://web.archive.org/web/2006/http://docs.info.apple.com/article.html?artnum=305214
http://bugs.debian.org/365938
https://web.archive.org/web/2006/http://dev.mysql.com/doc/refman/5.0/en/news-5-0-21.html
http://www.gentoo.org/security/en/glsa/glsa-200605-13.xml
http://lists.apple.com/archives/security-announce/2007/Mar/msg00002.html
http://sunsolve.sun.com/search/document.do?assetkey=1-26-236703-1
https://exchange.xforce.ibmcloud.com/vulnerabilities/26236
https://web.archive.org/web/2006/http://secunia.com/advisories/24479
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9918
http://www.us-cert.gov/cas/techalerts/TA07-072A.html
http://www.vupen.com/english/advisories/2006/1633
http://www.redhat.com/support/errata/RHSA-2006-0544.html
http://www.debian.org/security/2006/dsa-1079
https://cve.report/CVE-2006-1516/7dab09c3
https://web.archive.org/web/2006/http://secunia.com/advisories/20241
https://web.archive.org/web/2006/http://secunia.com/advisories/20223
https://web.archive.org/web/2006/http://lists.suse.com/archive/suse-security-announce/2006-Jun/0011.html

MySQL Information Disclosure and Butter OQvertlow vVulnerapilities

- Advisories - Secunia

Debian update for mysql-dfsg - Advisories - Secunia

Debian -- Security Information -- DSA-1071-1 mysq|l

Debian -- Security Information -- DSA-1073-1 mysql-dfsg-4.1

Wisec - The Wise SECurity

Debian update for mysql - Advisories - Secunia

USN-283-1: MySQL vulnerabilities | Ubuntu security notices

SecurityFocus

SecurityFocus

Ubuntu update for mysql - Advisories - Secunia

Gentoo update for mysql - Advisories - Secunia

Webmail - OVH

Advisories - Mandriva Linux

Secunia - Advisories - Slackware update for mysql

Webmail - OVH

Secunia - Advisories - Mandriva update for MySQL

Red Hat update for mysql - Advisories - Secunia

Vendor Advisory
web.archive.org
text/html

web.archive.org
text/html

www.debian.org
Depreciated Link
text/html

www.debian.org
Depreciated Link
text/html

text/html

web.archive.org
text/html

text/html

www.securityfocus.com

text/html

www.securityfocus.com
text/html

web.archive.org
text/html

web.archive.org

text/html

text/html

www.mandriva.com
text/html

web.archive.org

text/html

text/html

web.archive.org
text/html

web.archive.org
text/html

¢ SECUNIA 19929

»{ SECUNIA 20333

(@ DEBIAN DSA-1071

(© DEBIAN DSA-1073

() MISC www.wisec.it/vulns.php?
page=7

) SECUNIA 20253

® UBUNTU USN-283-1

7y BUGTRAQ 20060516 UPDATE: [
GLSA 200605-13 ] MySQL: Information
leakage

() BUGTRAQ 20060502 MySQL
Anonymous Login Handshake -
Information Leakage.

Y{ SECUNIA 20002

> SECUNIA 20073

(%) VUPEN ADV-2007-0930

& MANDRIVA MDKSA-2006:084
YU SECUNIA 20424

() VUPEN ADV-2008-1326

> SECUNIA 20076

»{ SECUNIA 20625

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE


https://web.archive.org/web/2006/http://secunia.com/advisories/19929
https://web.archive.org/web/2006/http://secunia.com/advisories/20333
http://www.debian.org/security/2006/dsa-1071
http://www.debian.org/security/2006/dsa-1073
http://www.wisec.it/vulns.php?page=7
https://web.archive.org/web/2006/http://secunia.com/advisories/20253
https://usn.ubuntu.com/283-1/
http://www.securityfocus.com/archive/1/434164/100/0/threaded
http://www.securityfocus.com/archive/1/432733/100/0/threaded
https://web.archive.org/web/2006/http://secunia.com/advisories/20002
https://web.archive.org/web/2006/http://secunia.com/advisories/20073
http://www.vupen.com/english/advisories/2007/0930
http://www.mandriva.com/security/advisories?name=MDKSA-2006:084
https://web.archive.org/web/2006/http://secunia.com/advisories/20424
http://www.vupen.com/english/advisories/2008/1326/references
https://web.archive.org/web/2006/http://secunia.com/advisories/20076
https://web.archive.org/web/2006/http://secunia.com/advisories/20625
mailto:%20comment@cve.report
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Application Oracle Mysq| 5.0.7 All All Al
Application Oracle Mysql 5.0.8 All All All

Application Oracle Mysql 5.0.9 All All All

cpe:2.3:a:mysqgl:mysql:4.1.0:%

skakakakakakak.

cpe:2.3:a:mysqgl:mysql:4.1.13: " "

skukakakkakak.

cpe:2.3:a:mysqgl:mysql:4.1.14:%7 %
cpe:2.3:a:mysqgl:mysql:4.1.15:%%%
cpe:2.3:a:mysql:mysql:4.1.3:% 7 "
cpe:2.3:a:mysql:mysql:4.1.8:** "
cpe:2.3:a:mysql:mysql:5.0.1 %% %

Skk Lk ak ok akak.

cpe:2.3:a:mysql:mysql:5.0.10:* "

Skk ok k ok akak.

cpe:2.3:a:mysqgl:mysql:5.0.15:

Skk Lk k ok akak.

cpe:2.3:a:mysqgl:mysql:5.0.17:

cpe:2.3:a:mysqgl:mysql:5.0.2:*

cpe:2.3:a:mysqgl:mysql:5.0.3:%

cpe:2.3:a:mysql:mysql:5.0.4: e

cpe:2.3:a:mysql:mysql:5.0.5: i

cpe:2.3:a:mysql:mysql:4.1.0:% e

Sk Lk k ok akakak.

cpe:2.3:a:mysql:mysql:4.1.12: % "™

Sk ok ak kR akak.

cpe:2.3:a:mysql:mysql:4.1.13: "

Sk ok ak ok akakak.

cpe:2.3:a:mysql:mysql:4.1.14: %
cpe:2.3:a:mysqgl:mysql:4.1.15: %
cpe:2.3:a:mysql:mysql:4.1.3:% e

cpe:2.3:a:mysqgl:mysql:4.1.8: %"

cpe:2.3:a:mysqgl:mysql:5.0.1 %
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cpe:2.3:a:mysqgl:mysql:5.0.2:*:

cpe:2.3:a:mysqgl:mysql:5.0.3:

cpe:2.3:a:mysql:mysql:5.0.4:** "

cpe:2.3:a:mysql:mysql:5.0.5: % "

cpe:2.3:a:oracle:mysql:4.0.0: "

cpe:2.3:a:oracle:mysql:4.0.1: "

ARk kKK LKLk,

cpe:2.3:a:oracle:mysql:4.0.10:* "

ARk kKK LKLk,

cpe:2.3:a:oracle:mysql:4.0. 11

dkak Lk akakak.

cpe:2.3:a:oracle:mysql:4.0.11:gamma:*:*:*:*:*:*:

Rk kKK LKLk,

cpe:2.3:a:oracle:mysql:4.0.12:*

Kk kKK kLK,

cpe:2.3:a:oracle:mysql:4.0.16:*: ™

KKk kKKK,

cpe:2.3:a:oracle:mysql:4.0.17:

Kk ok kKKK,

cpe:2.3:a:oracle:mysql:4.0.19:*
cpe:2.3:a:oracle:mysql:4.0.2:*

cpe:2.3:a:oracle:mysql:4.0.20:*

Rk kKK kK,

cpe:2.3:a:oracle:mysql:4.0.21

Rk ok ok kKK,

cpe:2.3:a:oracle:mysql:4.0.26:* " """

cpe:2.3:a:oracle:mysql:4.0.3: %" "



cpe:2.3:a:oracle:mysql:4.0.4: %

cpe:2.3:a:oracle:mysql:4.0.5:

cpe:2.3:a:oracle:mysql:4.0.6:*: " "

cpe:2.3:a:oracle:mysql:4.0.7: "

kKKK Kk,

cpe:2.3:a:oracle:mysql:4.0.7:gamma:*:*: """

cpe:2.3:a:oracle:mysql:4.0.8:*:*: 7 %"

kKK LKLk Lk,

cpe:2.3:a:oracle:mysql:4.0.8:gamma:*:*: """

cpe:2.3:a:oracle:mysql:4.0.9: 7 "%

kKK kKK,

cpe:2.3:a:oracle:mysql:4.1.0:alpha:*:*:*:*:*:*:

ARk kKK LKLk,

cpe:2.3:a:oracle:mysql:4.1. 11

kKK kKK Lk,

cpe:2.3:a:oracle:mysql:4.1.16:*: "

kKK kKKK,

cpe:2.3:a:oracle:mysql:4.1.17:

KKKk Lk k.

cpe:2.3:a:oracle:mysql:4.1.2:alpha:*:*:*:*:*:*:
cpe:2.3:a:oracle:mysql:4.1.3:beta:*:*:*:*:*:*:
cpe:2.3:a:oracle:mysql:4.1.4:%
cpe:2.3:a:oracle:mysql:4.1.5: e
cpe:2.3:a:oracle:xmysql:4.1.6:*
cpe:2.3:a:oracle:xmysql:4.1.7: e
cpe:2.3:a:oracle:mysql:4.1.9:* i

KKk KKk,

cpe:2.3:a:oracle:mysql:5.0.0:alpha:*:*:*:*:*:*:

kKKK kK,

cpe:2.3:a:oracle:mysql:5.0.11



cpe:2.3:a:oracle:mysql:5.0.6:* %" "
cpe:2.3:a:oracle:mysql:5.0.7: "
cpe:2.3:a:oracle:mysql:5.0.8:: "
cpe:2.3:a:oracle:mysql:5.0.9:*: " "
cpe:2.3:a:oracle:mysql:4.0.0:*: "
cpe:2.3:a:oracle:mysql:4.0.1: %"
cpe:2.3:a:oracle:mysql:4.0.10: %"

ARk LKLk LKLk k,

cpe:2.3:a:oracle:mysql:4.0. 11 =

dkk Lk kukuk.

cpe:2.3:a:oracle:mysql:4.0.11:gamma:*:*:*:*:*:*:

ARk LKk Lk LKLk,

cpe:2.3:a:oracle:mysql:4.0.13:* %"

ARk kKK LKLk,

cpe:2.3:a:oracle:mysql:4.0. 14

kKK kKKK,

cpe:2.3:a:oracle:mysql:4.0.15:

LRk kKKK Lk,

cpe:2.3:a:oracle:mysql:4.0.16:* ™

kKKK kKK,

cpe:2.3:a:oracle:mysql:4.0.18:

Kk ok kKKK,

cpe:2.3:a:oracle:mysql:4.0.19:

cpe:2.3:a:oracle:mysql:4.0.2:*

Kk kKK kLK,

cpe:2.3:a:oracle:mysql:4.0.20:"

kKoK uk kLK,

cpe:2.3:a:oracle:mysql:4.0.23:*

SRk kKR kK,

cpe:2.3:a:oracle:mysql:4.0.24

kKKK kLK,

cpe:2.3:a:oracle:mysql:4.0.25:*
cpe:2.3:a:oracle:mysql:4.0.26:*
cpe:2.3:a:oracle:mysql:4.0.3:*:
cpe:2.3:a:oracle:mysql:4.0.4: >

cpe:2.3:a:oracle:mysql:4.0.5: %"

cne'? 3'aroracle'mvsal-4 () Ra-*-*-x-x-xkex.



cpe:2.3:a:oracle:mysql:4.0.6:*: " "

cpe:2.3:a:oracle:mysql:4.0.7: %"

cpe:2.3:a:oracle:mysql:4.0.9: """

cpe:2.3:a:oracle:mysql:4.0.9:gamma:*:*:*:*:":*:

akk Lk kKK,

cpe:2.3:a:oracle:mysql:4.1.0:alpha:*:*:*:*:*:*:

ARk kKK LKLk,

cpe:2.3:a:oracle:mysql:4.1.18:* "

kKK kKK,

cpe:2.3:a:oracle:mysql:4.1.2:alpha:*:*:*:*:*:*:
cpe:2.3:a:oracle:mysql:4.1.3:beta:*:*:*:*:*:*:
cpe:2.3:a:oracle:mysql:4.1.4:
cpe:2.3:a:oracle:mysql:4.1.5:
cpe:2.3:a:oracle:mysql:4.1.6:%
cpe:2.3:a:oracle:mysql:4.1.7:
cpe:2.3:a:oracle:mysql:4.1.9:*

Kk ak KRk,

cpe:2.3:a:oracle:mysql:5.0.0:alpha:*:*:*:*:*:*:

Rk kKR kLK,

cpe:2.3:a:oracle:mysql:5.0.12:*

kKoK kKK,

cpe:2.3:a:oracle:mysql:5.0.13:*

Rk ok kKKK,

cpe:2.3:a:oracle:mysql:5.0. 14

kKoK kKK,

cpe:2.3:a:oracle:mysql:5.0.18:*

cpe:2.3:a:oracle:mysql:5.0.6:% %"

cpe:2.3:a:oracle:mysql:5.0.7: %"



cpe:2.3:a:oracle:mysql:5.0.8:*: " "

cpe:2.3:a:oracle:mysql:5.0.9:*: " "

No vendor comments have been submitted for this CVE
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