VE-2006-152

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2006-1528
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-05-18 19:06:00 UTC
Updated 2025-04-03 01:03:51 UTC
Description Linux kernel before 2.6.13 allows local users to cause a denial of service (crash) via a dio transfer from the sg driver to mer

/ |

Risk And Classification

Primary CVSS: v2.0 4.9 from nvd@nist.gov

AV:L/AC:L/Au:N/C:N/I:N/A:C
EPSS: 0.000890000 probability, percentile 0.252910000 (date 2026-04-20)
Problem Types: CWE-20 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

Complete

AV:L/AC:L/Au:N/C:N/I:N/A:C

i [iv]

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
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Vendor Product Version

Source

CNA Na N/a affected n/a

Platforms

Not specified

References

Reference

usn/usn-302-1 - Ubuntu: Linux for human beings

Debian -- Security Information -- DSA-1183-1 kernel-source-2.4.27
Security Announcement

Ubuntu update for kernel - Advisories - Secunia

Debian update for kernel-source-2.6.8 - Advisories - Secunia

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
linux.bkbits.net/linux-2.6/cset%4043220081yu9CIBQNugSSnW_9amW?7iQ
Debian update for kernel-source-2.4.27 - Secunia.com

Red Hat update for kernel - Advisories - Secunia

Debian -- Security Information -- DSA-1184-2 kernel-source-2.6.8
ASA-2006-161 (RHSA-2006-0493)

Repository / Oval Repository

Linux Kernel SG Driver Direct 10 Local Denial of Service Vulnerability

404: File not found

rhn.redhat.com | Red Hat Support

IBM X-Force Exchange

Security Announcement

'[PATCH] sg direct io/mmap oops' - MARC

SUSE update for kernel - Advisories - Secunia

Linux Kernel SG Driver Denial of Service Vulnerability - Advisories - Secunia
Mandriva update for kernel - Advisories - Secunia

SUSE update for kernel - Advisories - Secunia

168791 — CVE-2006-1528 Possible local crash by dio/mmap sg driver
Avaya Products Linux Kernel Multiple Vulnerabilities - Advisories - Secunia
Advisories - Mandriva Linux
CONFIRM:http://linux.bkbits.net:8080/linux-2.6/cset@43220081yu9CIBQNugSSnW_9amW7iQ
CVE Program record

NVD vulnerability detail

1

No vendor comments have been submitted for this CVE.
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http://www.novell.com/linux/security/advisories/2006_47_kernel.html
http://secunia.com/advisories/20716
http://secunia.com/advisories/22093
http://www.vupen.com/english/advisories/2006/3330
http://linux.bkbits.net:8080/linux-2.6/cset%254043220081yu9ClBQNuqSSnW_9amW7iQ
http://secunia.com/advisories/22082
http://secunia.com/advisories/20237
http://www.debian.org/security/2006/dsa-1184
http://support.avaya.com/elmodocs2/security/ASA-2006-161.htm
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A11037
http://www.securityfocus.com/bid/18101
http://kernel.org/pub/linux/kernel/v2.4/ChangeLog-2.4.33.1
http://www.redhat.com/support/errata/RHSA-2006-0493.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/28510
http://www.novell.com/linux/security/advisories/2006_42_kernel.html
http://marc.info/?l=linux-scsi&m=112540053711489&w=2
http://secunia.com/advisories/21498
http://secunia.com/advisories/21555
http://secunia.com/advisories/21045
http://secunia.com/advisories/21179
https://bugzilla.redhat.com/bugzilla/show_bug.cgi?id=168791
http://secunia.com/advisories/21745
http://www.mandriva.com/security/advisories?name=MDKSA-2006:123
http://linux.bkbits.net:8080/linux-2.6/cset@43220081yu9ClBQNuqSSnW_9amW7iQ
https://www.cve.org/CVERecord?id=CVE-2006-1528
https://nvd.nist.gov/vuln/detail/CVE-2006-1528

There are currently no legacy QID mappings associated with this CVE.
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