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Summary

CVE CVE-2006-1547

State PUBLISHED

Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-03-30 22:02:00 UTC

Updated 2026-04-16 14:02:43 UTC

Description ActionForm in Apache Software Foundation (ASF) Struts before 1.2.9 with BeanUtils 1.7 allows remote attackers to cause a denial of service via a multipart/form-data encoded form with a parameter name that references the public getMultipartRequestHandler method, which provides further access to elements in the CommonsMultipartRequestHandler implementation and BeanUtils.

Risk And Classification

Primary CVSS: v3.1 7.5 HIGH from nvd@nist.gov

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

EPSS: 0.221920000 probability, percentile 0.958230000 (date 2026-04-22)

CISA KEV: Listed on 2022-01-21; due 2022-07-21; ransomware use Unknown

Problem Types: NVD-CWE-Other | CWE-749 | n/a | CWE-749 CWE-749 Exposed
Dangerous Method or Function

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Primary 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

3.1 ADP DECLARED 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

3.1 134c704f-9b21-4f2e-91b3-4a467353bcc0 Secondary 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

2.0 nvd@nist.gov Primary 7.8 AV:N/AC:L/Au:N/C:N/I:N/A:C

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

None

https://cve.report/
https://cve.report/CVE-2006-1547/mitre
https://cve.report/CVE-2006-1547/nist
https://cve.report/CVE-2006-1547/cve_org
https://cve.report/api/cve/CVE-2006-1547.json
https://cve.report/CVE-2006-1547.pdf


CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

CVSS v2.0 Breakdown

AV:N/AC:L/Au:N/C:N/I:N/A:C

CISA Known Exploited Vulnerability

Vendor Apache

Product Struts 1

Name Apache Struts 1 ActionForm Denial-of-Service Vulnerability

Required Action Apply updates per vendor instructions.

Notes https://nvd.nist.gov/vuln/detail/CVE-2006-1547

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Commons Beanutils 1.7.0 All All All

Application Apache Struts All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Scope

Unchanged

Confidentiality

None

Integrity

None

Availability

High

Access Vector

Network

Access Complexity

Low

Authentication

None

Confidentiality

None

Integrity

None

Availability

Complete

http://cve.report/vendor/apache
http://cve.report/software/apache/commons_beanutils
http://cve.report/vendor/apache
http://cve.report/software/apache/struts
http://cve.report/vendor/na
http://cve.report/software/na/n/a


CNA Na N/a affected n/a Not specified

References

Reference

Struts Multiple Vulnerabilities - Advisories - Secunia

Missing Bug ID

SecurityTracker.com Archives - Struts Bugs May Let Remote Users Bypass Validation, Conduct Cross-Site Scripting Attacks, and Deny Service

SUSE Updates for Multiple Packages - Advisories - Secunia

SuSE Security announcements: [suse-security-announce] SUSE Security Summary Report SUSE-SR:2006:010

Struts Release Notes (since 1.2.8)

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

www.cisa.gov/known-exploited-vulnerabilities-catalog

IBM X-Force Exchange

Apache Struts Multiple Remote Vulnerabilities

CVE Program record

NVD vulnerability detail

CISA Known Exploited Vulnerabilities catalog

No vendor comments have been submitted for this CVE.

Additional Advisory Data

Source Time Event

ADP 2022-01-21T00:00:00.000Z CVE-2006-1547 added to CISA KEV

Legacy QID Mappings
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